BOA Eiendomsmegling Oslo Vest AS

v/Afrim Deari

Smalvollveien 44, 0667 OSLO
E-post: afrim@boaeiendom.no

Deres ref.: 1-26-0025 .

Megleropplysninger

Boligselskap:
Organisasjonsnr:
Seksjonseier:
Medeier:
Leilighetsnummer:
Adresse:
Seksjonsnummer:
Gnr.

Bnr.

Var ref.: 5185-1-098

Skullerudhggda Il Boligsameie
981026047
Lyseng, Eivind

098

Gamle Enebakkvei 67, 1188 OSLO
98

168

94

Opplysninger om boligselskapet:

Forkjgpsrett: Nei

Styregodkjenning:
Forsikret hos: If Skadeforsikring Nuf- polisenummer 2166392.
Mulighet for individuell nedbetaling pa hele eller deler av fellesgjeld: Nei
Sikringsordning: Nei
Selskapets vedtekter kan inneholde bestemmelser om styregodkjennelse ved overdragelse og/eller bruksoverlating,
samt eventuelt andre bestemmelser/begrensninger av betydning. Se ogsa selskapets husordensregler for

Ja

eventuelle bestemmelser om husdyrhold og lignende.

e Manedlige felleskostnader som ikke er spesifiserte, dekker boligselskapets driftskostnader. For ytterligere

spesifikasjon, vennligst se regnskapet i arsrapporten.
e Pakostninger/utbedringer i boligselskapet: Se arsrapporten.

e Vigjer oppmerksom pa at innkallingen kan gjelde for et mate som ikke er avholdt. Protokoll ma eventuelt

Dato: 25.02.2026

etterbestilles. Vi tar forbehold om at regnskapet blir godkjent av arsmgte.

Alle seksjonene har garasjeplass eller carport som fglger leiligheten ved salg. Leien er inkludert i fellesutgiftene. Det er
ogsé mulighet til & leie parkeringsplass ved ledighet, kontakt styret for tildeling av plass. Det palgper
administrasjonskostnader til forretningsferer ved leie av plass. Spesifiser i eierskiftemeldingen hvis eier har leid

parkeringsplass og om den er sagt opp.

Styret har fast kontortid hver onsdag kl. 18:00 til 20:00, tIf. 23 38 96 96. Sameiets hjemmeside: www.vibbo.no. Sameiet

har ogsa en Facebook-side. E-post: skullerudhogda2@styrerommet.no.

Ja

Selskapets totale lan og vilkar:

Bank:

Lanenr.:
Lanetype:
Rentesats:
Restsaldo
Innfrielsesdato:
Type rente:
Terminer i aret:

Administrasjonsavtale:

Bank:

Lanenr.:
Lanetype:
Rentesats:
Restsaldo
Innfrielsesdato:
Type rente:
Terminer i aret:

OBOS-banken AS
98207848255
Annuitetslan
6,44%

7 844 709,00
30.06.2037
Flytende rente

12

Nei

OBOS-banken AS
98208242644
Annuitetslan
6,44%

13 884 818,00
30.04.2054
Flytende rente

12



Administrasjonsavtale: Nei

Vi gjer oppmerksom pa at vi kan ha mottatt varsel om renteendring eller nye lan som ikke er iverksatt pr dags dato.

Okonomiske opplysninger om leiligheten:

Totale felleskostnader pr. Manedlig intervall: 3 844,19,-
Herav:

Trappevask
Vedlikeholdsfond
Varmtvann
TVl/internett
Felleskostnader

Pr. dags dato
348,73
264,00
133,28
526,00

257219

Evt. fremtidig endring:

Ved oppgjer bes megler ta kontakt med OBOS Innbetalingsservice per tIf. 22 86 56 25 eller e-post

restanseforesporsel@obos.no for & f& oppgitt eventuelle utestaende felleskostnader/andre heftelser iht. boligselskapets
legalpant. Selger er ansvarlig for felleskostnadene i overtakelsesmaneden, med mindre overtakelsen skjer den 1. i
maneden. Vi forutsetter at kjgper og selger gjer opp seg imellom for oppgjarsmaneden.

Ligningsposter pr. 31.12.2025 (med forbehold om endringer):

Ligningsverdi fas pa ligningskontoret

Innberetningspliktige inntekter: 78,-
Fradragsberettigede kostnader: 4 426,-
Annen formue: 381,-
Gjeld: 64 393,-

Fellesgjeld, kapitalkostnader og eventuell avdragsfrihet:

Bank:

Lanenummer:
Restsaldo:
Kapitalkostnader:
Administrasjonsavtale:

Bank:

Lanenummer:
Restsaldo:
Kapitalkostnader:
Administrasjonsavtale:

Sum andel fellesgjeld (kun lan) kr 64 242,55,-, pr. dags dato.

OBOS-banken AS
98207848255

23 190,84

239,61

Nei

OBOS-banken AS
98208242644

41 051,72

316,02

Nei

For boliger som har fellesgjeld knyttet til boligselskapets lan gjelder felgende forutsetninger:

Kapitalkostnader:

All laneinformasjon over er beregnet ut fra dagens kjente lanebetingelser. De manedlige kapitalkostnadene (renter og
avdrag) viser hvor mye det koster a betjene 1an for eieren av denne leiligheten. Eventuelt avvik mellom kapitalkostnader
og lanekostnader under punktet "@konomiske opplysninger om leiligheten”, kan skyldes renteendringer, periodisering

eller andre arsaker.

Enkelte lan kan ha avvikende antall terminer for nedbetaling enn 12 terminer i aret. Henviser derfor til avsnittet for

selskapets totale lan for & se antall terminer pr ar pr lan.

| tilfelle avvik fra 12 terminer ma kapitalkostnader oppgitt deles pa korrekt antall maneder.

Hvis antall terminer pa lanet er 2 sa kan "Kapitalkostnader" pa lanet deles pa 6.
Hvis antall terminer pa lanet er 4 sa kan "Kapitalkostnader" pa lanet deles pa 3.

Avdragsfrihet og estimert endring i felleskostnader:

Ved avdragsfrihet vil det fremkomme informasjon om dette under "selskapets totale Ian og vilkar". Veer oppmerksom pa
at selskapet vanligvis begynner & kreve inn et hayere belgp 1 til 6 maneder fgr den avdragsfrie perioden avsluttes, slik
at man har midler til & betale avdraget ved forfall. Estimert endring i felleskostnader pr. md. etter avdragsfri periode
forutsetter at avdrag og rentebetingelser pr. dato beholdes uendret. Se egen note i regnskapet for ytterligere
informasjon og forutsetninger.


mailto:restanseforesporsel@obos.no

Kontaktinformasjon:
Ved ytterligere sparsmal angaende fellesgjeld, bes megler vennligst ta kontakt med radgiver Christoffer Hoff pr. e-post:
christoffer.hoff@obos.no eller telefon: 22 86 54 23.

Annen informasjon:

Opplysninger gitt i dette brev er basert p& de opplysninger forretningsfarer har pa tidspunktet for avgivelsen. Selger og
megler ma kontrollere de tall som framgar av dette brev mot den informasjon han selv sitter inne med, seerlig tidligere
ligningsoppgaver. Dersom det oppdages avvik mellom oppgitte belgp i dette brevet og det som fremgéar av andre
dokumenter selger har, s& ma dette meldes skriftlig inn til forretningsferer i god tid for salget. Det ma henvises til hvilke
dokumenter det er avvik mellom. Forretningsfagrer aksepterer intet erstatningsansvar for feil i de gitte opplysninger med
mindre det er utvist grov uaktsomhet.

Melding fra megler ved salg:

Ved krav om styregodkjennelse av ny eier sendes sgknad il styret v/Lars Egil Saetrang, e-post:
skullerudhogda2@styrerommet.no

Melding om ny eier sendes samtidig OBOS Eiendomsforvaltning AS pr. e-post: eierskifte@obos.no.

Meldingen ma inneholde kjgpers navn, ndveerende adresse, fedsels- og personnummer, overtakelsesdato samt selgers
nye adresse. Vi ber ogsa om a fa oppgitt kjgpers e-postadresse og mobilnummer. Er det flere kjgpere ma vi fa
tilsvarende informasjon pr. kjgper.

Vi gjer oppmerksom pé at all informasjon som sendes pr. e-post bar krypteres og sendes pa en sikker mate.

Elektronisk kommunikasjon:

Styret/OBOS Eiendomsforvaltning vil kommunisere med eierne elektronisk (pt via Vibbo, e-post, SMS) med mindre
eieren har reservert seg mot dette. Reservasjon skjer pa Vibbo, der det under «min profil» vil vaere en knapp for
reservasjon. Har du flere eieforhold og @nsker du a reservere deg, ma du gjere dette pr eieforhold.

Alternativt kan boligeier sende krav om reservasjon til reservasjon.oef@obos.no

Priser og gebyrer p.t.:

Eierskiftegebyr er kr 6 725,— inkl. mva. Faktura ettersendes nar eierskiftet er registrert. Vennligst vent med betaling il
denne er mottatt, da KID nummer ma oppgis ved betaling. Vi gjgr oppmerksom pa at det kan palgpe ytterligere
kostnader i forbindelse med eventuell overfgring av garasje, parkering eller lignende forhold.

Vi ser fram til et hyggelig samarbeid.

Vennlig hilsen OBOS Eiendomsforvaltning AS


mailto:reservasjon.oef@obos.no

Eierskiftetjenester 2026

B oBOS

Tjenester Pris inkludert mva.

Megleropplysninger i Ambita Infoland:

Meglerpakke 1 med energimerke 4 950 kr
Meglerpakke 1 4 375 kr
Meglerpakke 2 3125 kr
Hastegebyr (tillegg til ordinaert gebyr) 1250 kr
Enkeltprodukter i Ambita Infoland:

Pantattest Boligaksjeselskap 410 kr
Arsmelding/protokoll/vedtekter/husordensregler 550 kr
Eierskifter:

Borettslag / Sameier 6 725 kr
Boligaksjeselskap m/transportgebyr 10 500 kr
Pafer/fiern medeier og overfering til slektning i BRL/sameier/boligAS 5044 kr
Forkjapsrettsgebyr der OBOS avklarer 8 406 kr
Forkjopsrettsgebyr der styret avklarer 6 725 kr
Administrasjon:

Parkeringsplass, uten dokumenter 850 kr
Parkeringsplass, inkl. dokumentbehandling 1 700kr
Notering:

Noteringsgebyr Boligaksjeselskap 4 150 kr
Andre tjenester:

Mortifikasjon (i tillegg til 0,8 R til byfogden)

(Rettsgebyret er kr 1 345, 0g 0,8 R = kr 1 076) 6250 kr + 1 076 kr




HUSORDENSREGLER
for
Skullerudhggda Il Boligsameie
Endret pa ekstraordinaert sameiermgte 28.10.2003
endret pa ordinaert sameiermgte 26.04.2010
endret pa ordinaert sameiermgte 14.03.2016

endret pa ordinzert sameiermgte 13.03.2018
Sist endret pa ordinart arsmote 24.04.2023

1. INNLEDNING

Disse reglene er for bruk av eiendommens fellesanlegg og den enkelte leilighet.
Reglene er satt opp i den hensikt & gjgre eiendommen til et godt og trygt sted og bo, og
gi Skullerudhggda Il et vennlig og riktig bomiljg som hver enkelt vil trives i. Vi ber derfor
alle om lojalt a fglge de regler som er satt opp.

2. FELLESAREALER UTE

2.1. Kjoring

Pa gangveiene tillates kun kjgring av bevegelseshemmede og tyngre transport, jf.
oppsatte skilter. Motorsykkel- eller mopedkjgring er ikke tillatt. Kjagring og parkering pa
plener og plantefelter er ikke tillatt.

Drosjer skal stanse pa oppmerket mgteplass.

Hvis det er ngdvendig med kjgring til dgren, bgr dette skje gjennom garasje. Se opp for
kjgretgyets hgyde. Hvis manuelle bommer apnes sa er sjafgrene pliktige til & pase at
den lukkes og lases straks etter passering

2.2. Lekeplassene og uteomradet
Uteomradet er var grgnne lunge, og det kan ikke aksepteres at det brytes ned grener av
treerne, eller at beplantning skades pa annen mate.

4. RENHOLD

4.1. Segppelordningen

Kun husholdningsavfall kan kastes i sappelbeholderne. All sgppel skal pakkes inn, slik
at lukt og tilgrising ikke oppstar.

Papp og papir legges i egne merkede containere. Kartonger og lignende ma brettes slik
at de far plass inn papircontainer. Glass og metall kastes i egen container for dette ved
gjesteparkeringen.

Elektro- husholdningsutstyr eller mgbler og lignende som skal kasseres, ma beboerne
selv besarge bortkjart. Dette kan leveres gratis pa GRINMO GJENBRUKSSTASJON,
tlif.: 23 48 36 00. Eventuelt kan vaktmester kontaktes for bortkjgring for rimelig pris.

4.2. Utendgars renhold

Det tas som en selvfglge at beboerne ikke kaster avfall eller annet pa sameiets omrade,
men heller plukker opp slikt som er henslengt, og ellers medvirker til at eiendommen
holdes velstelt og ryddig.

5. OPPGANGER OG KORRIDORER
5.1. Lasing av ytterderer
Utgangsdgrene til oppganger og garasjer skal veere Iast til enhver tid.



5.2. Skilting

Alle postkasse-skilt bestilles ved a fylle ut skiema som du finner pa VIBBO:
Pris: kr. 135,- pr. skilt og betales senest samtidig med bestilling, gjelder bade
digitale/analoge skilt.

Se pa Vibbo for informasjon om innbetaling.

= Digitale skilt: plass til kun 2 navn (starrelse pa skriften blir veldig svak ved flere navn)
= Analoge skilt: her er det en viss fleksibilitet for mere skrift

Du finner skjema pa VIBBO for a fa oppdatert navn pa listen ved ringetabla i din
oppgang.

Det tar normalt ca. en uke far det er pa plass, unntak ved feriedager etc.

Det er seksjonseiers ansvar a pase at dette blir overholdt og leietakere skal automatisk
bli invitert av seksjonseier for a fa tilgang til VIBBO der all informasjon ligger tilgjengelig
til enhver tid.

5.3. Opphold/lek
Lek og ungdig opphold i oppgangene er ikke tillatt.

5.4. Plassering av utstyr

Plassering av barnevogner ma skje slik at dette ikke hindrer fri ferdsel. Plassering av
sykler og annet utstyr tillates ikke.

Det er ikke tillatt & plassere noe i korridorer/ganger, heller ikke skotay.

5.5. Vask
Trappevask utfgres ukentlig av rengjgringsfirma.

5.6. Takluke
Takluken som er beregnet pa inspeksjon av tak og for utslipp av brannrgyk, holdes
lukket. Stigen til takluken holdes last. Vaktmester og styret har ngkkel til stigen.

6 LEILIGHETEN

6.1. Ro i leiligheten

Det skal vaere generell ro i leiligheten og pa terrassen mellom kl. 23.00 og kl. 07.00, og
fram til kl. 13.00 pa sgndager og helligdager. Selskapelighet ma forega i slike former at
beboerne blir minst mulig sjenert. TV, stereoanlegg, e.l. ma dempes slik at det ikke
sjenerer andre.

Sang- eller musikkundervisning i leilighetene er ikke tillatt.

Boring, banking o.l. samt stayende hobbyer, skal ikke forekomme pa sgndager og
helligdager, etter kl. 21.00 pa virkedager og etter kl. 18.00 pa lgrdager.

6.2. Terrasser og balkonger
Det er ikke tillatt & henge tgy slik at det er synlig fra vei. Banking eller risting av tepper
er heller ikke tillatt.

Gressmatter o.l. ma fiernes fra terrassen om vinteren, for & hindre vannsamling og
lekkasje. Enhver beboer har ansvaret for at avigpsvannet har fri drenering pa sin
terrasse.

Forsapling eller hensetting av starre gjenstander som kjgleskap, tarkeskap eller annet
som ikke naturlig hgrer hjemme der er ikke tillatt



Lagse gjenstander ma ikke plasseres pa balkonggesimsen.

Beboer av seksjon med avlgp fra terrasse er ansvarlig for at avigpet holdes apent.
Grilling er kun tillatt med gassgrill og elektrisk grill.

Det er forbudt & benytte fyrverkeri pa terrasse/balkong.

6.3. Brannsikringsutstyr

| henhold til brannforskriftene skal det veere installert rgykvarsler og
brannslokningsapparat eller brannslange i alle leilighetene. Eier/beboer har ansvaret for
at utstyret er til stede og fungerer.

7. FASADER OG TAK
Ytre montering eller innkledning av balkonger eller andre endringer, som medfarer
synlige ulikheter pa fasaden, ma ikke foretas uten styrets samtykke og anvisninger.

Styrets godkjenning ma innhentes for alle forandringer, som har innvirkning pa
bebyggelsens utseende, som maling, antenner eller andre utvendige faste innretninger.

7.1 Paraboler
Det er ikke tillatt & montere paraboler i sameiet.

8. DIVERSE

8.1. Skade, feil eller mangler

Sameierne ma erstatte all skade pa eiendommen som skyldes sameieren selv,
husstandsmedlemmer, leietakere eller andre som sameierne har gitt adgang til
leiligheten eller til eiendommen

Oppdager beboeren skade, feil eller mangler som han ikke mener seg berettiget til a
utbedre, plikter han likevel straks & melde forholdet til vaktmester/styret.

8.2. Dyrehold

Lufting av kjeeledyr skal bare skje utenfor bo-omradet, og det palegges enhver eier av
dyr a rydde opp etter dyret. Kjaeledyr ma ikke ga lgse pa bo-omradet eller i
oppgangene.

Dyr ma ikke veere til sjenanse for naboer, eller forarsake skader pa fellesanlegget.

8.3 Vaktmester
Vaktmester kan vaere behjelpelig med mindre oppdrag/tjenester mot at eier/leietaker
etter avtale selv faktureres av vaktmesterselskapet for dette.

8.4 Kontakt informasjon til eierne
Alle eiere/beboere oppdaterer selv sin epost og mobilt nummer informasjon under sin profil i
Vibbo.



Ekstraordinzert
arsmote 2025

Innkalling
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Velkommen til arsmete i SKULLERUDH@GDA 1l BOLIGSAMEIE

Innkallingen inneholder alle sakene som skal behandles pa arsmgtet. Styret haper du leser gjennom heftet og
viser din interesse ved & delta pa arsmaotet.

Digital avstemning:

Avstemningen apner 4. desember kl. 12:00 og lukker 7. desember kl. 12:00.
Du finner avstemningen pa:

https://vibbo.no/5185

Hvordan deltar du digitalt?

* Dufaren link via SMS.

* Du kan ogsa finne mgtet ved a ga inn pa vibbo.no

* Du kan se gijennom sakene som skal behandles, komme med sparsmal og avgi din stemme.

 Viktig: Juridiske eiere (firmaer) som gnsker & delta i arsmgtet, ma gjore det gjennom en boligforvalter. Kontakt
OBOS support i god tid for a fa lagt til boligforvalteren.

Hvem kan stemme pa arsmgotet?
¢ Alle eiere har rett til & stemme pa arsmatet.

* En stemme avgis pr. eierandel.

Hvordan stemme hvis du ikke kan delta digitalt?

Dersom du ikke kan delta digitalt, ma du benytte analog stemmeseddel som er vedlagt i innkallingen. Dette ma
gjores innen avstemningen lukkes.

Saker til behandling

1. Valg av mgteleder

2. Valg av protokollvitner

3. Godkjenning av mgteinnkallingen

4. Valg av ny revisor

Med vennlig hilsen,
Styret i SKULLERUDH@GDA Il BOLIGSAMEIE

2av?/



Sak1
Valg av mateleder

Krav til flertall:
Alminnelig (50%)

Mgatelederen sgrger for at matet blir avviklet etter lovens regler og er ansvarlig for at det fgres protokoll. Hvis
ikke arsmatet velger en mateleder eller den foreslatte motelederen ikke blir valgt, er det styrets leder som etter
loven er mateleder.

Forslag til vedtak

Lars Egil Seetrang er valgt.

Sak 2
Valg av protokollvitner

Krav til flertall:
Alminnelig (50%)

Valg av minst en eier til a signere protokollen.

Forslag til vedtak

Inge Aukrust er valgt.

Sak 3
Godkjenning av mgteinnkallingen

Krav til flertall:
Alminnelig (50%)

Det ble foreslatt & godkjenne den maten arsmgtet er innkalt pa.

Forslag til vedtak

Mgteinnkallingen godkjennes

Sak 4
Valg av ny revisor

Krav til flertall:
Alminnelig (50%)

3av?/



Var revisor PwC har som del av sin globale strategi valgt & endre virksomhetsstrukturen for a styrke
satsingen mot ulike kundegrupper. Som faglge av dette vil PwC AS ikke viderefare revisjonsoppdrag for mindre
boligselskaper, inkludert vart sameie. Vi er lovpalagt & ha revisor, og arsmgtet ma derfor velge ny revisor senest
for nyttar for & oppfylle lovkravene.

| forbindelse med disse endringene hos PwC har to partnere fra PwC etablert et nytt revisjonsselskap: PwC
Assurance AS (org.nr. 834836012).

Det nye selskapet vil overta revisjonsoppdraget og tre inn i den eksisterende samarbeidsavtalen med OBOS.
PwC Assurance AS viderefgrer de etablerte praksisene og rutinene som bade OBOS og boligselskapene er
kjent med, og revisorene har lang erfaring med revisjon av boligselskaper.

Det kreves et formelt vedtak fra arsmgtet for & inngé ny revisjonsavtale med det nye selskapet. Selskapet har
informert om at de kan komme til & endre navn i fremtiden, men at organisasjonsnummeret vil besta.

Styrets innstilling

Styret anbefaler at arsmate vedtar & inngé ny revisjonsavtale med PwC Assurance AS (org.nr. 834836912) som
revisor for Skullerudhggda Il Boligsameie.

Forslag til vedtak

Arsmeate vedtar & innga ny revisjonsavtale med PwC Assurance AS (org.nr. 834836912) som revisor for
Skullerudhggda Il Boligsameie.

4dav’7



REGISTRERINGSBLANKETT
Deltagelse pa digitalt ekstraordineert arsmete 2025

Det ekstraordinaert arsmete blir avholdt digitalt pa vibbo.no. Dette skjemaet er for deg som ikke har mulighet
til & avgi stemme digitalt.

Arsmotet apnes 412.25 og er apent for avstemning i 3 dager
Siste dato for avstemning er 7.12.25
Selskapsnummer: 5185 Selskapsnavn: SKULLERUDH@GDA Il BOLIGSAMEIE

BRUK BLOKKBOKSTAVER

Leilighetsnummer: Navn pa eier(e):

Signatur:

Avstemning

Du stemmer ved & krysse av i boksen til venstre for gnsket alternativ.

Sak1 Valg av mgteleder

Lars Egil Seetrang er valgt.

|:| For
|:| Mot

Sak2 Valg av protokollvitner

Inge Aukrust er valgt.

|:| For
|:| Mot

Sak3 Godkjenning av mateinnkallingen

Mgteinnkallingen godkjennes

|:| For
|:| Mot

5av7




Sak 4 Valg av ny revisor

Arsmote vedtar & innga ny revisjonsavtale med PwC Assurance AS (org.nr. 834836912) som revisor for
Skullerudhggda Il Boligsameie.

|:| For
[] Mot

6av7/




D oBOS

OBOS Eiendoms-
forvaltning AS

Hammersborg torg 1

Postboks 6668, St. Olavs plass
0129 Oslo

Telefon: 22 86 55 00
www.obos.no

E-post: oef@obos.no

Ta vare pé& dette heftet, du kan f&
bruk for det senere, f.eks ved salg
av boligen.



Protokoll til ekstraordinaert arsmete 2025 for SKULLERUDH@GDA || BOLIGSAMEIE

Organisasjonsnummer: 981026047
Mgtet ble giennomfgrt heldigitalt fra 4. desember kl. 12:00 til 7. desember kl. 12:00.

Antall stemmeberettigede som deltok: 70.

Folgende saker ble behandlet pa arsmgtet:

1. Valg av mgteleder

Mgtelederen sarger for at metet blir avviklet etter lovens regler og er ansvarlig for at det fgres protokoll. Hvis
ikke arsmatet velger en mateleder eller den foreslatte motelederen ikke blir valgt, er det styrets leder som etter
loven er mgteleder.

Forslag til vedtak:
Lars Egil Seetrang er valgt.

+ Forslaget ble vedtatt

Antall stemmer for vedtaket: 48
Antall stemmer mot vedtaket: 3
Antall blanke stemmer: 19
Flertallskrav: Alminnelig (50%)

2. Valg av protokollvitner

Valg av minst en eier til & signere protokollen.

Forslag til vedtak:
Inge Aukrust er valgt.

+~ Forslaget ble vedtatt

Antall stemmer for vedtaket: 47
Antall stemmer mot vedtaket: O
Antall blanke stemmer: 23

Flertallskrav: Alminnelig (50%)

3. Godkjenning av mgteinnkallingen

Det ble foreslatt & godkjenne den maten arsmegtet er innkalt pa.

Forslag til vedtak:
Mgteinnkallingen godkjennes

+ Forslaget ble vedtatt

Antall stemmer for vedtaket: 49
Antall stemmer mot vedtaket: O
Antall blanke stemmer: 21
Flertallskrav: Alminnelig (50%)

4. Valg av ny revisor
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Var revisor PwC har som del av sin globale strategi valgt & endre virksomhetsstrukturen for a styrke
satsingen mot ulike kundegrupper. Som fglge av dette vil PwC AS ikke viderefgre revisjonsoppdrag for mindre
boligselskaper, inkludert vart sameie. Vi er lovpalagt & ha revisor, og arsmatet ma derfor velge ny revisor senest
for nyttar for & oppfylle lovkravene.

| forbindelse med disse endringene hos PwC har to partnere fra PwC etablert et nytt revisjonsselskap: PwC
Assurance AS (org.nr. 834836012).

Det nye selskapet vil overta revisjonsoppdraget og tre inn i den eksisterende samarbeidsavtalen med OBOS.
PwC Assurance AS viderefgrer de etablerte praksisene og rutinene som bade OBOS og boligselskapene er
kjent med, og revisorene har lang erfaring med revisjon av boligselskaper.

Det kreves et formelt vedtak fra arsmgtet for & innga ny revisjonsavtale med det nye selskapet. Selskapet har
informert om at de kan komme til & endre navn i fremtiden, men at organisasjonsnummeret vil besta.

Styrets innstilling
Styret anbefaler at arsmate vedtar & inngé ny revisjonsavtale med PwC Assurance AS (org.nr. 834836912) som
revisor for Skullerudhggda Il Boligsameie.

Forslag til vedtak:
Arsmote vedtar & innga ny revisjonsavtale med PwC Assurance AS (org.nr. 834836912) som revisor for
Skullerudhggda Il Boligsameie.

+~ Forslaget ble vedtatt

Antall stemmer for vedtaket: 48
Antall stemmer mot vedtaket: 1
Antall blanke stemmer: 21
Flertallskrav: Alminnelig (50%)
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Protokoll til ekstraordinaert arsmete 2025 for SKULLERUDH@GDA || BOLIGSAMEIE

Organisasjonsnummer: 981026047

Det ble giennomfart digital avstemning med mgte. Avstemningen varte fra 16. september kl. 17:30 til 19.
september kl. 17:30 og mgtet ble avholdt 16. september 2025, pa Langerudhjemmet i Skullerudveien 45. |
forbindelse med informasjonsmetet vil det st& en visningstilhenger utenfor bygget fra kl. 17.30, hvor man kan
se lgsningen for innglassing og fa svar pa spegrsmal direkte fra leverandgren..

Antall stemmeberettigede som deltok: 107.

Felgende saker ble behandlet pa arsmetet:

1. Valg av mgteleder

Mgatelederen sgrger for at metet blir avviklet etter lovens regler og er ansvarlig for at det fgres protokoll. Hvis
ikke arsmatet velger en mateleder eller den foreslatte mgtelederen ikke blir valgt, er det styrets leder som etter
loven er mateleder.

Forslag til vedtak:
Christoffer Hoff Fra OBOS Eiendomsforvaltning AS er valgt.

+~ Forslaget ble vedtatt

Antall stemmer for vedtaket: 60
Antall stemmer mot vedtaket: 5
Antall blanke stemmer: 42
Flertallskrav: Alminnelig (50%)

2. Valg av protokollvitne

Valg av minst en eier til & signere protokollen.

Forslag til vedtak:
Jorgen Fjeld er valgt.

+ Forslaget ble vedtatt

Antall stemmer for vedtaket: 62
Antall stemmer mot vedtaket: 2
Antall blanke stemmer: 43
Flertallskrav: Alminnelig (50%)

3. Godkjenning av mgteinnkallingen

Det ble foreslatt & godkjenne den maten arsmeatet er innkalt pa.

Forslag til vedtak:
Megteinnkallingen godkjennes

+~ Forslaget ble vedtatt

Antall stemmer for vedtaket: 57
Antall stemmer mot vedtaket: 8
Antall blanke stemmer: 42

Flertallskrav: Alminnelig (50%)
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4. Apning for frivillig innglassing av balkonger og terrasser

Styret har, i trad med innspill fra arsmeatet og henvendelser fra beboere, foretatt en grundig vurdering
av muligheten for frivillig innglassing av balkonger og terrasser i Skullerudhggda Il Boligsameie. | denne
forbindelse har styret vaert i kontakt med flere leveranderer og innhentet ulike forslag til lasninger.

Etter en samlet vurdering har styret konkludert med at Lumon Norge AS tilbyr den mest hensiktsmessige og
fleksible lasningen, som kan tilpasses de ulike balkongtypene i sameiet. Tiltaket innebaerer en fasadeendring og
krever derfor godkjenning fra Oslo kommune. Det anbefales at sameiet sender én samlet byggesgknad. Lumon
kan bista styret med utarbeidelse og innsending av nadvendig dokumentasjon.

Dersom sgknaden godkjennes, vil det veere opp til den enkelte seksjonseier & avgjere om vedkommende gnsker
a benytte seg av muligheten for innglassing. Kostnader knyttet til selve innglassingen beeres av den enkelte
seksjonseier, mens kostnader til sgknadsprosessen dekkes av sameiet.

For mer informasjon om Igsningen og priseksempler, vises det til folgende vedlegg:

» Prisestimater for Skullerudhegda 2 — konkrete priseksempler for ulike balkongtyper i sameie.

* A-prosjekt presentasjon av Lumon — produktbeskrivelse, seknadsprosess og leverandgrinformasjon.

Forslag til vedtak:
X Forslaget falt

Antall stemmer for vedtaket: 40
Antall stemmer mot vedtaket: 44
Antall blanke stemmer: 23
Flertallskrav: To tredjedels (67%)

Protokollen er signert digitalt av Christoffer Hoff /S/ og Jergen Fjeld /S/
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Velkommen til arsmete i SKULLERUDH@GDA 1l BOLIGSAMEIE

Innkallingen inneholder alle sakene som skal behandles pa arsmgtet. Styret haper du leser gjennom heftet og
viser din interesse ved & delta pa arsmaotet.

Digital avstemning med mote:

Avstemningen apner 16. september kl. 17:30 og lukker 19. september kl. 17:30.
Du finner avstemningen pa:
https://vibbo.no/5185

Det holdes ogsa et frivillig mgte 16. septemberkl. 18:00 , pa Langerudhjemmet i Skullerudveien 45. | forbindelse
med informasjonsmatet vil det sta en visningstilhenger utenfor bygget fra kl. 17.30, hvor man kan se lasningen
for innglassing og fa svar pa spersmal direkte fra leverandaren..

Hvordan deltar du digitalt?

* Du faren link via SMS.

* Du kan ogsa finne mgtet ved & ga inn pa vibbo.no

* Du kan se gjennom sakene som skal behandles, komme med sparsmal og avgi din stemme.

« Viktig: Juridiske eiere (firmaer) som gnsker & delta i arsmgtet, ma gjare det giennom en boligforvalter. Kontakt
OBOS support i god tid for a fa lagt til boligforvalteren.

Hvem kan stemme pa arsmgtet?
« Alle eiere har rett til & stemme pa arsmatet.

¢ En stemme avgis pr. eierandel.

Hvordan stemme hvis du ikke kan delta digitalt?

Dersom du ikke kan delta digitalt, ma du benytte analog stemmeseddel som er vedlagt i innkallingen. Dette ma
gjores innen avstemningen lukkes.

INFORMASJON | FORKANT AV M@TET

Frakl. 17:30 vil representanter fra Lumon Norge AS veere til stede pa parkeringsplassen for a vise frem
produktprgver og demonstrere lgsningen for innglassing av balkonger og terrasser.

Styret oppfordrer alle sameiere til & mate opp i god tid dersom de gnsker & se produktene pa naert hold og
stille spagrsmal direkte til leveranderen.

Saker til behandling

1. Valg av mgteleder

2. Valg av protokollvitne

3. Godkjenning av mgteinnkallingen

4. Apning for frivillig innglassing av balkonger og terrasser
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Med vennlig hilsen,
Styret i SKULLERUDH@GDA Il BOLIGSAMEIE
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Sak1
Valg av mateleder

Krav til flertall:
Alminnelig (50%)

Mgatelederen sgrger for at matet blir avviklet etter lovens regler og er ansvarlig for at det fgres protokoll. Hvis
ikke arsmatet velger en mateleder eller den foreslatte motelederen ikke blir valgt, er det styrets leder som etter
loven er mateleder.

Forslag til vedtak
Christoffer Hoff Fra OBOS Eiendomsforvaltning AS er valgt.

Sak 2
Valg av protokollvitne

Krav til flertall:
Alminnelig (50%)

Valg av minst en eier til a signere protokollen.

Forslag til vedtak

Jorgen Fjeld er valgt.

Sak 3
Godkjenning av mgteinnkallingen

Krav til flertall:
Alminnelig (50%)

Det ble foreslatt & godkjenne den maten arsmgtet er innkalt pa.

Forslag til vedtak

Mgteinnkallingen godkjennes

Sak 4
Apning for frivillig innglassing av balkonger og terrasser

Krav til flertall:
To tredjedels (67%)
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Styret har, i trad med innspill fra arsmeatet og henvendelser fra beboere, foretatt en grundig vurdering
av muligheten for frivillig innglassing av balkonger og terrasser i Skullerudhggda Il Boligsameie. | denne
forbindelse har styret vaert i kontakt med flere leveranderer og innhentet ulike forslag til Ilgsninger.

Etter en samlet vurdering har styret konkludert med at Lumon Norge AS tilbyr den mest hensiktsmessige og
fleksible lasningen, som kan tilpasses de ulike balkongtypene i sameiet. Tiltaket innebaerer en fasadeendring og
krever derfor godkjenning fra Oslo kommune. Det anbefales at sameiet sender én samlet byggesgknad. Lumon
kan bista styret med utarbeidelse og innsending av nadvendig dokumentasjon.

Dersom sgknaden godkjennes, vil det veere opp til den enkelte seksjonseier & avgjgre om vedkommende gnsker
a benytte seg av muligheten for innglassing. Kostnader knyttet til selve innglassingen beeres av den enkelte
seksjonseier, mens kostnader til sgknadsprosessen dekkes av sameiet.

For mer informasjon om Igsningen og priseksempler, vises det til folgende vedlegg:

» Prisestimater for Skullerudhegda 2 — konkrete priseksempler for ulike balkongtyper i sameie.

* A-prosjekt presentasjon av Lumon — produktbeskrivelse, seknadsprosess og leverandgrinformasjon.

Forslag til vedtak

Sameiet apner for frivillig innglassing av balkonger og terrasser, basert pa en felles godkjent lasning. Hver
seksjonseier kan, pa egen regning, benytte seg av muligheten dersom tiltaket blir godkjent av kommunen.
Styret har ansvar for at det blir utarbeidet og sendt én samlet byggesgknad for fasadeendringen. Alle
kostnader til sgknadsprosessen dekkes av sameiet. Innglassing skal utfgres i samsvar med tekniske og visuelle
spesifikasjoner som felger av godkjent lgsning. Andre lgsninger er ikke tillatt uten saerskilt skriftlig godkjenning.

Vedlegg
1. Prisestimater for Skullerudhggda 2.pdf

2. A-prosjekt presentasjon av Lumon.pdf
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Skullerudhggda 2 - Prisestimater

e Lavinnglassing pa kjgkkenside i nr. 55

e Inkluderer vannbrett, beslag til og tette hjgrne under innglassingen og fastglass der
rekkverket er apent. 6 mm herdet glass

e Se bilde av balkongen dette gjelder

e Ordineer pris er kr. 65.450,- ferdig montert

e Rabattert pris ved bestilling av 10 eller flere innglassinger kr. 55.650,- ferdig montert

1490mm &> o - = - —

4562mm

Vedlegg 1 6av28 Prisestimater for Skullerudhegda 2.pdf



e Lavinnglassing pa kjgkkenside i nr. 57

e Inkluderer vannbrett, beslag til og tette hjgrne under innglassingen og fastglass der
rekkverket er apent. 6 mm herdet glass

e Se bilde av balkongen dette gjelder

e Ordineer pris er kr. 83.200,- ferdig montert

o Rabattert pris ved bestilling av 10 eller flere innglassinger kr. 70.700,- ferdig montert

1246mm

6053mm

Vedlegg 1 7 av 28 Prisestimater for Skullerudhegda 2.pdf



e Hpgyinnglassing pa stueside uten taklgsning i nr. 55

e 10 mm herdet glass

o Se bilde av balkongen dette gjelder

e Ordineer pris er kr. 81.500,- ferdig montert

e Rabattert pris ved bestilling av 10 eller flere innglassinger kr. 69.300,- ferdig montert

4950mm

Vedlegg 1 8av 28 Prisestimater for Skullerudhegda 2.pdf



Vedlegg 1

Hay innglassing pa stueside med taklgsning i nr. 73J
10 mm herdet glass

Se bilde av balkongen dette gjelder

Ordineer pris er kr. 179.900,- ferdig montert

Rabattert pris ved bestilling av 10 eller flere innglassinger kr. 152.940,- ferdig montert

Prisestimater for Skullerudhggda 2.pdf
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 Lumon Norge AS

* Produktene

- Kundepleie og servicekvalitet

* Tilpasset glassbalkong

- Veiledning og radgivning i
sgknadsprosessen
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Lumon - Egen fabrikk
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Var rammelgse balkong innglassing er designet for a dekke og beskytte din
balkong med stil. Lumon balkong innglassing bestar av to horisontale
aluminiumsprofiler montert i taket, rekkverket eller gulvkonstruksjonene pa
balkongen. Rammelgse herdede glass er festet til profilene. Disse glassene pa
6, 8,10 eller 12 mm er ekstremt motstandsdyktlge men veldig enkle a skyve
og folde.

Lumon balkong innglassing kan tilpasses til nesten ken som helst balkong,

'0Q det er flere alternativer du kan velge mellom. Ra elzs balkong

mnglasélng holder regn, sng;vind, stev og fugler berte fra balkongen din uten
a redusere mengden av lys. Denne beskyttelsen betyr mindre tid og penger
brukt pa vedlikehold og reparasjoner av balkongens indre overflater og
strukturer=

Lumon Glasstak

Eget showrom ved Olavsgard hvor man kan se od prave produkt%

;







Lumon - Serviceavdeling

« Lumon har egen serviceavdeling lokalisert pa vart hovedkontor pa Skjetten (Hvam)

« Skulle det veere noe i forhold til at glassene gar tregt, det trengs vinterlister, eller
det rett og slett trengs en service, er var medarbeider pa service verken vanskelig a
be eller langt unna.

Garanti:

« 5 ars garanti pa materialer :

2 ars garanti pa montering \,\ o
2 ars garanti pa solgardiner \ ¥

UMMN
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Sogknadsprosessen

Innglassing vil kreve godkjenning fra kommunen. Her finnes det to mulige veier a ga, enten en enkelt sgknad
pr. beboer eller en ett-trinns sgknad for hele borettslaget. Kommunen gnsker den siste lgsningen.

Lumon Norge AS har om gnskelig mulighet a bista i sgknadsprosessen mot kommunen.
Kommunen har egen prisliste over hvor mye det koster for sgknad pr. fasade / bygg. Se plan og
bygningsetatens gebyrregulativ for deres kommune.

Behandlingstid i kommune er normalt 3 — 12 uker.

Lumon Norge AS bruker TM Byggtek AS for starre prosjekter og som bistar oss rundt sgknadsprosessen i
forhold til bygg tegninger, nabovarsling, situasjonskart og selve sgknad.

For mindre borettslag og sameier kan Lumon Norge ordne med sgknaden og kostnaden vil normalt ligge pa
mellom 2 og 4 tusen kroner.

Her vil det palgpe noen kostnader som som ma dekkes av sameiet/borettslag. Den vanligste lgsningen er at
disse kostnader dekkes av sameiet, eventuelt kan den enkelte beboer som bestiller innglassing bli belastet,
etter egnet fordelingsngkkel.

Totalt vil denne kostnaden ligge pa ca. kr. 25 — 35 000,- eks. mva.

Nar det gjelder priser pa de enkelte balkonger, vil vi komme tilbake til dette, da det blir behov for befaring og
oppmaling. Det vil bli gitt rabatt etter hvor mange som melder interesse for innglassing.

Vedlegg 2 23 av 28 u ‘r' Iq' Nmon.polf



Sameiet sine oppgaver i sgknadsprosessen

Sjekkliste for byggesgknad om innglassing.

Lumon Norge AS gjennomferer prosessen med byggeseknad for borettslaget/sameiet.
For & kunne gjennomfere seknaden trenger vi falgende av dere:

Beskrivelse av tiltaket

Byggesoknad for

Navn pa tiltakshaver
Kontaktperson

Telefon

Adresse

Epost

Organinasjons nummer
Eiendomsopplysninger
Gnr og Bnr.

Adresse

Kommunenavn
Folgende er lagt ved av sameiet til Lumon Norge AS
Eksisterende fasadetegninger

Metereferat med styrevedtak forinnglassing

Konfrakt med Lumon Norge AS r r.’ ®
Vedlegg 2 24 av 28 %—u ‘ '!I ; 'Nmon.polf
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REGISTRERINGSBLANKETT
Deltagelse pa digitalt ekstraordineert arsmete 2025

Det ekstraordinaert arsmete blir avholdt digitalt pa vibbo.no. Dette skjemaet er for deg som ikke har mulighet
til & avgi stemme digitalt.

Arsmotet apnes 16.09.25 og er apent for avstemning i 3 dager
Siste dato for avstemning er 19.09.25
Selskapsnummer: 5185 Selskapsnavn: SKULLERUDH@GDA Il BOLIGSAMEIE

BRUK BLOKKBOKSTAVER

Leilighetsnummer: Navn pa eier(e):

Signatur:

Fullmakt

| fysisk mate hvor det blir anledning til & levere stemmeseddel, kan eier mgte ved fullmektig. En fullmakt kan
trekkes tilbake nar som helst.

Eier gir herved fullmakt til:

Fullmektigens navn:
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Avstemning

Du stemmer ved a krysse av i boksen til venstre for gnsket alternativ.

Sak1 Valg av mgteleder

Christoffer Hoff Fra OBOS Eiendomsforvaltning AS er valgt.

|:| For
|:| Mot

Sak2 Valg av protokollvitne

Jorgen Fjeld er valgt.

|:| For
|:| Mot

Sak3 Godkjenning av mgteinnkallingen

Mgteinnkallingen godkjennes

|:| For
|:| Mot

Sak 4 Apning for frivillig innglassing av balkonger og terrasser

Sameiet apner for frivillig innglassing av balkonger og terrasser, basert pa en felles godkjent lasning.
Hver seksjonseier kan, pa egen regning, benytte seg av muligheten dersom tiltaket blir godkjent

av kommunen. Styret har ansvar for at det blir utarbeidet og sendt én samlet byggesgknad for
fasadeendringen. Alle kostnader til sgknadsprosessen dekkes av sameiet. Innglassing skal utfgres i
samsvar med tekniske og visuelle spesifikasjoner som falger av godkjent lgsning. Andre lgsninger er
ikke tillatt uten seerskilt skriftlig godkjenning.

|:| For
|:| Mot
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D oBOS

OBOS Eiendoms-
forvaltning AS

Hammersborg torg 1

Postboks 6668, St. Olavs plass
0129 Oslo

Telefon: 22 86 55 00
www.obos.no

E-post: oef@obos.no

Ta vare pé& dette heftet, du kan f&
bruk for det senere, f.eks ved salg
av boligen.



Protokoll til arsmete 2025 for SKULLERUDH@GDA Il BOLIGSAMEIE

Organisasjonsnummer: 981026047
Mgatet ble avholdt 27. mars kl. 18:00, Langerud Sykehjem - Skullerudveien 45.

Antall stemmeberettigede som deltok: 57
Antall stemmeberettigede som deltok med fullmakt: 8

Felgende saker ble behandlet pa arsmetet:

1. Valg av mgteleder

Mgtelederen sgrger for at metet blir avviklet etter lovens regler og er ansvarlig for at det fgres protokoll. Hvis
ikke arsmatet velger en mateleder eller den foreslatte mgtelederen ikke blir valgt, er det styrets leder som etter
loven er mateleder.

Forslag til vedtak:
Christoffer Hoff fra OBOS Eiendomsforvaltning AS er valgt.
+~ Vedtatt.

2. Godkjenning av de stemmeberettigede

Deltakere i mgtet er registrert i en frammgateliste etter innleverte registreringsblanketter og fullmakter, og listen
legges til grunn for opptelling av de stemmeberettigede.

Forslag til vedtak:
Det ble foreslatt & anse de innleverte registreringsblankettene og eventuelt fullmakter som bevis for at
vedkommende eier er til stede.

" Vedtatt.

3. Valg av en til & fore protokoll og minst en eier som protokollvitne

Det er mgtelederen som er ansvarlig for arsmgteprotokollen, men av praktiske hensyn kan det velges en
protokollfarer. Etter loven skal det ogsa velges minst en eier til & signere protokollen sammen med mgteleder.

Forslag til vedtak:
Som fgrer av protokollen ble Christoffer Hoff foreslatt. Som protokollvitner ble Agnes Wahl-Tvenge foreslatt.

" Vedtatt.

4. Godkjenning av mgteinnkallingen

Det ble foreslatt & godkjenne den maten arsmeatet er innkalt pa.

Forslag til vedtak:
Megteinnkallingen godkjennes

+~ Vedtatt.

Transaksjon 09222115557542770615 Signert CH2, AW




5. Arsrapport og arsregnskap

a) Godkjenning av arsrapport og arsregnskap
b) Styret foreslar at arets negative resultat dekkes ved overfgring fra egenkapital.
Forslag til vedtak:
Arsrapport og arsregnskap godkjennes. [Arets negative resultat dekkes ved overforing fra egenkapital.]

+~ Vedtatt.

6. Fastsettelse av honorarer

Godtgjerelse for styret foreslas satt til kr 496112

Forslag til vedtak:
Styrets godtgjorelse settes til 496112 kroner

+~ Vedtatt.

7. Ekstraordineer utbetaling av honorar

Pa grunn av en stor vannlekkasje har flere beboere mattet flytte fra leilighetene sine over en periode pa flere
maneder. Dette har medfert ekstra stor arbeidsmengde for styremedlemmene, bade pa dagtid, kveldstid og

i helger. Styremedlemmene har hatt ekstraordinaer oppfaelging av beboere, leverandarer, forsikringsselskap
og befaringer for a lgse viktige oppgaver i forbindelse med vannlekkasjen. Det er viktig at styremedlemmer er
villige til & endre sine planer og legge inn ekstra innsats nar det oppstar ekstraordineere hendelser i sameiet.

Styret foreslar derfor at det gis et ekstra honorar til styremedlemmene Inge Aukrust og Karin Tanja de Wilde pa
kr.15000,- til hver avdem som en kompensasjon for den ekstraordineere innsatsen de har lagt ned i forbindelse
med vannlekkasjen.

Forslag til vedtak:
Arsmeote godkjenner styrets forslag om utbetaling av ekstra honorar til Karin og Inge.

+~ Vedtatt.

8. Husordensreglene §6.3 flyttes til Vedtektene

Forslagsstiller: Styret
Saksinformasjon:
Dagens tekst i "Husordensreglene 6.3. Vannkraner, lekkasje m.v." flyttes til vedtektene:

Beboerne ma sgrge for at avlepsrer for vasker, WC o.l. ikke tilstoppes. Skader som er forarsaket av apne kraner,
tilstoppede rgr m.v., utbedres umiddelbart. Utgiftene dekkes av seksjonseier. Dette kan ogsa gjelde skade pa
annen leilighet. Ved skade eller lekkasje pa VVS-anlegg m.v. som gjar ayeblikkelig inngripen ngdvendig, tilkalles
rorlegger og styret informeres.

Forslag til vedtak:
Husordensreglene §6.3 flyttes til Vedtektene som §9.2. Vedtektene, §9.2 blir §9.3 og §9.3 blir §9.4. Teksten
for §91 blir da: Beboerne ma sgrge for at avlgpsrar for vasker, WC o.l. ikke tilstoppes. Skader som er
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forarsaket av apne kraner, tilstoppede rgr m.v., utbedres umiddelbart. Utgiftene dekkes av seksjonseier. Dette
kan ogsa gjelde skade pa annen leilighet. Ved skade eller lekkasje pa VVS-anlegg m.v. som gjer ayeblikkelig
inngripen ngdvendig, tilkalles rerlegger og styret informeres.

+ Vedtatt.

9. Husordensregler §6.2 flyttes til vedtektene

Forslagsstiller: Styret
Saksinformasjon:

Det er oppdaget at en del leiligheter har defekt og dermed manglende ventilasjon. | tillegg til at dette medfarer
darlig/skadelig inneklima sé kan det ogsa pafere bygningsmassen omfattende skader.

Teksten i "Husordensreglene 6.2 Avtrekk/lufting av leilighet" som flyttes til vedtektene er:
Avtrekksviftene skal til enhver tid sta pa. Dette for & forhindre sopp - og fuktskader.
Ventiler i vindusrammene skal alltid veere apne.

Lufting skal skje gjennom vinduer og verandadgr og ikke giennom entrédgr mot

trappeoppgang.

Det er bestemmelser som regulerer hvilke vifter og motorer som til enhver tid skal veere montert i leiligheten
for ventilasjon fra kjgkken og bad. Informasjon om dette star pa sameiets nettside. Disse ventilasjonslgsningene
skal til enhver tid sta paslatt for aSkullerudhggda Il Boligsameie 3 unnga fukt, sopp, mugg og andre skader i
leiligheten og pa bygningsmassen forgvrig

Forslag til vedtak:

Settes inn som i vedtektene som Vedtektenes §8.2: Avtrekksviftene skal til enhver tid sta pa. Dette for &
forhindre sopp - og fuktskader. Ventiler i vindusrammene skal alltid veere apne. Lufting skal skje gjiennom
vinduer og verandadgar og ikke gjennom entrédar mot trappeoppgang. Det er bestemmelser som regulerer
hvilke vifter og motorer som til enhver tid skal veere montert i leiligheten for ventilasjon fra kjokken og bad.
Informasjon om dette star pa sameiets nettside (Vibbo). Disse ventilasjonslgsningene skal til enhver tid sta
paslatt for & unnga fukt, sopp, mugg og andre skader i leiligheten og pa bygningsmassen forgvrig og sikre
godt inneklima.

.~ Vedtatt.

10. Formulere vedtekten §17.2 bedre (kaste fra balkonger/terrasser)

Forslagsstiller: Styret
Saksinformasjon:

Erfaring fra det siste aret er at det tydeligvis er noen som ma ha informasjon inn ganske detaljert for a forsta
det. Derfor har styret forslag om a utvide teksten slik at det ikke skal veere tvil.

Dagens vedtekt §17.2 er:
Ikke tillatt & kaste eller helle ut noe i det hele tatt fra sin egen terrasse eller ut av vinduer. Gjelder spesielt
sigarettsneiper og snus men ogsa alt annet.

Forslag til vedtak:
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Vedtektene §17.2 endres til: Ikke tillatt kaste noe som helst fra balkonger/terrasser. Heller ikke under flytting
eller oppussing, sna/is eller avfall/sgppel.

+/ Vedtatt.

11. Oppdaterte vedtekter, §81, enkelt vedlikehold balkonger/terrasser

Forslagsstiller: Styret

Styret/vaktmester har ikke tilgang til hver enkelt leilighet sin balkong/terrasse. Disse bar vaskes/renses pa arlig
basis for at ikke treverk/bygningsmassen gdelegges. Dette for & fierne skitt, fugleekskrementer, mose og annet.
Derfor bar dette utfares minimum arlig av hver enkelt leilighet og eier er ansvarlig for at dette blir utfort.

Forslag til vedtak:

Folgende legges inn som vedtektene §8.1: Beboer/eier disponerer egen balkong/terrasse og har dermed arlig
vedlikeholdsplikt pa dette omradet. Dersom ikke balkong/terrasse vedlikeholdes/vaskes kan styret bestille
dette utfert for eiers kostnad.

+~ Vedtatt.

12. Tilleggstekst i vedtektenes §8 om vedlikehold

Forslagsstiller: Styret
Saksinformasjon:
Erfaring viser at vedlikeholdsplikten til alle eiere bar spesifiseres noe mer detaljert i vedtektene.

Forslag til vedtak:

Tilfere §8.1: Vedlikeholdsplikten omfatter bad, ventilasjon/vifte, rgrsystem inne i leiligheten og
utstyr/maskiner som er tilkoblet vann. Ved skader ma eier straks varsle styret/vaktmester om skader pa
bygningsmassen.

+ Vedtatt.

13. Vedtektene: Palagt & varsle om oppussing og stayende arbeider

Forslag om at alle beboere er palagt & varsle pa oppslagstavien pa Vibbo nar de skal pusse opp eller utfare
annet arbeide og det medfgrer stay- Informere om nar og hvor lenge dette vil paga og at varselet gar til alle i
blokken/bygningen.

Det kan til tider veere vanskelig & finne ut hvem som faktisk borrer eller gjgr annet som gir sjenerende stoy.

Forslag til vedtak:

Folgende legges inn som vedtektene §6.1: Alle beboere er palagt a varsle pa oppslagstavlen pa Vibbo nar de
skal pusse opp eller utfare annet arbeide og det medfarer stoy- Informere om nar og hvor lenge dette vil
paga og at varselet gar til alle i blokken/bygningen.

+ Vedtatt.

14. Endre vedtekt i forbindelse med forurensing i garasjeanleggene

Forslagsstiller: Styret
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Saksinformasjon:

Sameiet har ikke tillatelse til at det utfgres bilvask, reparasjoner av kjgretgyer eller annet som kan forurense
med kjemikalier eller oljebaserte produkter. Hvis slikt skal tillates ma det bygges opp egen plass for dette ut fra
strengt regelverk og det vil medfare store kostnader i investering og lgpende drift.

Forslag til vedtak:

Vedtektene §21.3 tilfores falgende tekst: Ikke tillatt med kjemikalie eller oljebasert lekkasje i sameiet. Ved biler
med lekkasjer ma eier legge noe under som fanger opp lekkasjene og fa stoppet de snarest mulig dersom
bilen skal parkeres i sameiet.

.~ Vedtatt.

15. Endre vedtektenes §21.4, parkering i sameiet/garasjene

Forslagsstiller: Styret
Saksinformasjon:

Biler kan na fortsatt ha skilter pa selv uten at de er kjgrbare eller har gyldig forsikring. Viktig at kjgretgyer har
ansvarsforsikring dersom de skulle medfgre brann eller annen type gdeleggelse/skade i sameiet.

Forslag til vedtak:
Vedtektenes § 21.4 endres til folgende tekst: Det er ikke tillatt & hensette bilvrak eller avskiltede kjgretayer
pa parkeringsplassene. Alle biler skal til enhver tid veere flyttbar/kjgrbar og ha gyldig forsikring.

+~ Vedtatt.

16. Prioritering av vaktmesterens arbeid

Fremmet av: Linette Vik, seksjon 147

Vaktmesterens tid pa sommeren, brukes i dag veldig mye pa gressklipping, mens viktig vedlikehold
nedprioriteres. Oslo kommune anbefaler redusert klipping for & bevare pollinatorenes miljg og & unnga klipping
i mai. Samtidig har vi store behov for vedlikehold som bgr prioriteres.

Styrets innstilling

Styret har vurdert forslaget som er sendt inn og har veert i dialog med forslagsstiller om saken. Styret

har foreslatt at denne saken ikke behandles pa arsmetet, da styret allerede rundt arsskiftet hadde mate
med vaktmester om endringer i arbeidsoppgaver og besparelser i tiden fremover. Sa det er allerede
omprioriteringer av vaktmesterens oppgaver, men forslagstiller gnsket at arsmate behandler denne saken.

Styret har ansvar for & forvalte sameiet pa en helhetlig og forsvarlig mate og ma ha frihet til & gjere lgpende
vurderinger av hva som er viktigst & prioritere. En slik fleksibilitet er ngdvendig for & kunne tilpasse seg endrede
behov og forhold gjennom aret. A detaljstyre vaktmesterens arbeidsoppgaver gjennom vedtak pa arsmetet kan
veere upraktisk og begrense styrets mulighet til & ivareta sameiets beste pa en effektiv mate.

Styret er bevisst pa behovet for en balansert arbeidsfordeling for vaktmesteren og har allerede giennomfort
tiltak for & sikre at vedlikeholdsarbeid far nedvendig oppmerksomhet. Styret vurderer fortlgpende
arbeidsoppgaver og prioriteringer i samarbeid med vaktmesteren og eventuelle innspill fra beboere.
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Pa bakgrunn av dette anbefaler styret at arsmate stemmer ned forslaget til vedtak ved a stemme MOT
vedtaksforslaget, da styret allerede rundt arsskiftet tok ngdvendige grep for a justere vaktmesterens
arbeidsoppgaver og fortsatt ma ha mulighet til & gjgre lgpende prioriteringer til beste for sameiet.

Forslag til vedtak:

Sameiet vedtar a justere vaktmesterens arbeidsprioriteringer i en prgveperiode pa et ar slik at:
Gressklipping kun utfgres ukentlig rundt blokkene, gangveiene, uteplassen, lekeplassen og benker — og

kun ved reelt behov. Starre greantomrader klippes maks to ganger i maneden fra 1. juni til 30. september.
Vaktmester prioriterer planmessig vedlikeholdsarbeid, inkludert: Maling og utskifting av skadet treverk.
Fjerning av mose og grenske fra lave tak, gangveier, uteplass og annet. Vedlikehold av garasjer, andre
fellesbygg og omrader. Styret og vaktmester samarbeider tettere om prioritering av vedlikeholdsoppgaver.
Det kan vurderes a fa gjennomfert en brukerundersgkelse blant beboerne for tilbakemelding pa vedlikehold
og forbedringsomrader.

+~ Vedtatt.

17. System for vedlikeholdsplan og apen oversikt

Fremmet av: Linette Vik, seksjon 147

Styret har i flere ar prioritert akutt vedlikehold fremfor verdibasert vedlikehold. Dette har fert til synlig visuelt
forfall av hvordan bygningene i sameiet fremstar. Mens samtlige nabosameier de siste arene har gjennomfart
systematisk vedlikehold som vasking, maling og oppgradering av fasader, mur og treverk m.m., har vart sameie
blitt hengende etter.

| lgpet av de siste to arene har prisantydningen pa leiligheter i deler av sameiet sunket med opptil 10 %. Om
man sammenligner en leilighet i sameiet solgt i fior, 1a kvadratmeterprisen 26 304 kr under gjennomsnittet
for leiligheter i Oslo. Dette utgjgr en kvart million kroner per 10 m2. Denne avstanden blir ikke mindre

med manglende verdibasert vedlikehold, noe takstmenn ser og tar hensyn til. Dette ber derfor veere med i
prioriteringen og i oversikter fra styret.

Forslaget under vil kunne gi beboere oversikt over styrets arbeid med prosjekter som utskifting av derer, tak
og den konkrete fremdriften av vedlikehold i sameiet. Dette er essensielt for eiere som gnsker a ivareta verdien
av sin bolig.

Styrets innstilling

Styret har vurdert det innsendte forslaget og har veert i dialog med forslagsstilleren om saken. Styret har
foreslatt at saken ikke behandles pa arsmgtet, men den er likevel inkludert pa agendaen etter gnske fra
forslagsstilleren.

Bakgrunnen for styrets anbefaling er at det allerede er vedtatt & implementere et digitalt system for registrering
og oppfelging av vedlikehold og beerekraft og styret har startet opp dette arbeidet. Dette systemet er
tilgjengelig pa styrerommet.no, som er styrets primaere styringsverktgy. Styret anser det imidlertid verken
som hensiktsmessig eller praktisk gijennomfgrbart a gjgre en fremtidig vedlikeholdsplan apent tilgjengelig

for alle beboere. En slik plan vil kun vaere et estimat og ikke et vedtatt tiltak, og eventuelle endringer eller
omprioriteringer kan bli ngdvendige underveis. Offentliggjering av en overordnet vedlikeholdsplan kan derfor
veere misvisende og potensielt pavirke salgspriser i sameiet, ettersom opplysningene kan mistolkes av bade
eiere og potensielle kjgpere.

Videre har styret allerede vedtatt a styrke informasjonsflyten til eierne ved a gi hyppigere og mer detaljert
informasjon via Vibbo om pagaende vedlikeholdssaker og andre relevante forhold. Dette vil imidlertid skje i
den grad det er hensiktsmessig og ikke gar pa bekostning av styrets avrige arbeid slik dette forslaget vil gjgre.
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Pa bakgrunn av dette anbefaler styret at arsmate stemmer ned forslaget til vedtak ved a stemme MOT
vedtaksforslaget.

Forslag til vedtak:
>< Ikke vedtatt.

18. Valg av tillitsvalgte

§ 10 STYRET

Sameiet skal ha et styre som skal besta av en leder og fire andre medlemmer med 2 varamedlemmer. Styrets
leder velges saerskilt.

Leder tienestegjor i ett ar, gvrige styremedlemmer i to &r og varamedlemmer i ett ar.
Det vil hvert ar veere 2 styremedlemmer som fortsetter i styret med ett ar igjen som valgt.
Tjenestetiden opphgrer ved avslutningen av det ordinaere sameiermgtet i det ar tjenestetiden utlgper.

Styrematet skal ledes av styreleder. Er ikke styrelederen til stede, og det ikke er valgt noen nestleder, skal styret
velge en mgteleder.

Styret skal sgrge for vedlikehold og drift av eiendommen, og ellers sgrge for forvaltningen av sameiets
anliggender i samsvar med lov, vedtekter og vedtak i sameiermeotet.

Et styremedlem kan ikke delta i behandlingen eller avgjgrelsen av noe spgrsmal som medlemmet selv eller
nzerstaende har en framtredende personlig eller gkonomisk seerinteresse i.

| felles anliggender forplikter styreleder og ett styremedlem i fellesskap sameiet og tegner dets navn.

Valgkomiteens innstilling:

Styreleder:

* Lars Egil Seetrang

Styremedlem:

* Inge Aukrust
 Stig Andersen (erstatter Bjgrn Serensen)
* Jorgen M. Fjeld

» Liss Hansen (ikke pa valg)

Varamedlemmer:

* Katrine Y. Wergeland

* Monika Samon

Valgkomite:

* Agnes Wahl-Tvenge

« Soufiane Homrani
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Styreleder (1 ar)

Folgende ble valgt:
Lars Egil Seetrang

Falgende stilte til valg:
Lars Egil Seetrang

Styremedlem for 2 ar (2 ar)
Folgende ble valgt:

Inge Aukrust

Jorgen M. Fjeld

Falgende stilte til valg:
Inge Aukrust
Jorgen M. Fjeld

Styremedlem for 1 ar (1 ar)

Folgende ble valgt:
Stig Andersen

Falgende stilte til valg:
Stig Andersen

Varamedlem (1 ar)
Folgende ble valgt:
Monika Samon

Katrine Wergeland

Falgende stilte til valg:
Monika Samon
Katrine Wergeland

Valgkomite (1 ar)
Folgende ble valgt:
Soufiane Homrani
Agnes Wahl-Tvenge

Falgende stilte til valg:
Soufiane Homrani
Agnes Wahl-Tvenge

Protokollen er signert digitalt av Christoffer Hoff /s/ og Agnes Wahl-Tvenge /s/
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VEDTEKTER
for
Eierseksjonssameiet Skullerudhggda Il Boligsameie

Tilpasset og vedtatt i sameiermgte den 23. mars 1999 i medhold av Lov om eierseksjoner
23. mai 1997 nr 31.

Endret pa ekstraordineert sameiermgte 12. september 2000,
ekstraordinaert sameiermgte 5. november 2002 og
ekstraordineert sameiermgte 28. oktober 2003.
endret pa ekstraordinsert sameiermgte 11. juni 2012
endret pa ekstraordingert sameiermgte 14.mars 2016
endret pa ordineert arsmatemgate 13.mars 2018
endret pa ordineert arsmgtemgte 18.mars 2019
endret pa ordineert arsmate 15.03.2022
endret pa ordineert arsmate 24.04.2023

Sist endret pa ordinzert arsmgtemgte 27.03.2025

§ 1 EIENDOMMEN - FORMAL
Eierseksjonssameiet (heretter sameiet) omfatter gnr. 168 bnr. 94 i Oslo med
pastaende bygninger.

Sameiet har til formal & ivareta sameiernes fellesinteresser og administrasjon av
eiendommen med fellesanlegg av enhver art.

8§ 2 ORGANISERING AV SAMEIET
Sameiet bestar av 255 boligseksjoner. Til hver seksjon er knyttet enerett til bruk av
en bruksenhet.

Sameiebrgkene bygger pa bruksenhetenes areal.

8§ 3 RETTSLIG DISPOSISJONSRETT
Den enkelte sameier har full rettslig raderett over sin seksjon, herunder rett til salg,
pantsettelse og utleie.

De andre sameierne har likevel panterett i seksjonen for krav mot sameieren for et
belgp som svarer til folketrygdens grunnbelgp, jfr eierseksjonsloven §25.

Innehaver av den enkelte seksjon er ansvarlig for at ubetalt andel av fellesutgifter,
eventuelt andre utgifter som sameiet har fastsatt, og som har palgpt i innehavers
eiertid, blir betalt.

Utleier skal meddeles styret for registrering og eier skal bekrefte at leietaker er blitt



invitert inn pa Vibbo slik at de far informasjon om det som foregar i sameiet, det som
gjelder deres blokk og kunne kommunisere med styret.

8 4 DISPOSISJONSRETT
Den enkelte sameier har enerett til bruk av sin bruksenhet og rett til & nytte
fellesarealene til det de er beregnet eller vanlig brukt til.

Bruksenheten og fellesarealene kan bare brukes i samsvar med formalet og ma ikke
benyttes slik at det er til ungdig eller urimelig ulempe for brukerne av de gvrige
seksjoner. Skullerudhggda Il Boligsameie

Endring av bruken fra boligformal til annet formal eller omvendt ma ikke foretas uten
reseksjonering etter eierseksjonsloven § 13 annet ledd.

§4-1

Lufting av kjeeledyr skal bare skje utenfor bo-omra det, og det pa legges enhver eier
av dyr a rydde opp etter dyret. Kjeeledyr ma ikke tillatt & ga lgse pa fellesarealer eller i
oppgangene.

Dyr ma ikke veere til sjenanse for naboer, eller fora rsake skader pa fellesanlegget.

§4-2
Nye eiere skal meldes inn til OBOS og styret for godkjenning.

8§ 5 HUSORDENSREGLER

Sameiermgtet kan med alminnelig flertall fastsette vanlige ordensregler for
eiendommen. Sameierne plikter a fglge de husordensregler som til enhver tid er
fastsatt, og er innforstatt med at brudd pa disse anses som brudd pa sameiernes
forpliktelser overfor sameiet.

8§ 6. BYGNINGSMESSIGE ARBEIDER

Ledning, rer o.l ngdvendige installasjoner kan fares gjennom bruksenheten hvis det
ikke er til vesentlig ulempe for sameieren. Sameieren skal gi adgang til bruksenheten
for ngdvendig ettersyn og vedlikehold av installasjonene.

En sameier kan med styrets godkjenning gjennomfare tiltak pa fellesarealene som er
ngdvendige pa grunn av sameierens eller husstandsmedlemmenes
funksjonshemming. Godkjenning kan ikke nektes uten saklig grunn.

Nar det gjelder bruk av iSekken og tilsvarende lgsninger ved oppussing og avfall skal
dette plasseres minst 5 meter fra bygningsmassen, ikke sta i veien for trafikk i
sameiet eller sta pa omrader der de pafarer skade. Slike skal aldri sta utplassert i
helger og utover dette alltid fjernes snarest mulig.



6.1 Palagt & varsle om oppussing og stgyende arbeider

Alle beboere er palagt a varsle pa oppslagstavien pa Vibbo nar de skal pusse opp
eller utfgre annet arbeide og det medfarer stay- Informere om nar og hvor lenge
dette vil paga og at varselet gar til alle i blokken/bygningen.

8 7 FELLESKOSTNADER

Kostnader med eiendommen som ikke knytter seg til den enkelte bruksenhet
(felleskostnader) fordeles pa sameierne etter sameiebrgken. Der seerlige grunner
taler for det kan en kostnad fordeles etter nytten for den enkelte bruksenhet eller
etter forbruk.

Utgifter til drift, vedlikehold og evt. nyanskaffelse(r) av heis(er) fordeles kun pa
seksjonene i de blokker hvor heis er installert. Drifts- og vedlikeholdsutgifter til
varmtvannsberedere i berederrom skal fordeles i henhold til sameiebrgken pa de
seksjoner som har felles varmtvann. Utgifter til trappevask fordeles i henhold til
sameiebragken pa de seksjoner som far utfgrt trappevask av rengjgringsfirma. Utgifter
til trappevask skal posteres pa egen konto i regnskapet.

Styret fastsetter a kontobelgp som innbetales forskuddsvis hver maned av den
enkelte sameier.

8 8 VEDLIKEHOLD

Den enkelte sameier skal fullt ut og for egen regning vedlikeholde egen bruksenhet
slik at det ikke oppstar skade eller ulempe for de andre sameierne. Innvendige vann-
og avlgpsledninger omfattes av vedlikeholdsplikten til og med forgreningspunktet inn
til seksjonen, og de elektriske ledninger til og med seksjonens sikringsboks.

Vedlikeholdsplikten omfatter bad, ventilasjon/vifte, rarsystem inne i leiligheten og
utstyr/maskiner som er tilkoblet vann. Ved skader ma eier straks varsle
styret/vaktmester om skader pa bygningsmassen.

Ytre vedlikehold av eiendommen med bygninger, fellesrom, fellesarealer, anlegg og
utstyr, herunder trappeoppganger og inngangsdgrer til oppgangene er sameiets
ansvar.

Det refererer til eierseksjonsloven for neermere spesifikasjon av dette.

8.1 Vedlikehold av balkonger/terrasser

Beboer/eier disponerer egen balkong/terrasse og har dermed arlig vedlikeholdsplikt
pa dette omradet. Dersom ikke balkong/terrasse vedlikeholdes/vaskes kan styret
bestille dette utfart for eiers kostnad.



8-2 Avtrekk/Iufting av leilighet

Avtrekksviftene skal til enhver tid sta pa. Dette for & forhindre sopp - og fuktskader.
Ventiler i vindusrammene skal alltid veere apne. Lufting skal skje gjennom vinduer og
verandadgr og ikke gjennom entrédgr mot trappeoppgang. Det er bestemmelser som
regulerer hvilke vifter og motorer som til enhver tid skal veere montert i leiligheten for
ventilasjon fra kjgkken og bad. Informasjon om dette star pa sameiets nettside
(Vibbo). Disse ventilasjonslgsningene skal til enhver tid sta paslatt for & unnga fukt,
sopp, mugg og andre skader i leiligheten og pa bygningsmassen foravrig og sikre
godt inneklima.

§ 9 MISLIGHOLD. PALEGG OM SALG OG KRAV OM FRAVIKELSE

9-1 Mislighold

Seksjonseiers brudd pa sine forpliktelser overfor sameiet utgjer mislighold. Som
mislighold regnes blant annet manglende betaling av felleskostnader, forsgmt
vedlikeholdsplikt, ulovlig bruk og brudd pa ordensregler

9-2 Vannkraner, lekkasje m.v.

Beboerne ma sgrge for at avlgpsrar for vasker, WC o.l. ikke tilstoppes. Skader som
er forarsaket av apne kraner, tilstoppede rgr m.v., utbedres umiddelbart. Utgiftene
dekkes av sameier. Dette kan ogsa gjelde skade pa annen leilighet. Ved skade eller
lekkasje pa VVS-anlegg m.v. som gjgr gyeblikkelig inngripen ngdvendig, tilkalles
rgrlegger og styret informeres.

9-3 Palegg om salg av seksjonen

Hvis en seksjonseier til tross for skriftlig advarsel vesentlig misligholder sine plikter,
kan styret palegge vedkommende & selge seksjonen, jf. eierseksjonsloven § 38.
Advarselen skal opplyse om at vesentlig mislighold gir styret rett til & kreve seksjonen
solgt.

9-4 Palegg om fravikelse av bruksenheten (utkastelse)

Hvis seksjonseierens eller brukerens oppfarsel medfgrer fare for gdeleggelse eller
vesentlig forringelse av eiendommen, eller seksjonseierens eller brukerens oppfarsel
er til alvorlig plage eller sjenanse for eiendommens gvrige brukere, kan styret kreve
fravikelse av seksjonen etter bestemmelsene i tvangsfullbyrdelsesloven kapittel 13, jf.
eierseksjonsloven § 39.

8§ 10 STYRET
Sameiet skal ha et styre som skal besta av en leder og fire andre medlemmer med 2
varamedlemmer. Styrets leder velges seerskilt.

Leder tjenestegjer i ett ar, gvrige styremedlemmer i to ar og varamedlemmer i ett ar.



Det vil hvert ar veere 2 styremedlemmer som fortsetter i styret med ett ar igjen som
valgt.

Tjenestetiden opphgrer ved avslutningen av det ordinsere sameiermgatet i det ar
tienestetiden utlgper.

Styremgtet skal ledes av styreleder. Er ikke styrelederen til stede, og det ikke er valgt
noen nestleder, skal styret velge en mgteleder.

Styret skal sgrge for vedlikehold og drift av eiendommen, og ellers sgrge for
forvaltningen av sameiets anliggender i samsvar med lov, vedtekter og vedtak i
sameiermgtet.

Et styremedlem kan ikke delta i behandlingen eller avgjgrelsen av noe spgrsmal som
medlemmet selv eller nzerstaende har en framtredende personlig eller gkonomisk
seerinteresse |.

| felles anliggender forplikter styreleder og ett styremedlem i fellesskap sameiet og
tegner dets navn.

§ 11 ARSM@TETM@TET

Sameiets gverste myndighet utaves av arsmgtet. Ordingert arsmate holdes hvert ar
innen utgangen av april. Styret skal pa forhand varsle sameierne om dato for mgtet
og om siste frist for innlevering av saker som gnskes behandlet. Fristen for
innlevering av saker som gnskes behandlet pa matet skal veere minst 14 dager etter
at slik meddelelse er gitt sameierne. Styret innkaller til det ordineere arsmatet med
minst 8 og hgyst 20 dagers varsel.

Ekstraordineert arsmate skal holdes nar styret finner det ngdvendig, eller nar minst to
sameiere som tilsammen har minst en tiendedel av stemmene, krever det og
samtidig oppgir hvilke saker de gnsker behandlet. Styret innkaller til ekstraordinaert
sameiermgte med minst 8 og hgyst 20 dagers varsel.

Innkalling til arsmgte skjer skriftlig og skal sammen med tid og sted for mgtet bestemt
angi de saker som skal behandles. Uavhengig av om det er nevnt i innkallingen skal
det ordinzere arsmgtet alltid behandle: Skullerudhggda Il Boligsameie

e styrets arsberetning

e styrets regnskapsoversikt for foregaende kalenderar til eventuell godkjenning
e valg av styremedlemmer.

e valg av revisor

| arsmgtet har sameierne stemmerett med én stemme for hver seksjon de eier.

Foruten eieren har ett husstandsmedlem mgte- og talerett. Sameieren har rett til &
mgate ved fullmektig som ma vaere myndig. Fullmektigen skal legge frem skriftlig og
datert fullmakt, og fullmakten anses & gjelde pa farstkommende sameiermgte med



mindre annet fremgar. Fullmakten kan nar som helst kalles tilbake. Sameieren har
rett til & ta med radgiver. Radgiveren har bare rett til & uttale seg dersom
sameiermgtet gir tillatelse.

Ingen kan selv eller ved fullmektig eller som fullmektig delta i avstemning om avtale
med seg selv eller naerstdende eller om sitt eget eller neerstaendes ansvar.

§ 12 FORRETNINGSFZRER
Sameiet skal ha forretningsfarer. Styret ansetter forretningsfarer og andre
funksjonaerer i samsvar med lov om eierseksjoner § 41.

§ 13 MINDRETALLSVERN

Sameiermgtet, styret eller andre som representere sameiet kan ikke treffe beslutning
som er egnet til & gi visse sameiere eller andre en urimelig fordel pa andre sameieres
bekostning.

§ 14 REGNSKAP OG REVISJON
Styret skal sgrge for ordentlig og tilstrekkelig regnskapsfarsel. Regnskapet skal
revideres av revisor valgt pa sameiermgatet.

8§ 15 ENDRINGER | VEDTEKTENE
Endringer i sameiets vedtekter kan besluttes av sameiermgtet med minst 2/3 av de
avgitte stemmer om ikke lov om eierseksjoner stiller strengere krav.

8 16 GENERELLE PLIKTER

Sameierne plikter & overholde bestemmelsene som falger av
oppdelingsbegjeeringen, lov om eierseksjoner, disse vedtekter samt ordensregler
fastsatt av sameiermgtet.

8§ 17 ADMINISTRASJONSGEBYR
Styret har fullmakt til & fastsette arlig administrasjonsgebyr pr. utleier i samsvar med
faktiske utgifter. Skullerudhggda Il Boligsameie

§ 17-1 Feil sgppelhandtering/forsgpling

Sameiet fakturerer sameier kostnader i forbindelse med forsapling eller brudd pa
vedtekter og husordensregler som skyldes beboer i sameiers seksjon. Dette omfatter
arbeidskostnader, bortkjgring og/eller reparasjon.

Gjelder bade utearealer, inne i oppganger/korridorer/svalganger og trapper inne/ute
og uteomradene. Dette omfatter sgppelposer, esker, sigarettsneiper, snus, papir og
alt annet. Ikke tillat & hensette noe utenfor din egen leilighet (eneste unntak:
dgrmatte foran egen inngangsdar).



§17.2
Ikke tillatt kaste noe som helst fra balkonger/terrasser. Heller ikke under flytting eller
oppussing, snglis eller avfall/sgppel.

§17.3
Dersom det er fullt der du normalt avleverer sgppel s ma du ga til neste
avfallskontainer i sameiet og kaste der.

§17.4
Det er IKKE tillatt & sette sgppel av noe slag ved siden av avfallskontainere. Det du
ikke far lagt inn i luken ma du selv sgrge for a fa fijernet pa annet vis.

§ 18 KAMERA - OG VIDEOOVERVAKING AV SAMEIETS FELLESOMRADER
"Ekstraordinaert sameiermgate 11. juni 2012 har godkjent installering av kamera- og
videoovervaking av sameiets fellesarealer.

Overvakingen vil skje i h. t. de til enhver tid gjeldende lover, regler og retningslinjer.

Styret plikter @ meddele Datatilsynet far overvaking iverksettes og forplikter seg til
enhver tid til & benytte den minst krenkende.

8§ 19 UTLEIE

Utleie skal meldes til styret for registrering. Leietaker plikter & falge de regler og
retningslinjer som gjelder til enhver tid, og er ansvarlig overfor sameiet pa lik linje
med de gvrige beboerne. Utleier er ansvarlig for at leier far kopi av vedtekter og
husordensregler, at regelverket blir forstatt og fulgt.

8 20 Gjesteparkeringen

Gjesteparkeringen er kun for gjester til Skullerudhggda Il Boligsameiets besgkende.

Gjesteparkering skal kun skje med gyldig parkeringstillatelse i frontruten. Det er ikke

tillatt for sameiere eller beboere a benytte gjesteparkeringen. Hensetting av tilhenger
eller avskiltede kjgretay er ikke tillatt pa gjesteparkeringen.

Kjaretayer som opptar vesentlig mer plass enn vanlige personbiler er ikke tillatt. Pa
gjesteparkeringen er det ikke tillatt med varebiler, firmabiler eller taxi’er utenom pa
hverdager og tidene 08 til 16. Som varebiler gjelder ogsa alle kjgretay med grgnne
skilter. Parkering i maks 3 dager, deretter ma kjgretgyet veere borte i 48 timer far ny
parkering.

Hver seksjon vil fa 3 kort for gjesteparkering. Ved ytterligere kort (erstatningskort etc)
vil man matte betale administrasjonsgebyr. Se rutine og bestillingsskjema for slikt pa
Vibbo.

8 21 PARKERING | SAMEIET
Parkering er forbudt pa gang- og turveier samt pa adkomstveien til boligsameiet. Vi



henstiller til vare gjester a bruke gjesteparkeringsplassene. Beboerne skal bruke sin
egen parkeringsplass.

Hensetting av tilhenger eller avskiltede kjgretay skal ikke forekomme pa
gjesteparkeringsplassene.

Kjgretgyer som opptar vesentlig mer plass enn vanlige personbiler tillates ikke
parkert pa sameiets eiendom.

Alle biler er pliktig a flyttes ut av garasjeplass ved arlig rengjgring av
garasjeanleggene.

21.1
Garasjeporter skal til enhver tid holdes Iast. Frittstdende garasjer skal alltid veere last.
Tildelte parkeringsplasser skal benyttes.

21.2

Det er kun tillatt & oppbevare sykler, vinter- eller sommerdekk, samt henger til
motorkjgretay og annet bilrelatert utstyr som f.eks. skiboks, i garasjene. Enhver skal
holde sin plass ren for sgppel o.l.

Det er tillatt & henge opp/feste oppheng for inntil 4 dekk pa garasjeplassene.

21.3
Bilvask og reparasjoner i garasjen er ikke tillatt.

Ikke tillatt med kjemikalie eller oljebasert lekkasje i sameiet. Ved biler med lekkasjer
ma eier legge noe under som fanger opp lekkasjene og fa stoppet de snarest mulig
dersom bilen skal parkeres i sameiet.

21.4
Det er ikke tillatt & hensette bilvrak eller avskiltede kjgretayer pa parkeringsplassene.
Alle biler skal til enhver tid veere flyttbar/kjgrbar og ha gyldig forsikring.

21.5
Garasjebodene skal holdes last. Fyrstikker eller bart lys ma ikke i noen tilfelle brukes
i garasjeanlegget. Rgyking er forbudt.

Kjogretgyer skal under ingen omstendighet sta og ga pa tomgang.

21.6
Lek og ungdig opphold er ikke tillatt.



21.7

Det er forbudt med utleie av garasjeplasser/parkeringsplasser til personer som ikke
eier eller bor i sameiet og dermed allerede har tilgang til ngkler/adgang til
fellesgarasjer og inngangsdgrer.

§ 22 Ladepunkter for el-biler og ladbare hybridbiler

Det er forberedt til lading av elbiler pa samtlige garasjeplasser. Seksjonseier inngar
avtale med leverandgr og betaler selv for etablering og drift/stram. | tillegg er det satt
av 6 ladepunkter for eiere/leietakere og gjester pa gjesteparkeringen. Ytterligere
informasjon om lademulighetene ligger pa www.vibbo.no.

§ 23 Beplantning i blomsterkasser/terrassekasser

Ikke tillatt med treer, busker og andre vekster som far store ratter eller beplantning
som gar oppover bygningsmassen (betong eller trefasade) eller gar utenfor
betongkasse kanten.

8 24 Bruk av svalgangene

Det er ikke tillatt & plassere stoler, bord eller annet pa svalgangene som benyttes for
adkomst og som ngdveier til og fra seksjonene. Sameiet er palagt a sgrge for at det
er fri adkomst pga brann og sikkerhet. Sameiere kan allikevel sette ut stol mens de
selv sitter der.

§ 25
Alle eiere er ansvarlig for & at seksjonsnummeret star p& bade postkasseskilt og
pa/ved egen inngangsdgr. (OBS: Ikke H-nummeret som kommunen benytter).

8 26 Ferdsel og fartsbegrensning i sameiet
Gjennom garasjeanleggene er det maks tillatt & kjagre i 15 km/t og pa gangveiene
maks 5 km/t (gangfart).

Sykler, inkl. Sparkesykler og lignende skal holde maks gangfart, dvs. 5 km/t innenfor
sameiets omrade.

§ 27 Ro pa fellesarealene
Det skal veere ro pa lekeplasser og utendgrsarealene i sameiet etter kl. 21.00.

§ 28 Ombygging og annen tilrettelegging av seksjonen

Den enkelte seksjonseier kan ikke uten et flertall p4 minst to tredjedeler i arsmgatet
bygge om eller pa annen mate tilrettelegge bruksenheten/seksjonen slik at den kan
brukes som bolig for flere personer enn det som er vanlig for tilsvarende bolig med
tilsvarende stgrrelse og romlgsning. Denne bestemmelsen omfatter ikke kun
bygningsmessige endringer, men gjelder ogsa annen tilrettelegging (hyblifisering),
som for eksempel innsetting av (kaye)senger i stue eller andre rom som ikke er



beregnet til soverom.

8 29 Vibbo er sameiets «oppslagstavlie» og kommunikasjonskanal
(https:/Ivibbo.no/skullerudhogda-ii)

Eiere og beboere skal registrere seg pa Vibbo for a fa informasjon og beskjeder fra
sameiet og styret. Registrer slik at du far varslinger pa epost og SMS. Eiere er selv
pliktig til & invitere sine leietakere for registrering i Vibbo for at de skal veere informert
om det som skjer i sameiet. For & invitere leietakere/beboere gar eier inn pa Vibbo og
velger Meny (gverst i hgyre hjgrne), velg "Min bolig" deretter "Legg til beboer".

§ 30 Egenandel ved bruk at sameiets forsikring
Egenandelen ved bruk av sameiets forsikring vil alltid faktureres til eier av seksjoner
som har forvoldt skader pa andre seksjoner eller boligmassen for gvrig.

8§ 31 Kommunikasjon med styret/sameiet

Ihht nye lovregler i Lov om Burettslag og Lov om Eierseksjonssameier april 2021 vil
kommunikasjon til/fra styret i hovedsak forega elektronisk. Det betyr gjennom var
informasjonstjeneste Vibbo og pa sameiets styre epostadresse. Eiere av seksjoner
som ikke agnsker dette ma selv gi beskjed om at de reserverer seg mot dette. Styret
gnsker da & opplyse om at annen kommunikasjon enn den elektroniske vil medfgre
lengre svartider.

§ 32 Stgy og ro i leilighetene
Det skal ikke veere stgyende arbeider eller lignende i leilighetene etter kl 21 pa
hverdager, lgrdager etter kl 18 og ikke i det hele tatt pa sgndag/helligdager.

8§ 33 Varmepumper
Varmepumper er ikke tillatt satt opp pa bygningsmassen eller pa terrasser.



Eiendomsforvaltning

Arsmote 2025
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Velkommen til arsmete i SKULLERUDH@GDA 1l BOLIGSAMEIE

Innkallingen inneholder alle sakene som skal behandles pa arsmgtet. Styret haper du leser gjennom heftet og
viser din interesse ved & delta pa arsmaotet.

Dato for arsmetet:
27. mars 2025 kl. 18:00, Langerud Sykehjem - Skullerudveien 45.

Hvem kan stemme pa arsmgtet?

Alle eiere har rett til & delta i mgte med forslags-, tale- og stemmerett.

» Eiers ektefelle, samboer eller et annet medlem i husstanden har ogsa rett til & vaere til stede og til & uttale seg.
* En stemme avgis pr. eierandel.

» Eieren kan ta med seg en radgiver til mgte. Radgiveren har bare rett til & uttale seg dersom et flertall pa
arsmgtet tillater det.

« Eieren kan mate ved fullmektig.

Registreringsblanketten leveres i utfylt stand ved inngangen.

Annen informasjon

Mange eiere har ikke registrert sin e-postadresse og mobilnummer, til tross for at de har akseptert elektronisk
kommunikasjon. Det er den enkelte eiers ansvar a sgrge for at korrekt kontaktinformasjon til enhver tid er
oppdatert. Styret oppfordrer derfor alle eiere til & logge inn pa Vibbo og oppdatere sin e-postadresse og
mobilnummer under "Min profil* for & unnga & ga glipp av viktige meldinger fra styret.

Saker til behandling

1. Valg av mateleder

2. Godkjenning av de stemmeberettigede

3. Valg av en til & fare protokoll og minst en eier som protokollvitne
4, Godkjenning av mgteinnkallingen

5. Arsrapport og arsregnskap

6. Fastsettelse av honorarer

7. Ekstraordineer utbetaling av honorar

8. Husordensreglene §6.3 flyttes til Vedtektene

9. Husordensregler §6.2 flyttes til vedtektene

10. Formulere vedtekten §17.2 bedre (kaste fra balkonger/terrasser)
11. Oppdaterte vedtekter, §8.1, enkelt vedlikehold balkonger/terrasser
12. Tilleggstekst i vedtektenes §8 om vedlikehold

13. Vedtektene: Palagt & varsle om oppussing og stgyende arbeider
14. Endre vedtekt i forbindelse med forurensing i garasjeanleggene
15. Endre vedtektenes §21.4, parkering i sameiet/garasjene

16. Prioritering av vaktmesterens arbeid

17. System for vedlikeholdsplan og dpen oversikt
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18. Valg av tillitsvalgte

Med vennlig hilsen,
Styret i SKULLERUDH@GDA Il BOLIGSAMEIE
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Sak1
Valg av mateleder

Krav til flertall:
Alminnelig (50%)

Mgatelederen sgrger for at matet blir avviklet etter lovens regler og er ansvarlig for at det fgres protokoll. Hvis
ikke arsmatet velger en mateleder eller den foreslatte motelederen ikke blir valgt, er det styrets leder som etter
loven er mateleder.

Forslag til vedtak
Christoffer Hoff fra OBOS Eiendomsforvaltning AS er valgt.

Sak 2
Godkjenning av de stemmeberettigede

Krav til flertall:
Alminnelig (50%)

Deltakere i magtet er registrert i en frammgteliste etter innleverte registreringsblanketter og fullmakter, og listen
legges til grunn for opptelling av de stemmeberettigede.

Forslag til vedtak

Det ble foreslatt & anse de innleverte registreringsblankettene og eventuelt fullmakter som bevis for at
vedkommende eier er til stede.

Sak 3
Valg av en til & fore protokoll og minst en eier som protokollvitne

Krav til flertall:
Alminnelig (50%)

Det er mgtelederen som er ansvarlig for arsmateprotokollen, men av praktiske hensyn kan det velges en
protokollfarer. Etter loven skal det ogsa velges minst en eier til & signere protokollen sammen med meateleder.

Forslag til vedtak

Som fgrer av protokollen ble Christoffer Hoff foreslatt. Som protokollvitner ble Agnes Wahl-Tvenge foreslatt.
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Sak 4
Godkjenning av mgteinnkallingen

Krav til flertall:
Alminnelig (50%)

Det ble foreslatt & godkjenne den maten arsmeatet er innkalt pa.

Forslag til vedtak

Mgteinnkallingen godkjennes

Sak 5
Arsrapport og arsregnskap

Krav til flertall:
Alminnelig (50%)

a) Godkjenning av arsrapport og arsregnskap
b) Styret foreslar at arets negative resultat dekkes ved overfgring fra egenkapital.

Forslag til vedtak

Arsrapport og arsregnskap godkjennes. [Arets negative resultat dekkes ved overforing fra egenkapital.]

Vedlegg
1. 5185 Arsregnskap 2024 med revisjonsberetning..pdf

Sak 6
Fastsettelse av honorarer

Krav til flertall:
Alminnelig (50%)

Godtgjarelse for styret foreslas satt til kr 496.112.

Forslag til vedtak
Styrets godtgjerelse settes til 496112 kroner
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Sak7
Ekstraordineger utbetaling av honorar

Krav til flertall:
Alminnelig (50%)

Pa grunn av en stor vannlekkasje har flere beboere mattet flytte fra leilighetene sine over en periode pa flere
maneder. Dette har medfert ekstra stor arbeidsmengde for styremedlemmene, bade pa dagtid, kveldstid og

i helger. Styremedlemmene har hatt ekstraordinaer oppfaelging av beboere, leverandearer, forsikringsselskap
og befaringer for a lgse viktige oppgaver i forbindelse med vannlekkasjen. Det er viktig at styremedlemmer er
villige til & endre sine planer og legge inn ekstra innsats nar det oppstar ekstraordineere hendelser i sameiet.

Styret foreslar derfor at det gis et ekstra honorar til styremedlemmene Inge Aukrust og Karin Tanja de Wilde pa
kr.15 000;,- til hver avdem som en kompensasjon for den ekstraordineere innsatsen de har lagt ned i forbindelse
med vannlekkasjen.

Forslag til vedtak

Arsmgte godkjenner styrets forslag om utbetaling av ekstra honorar til Karin og Inge.

Sak 8
Husordensreglene §6.3 flyttes til Vedtektene

Krav til flertall:
To tredjedels (67%)

Forslagsstiller: Styret
Saksinformasjon:
Dagens tekst i "Husordensreglene 6.3. Vannkraner, lekkasje m.v." flyttes til vedtektene:

Beboerne ma sgrge for at avlepsrer for vasker, WC o.l. ikke tilstoppes. Skader som er forarsaket av apne kraner,
tilstoppede rer m.v., utbedres umiddelbart. Utgiftene dekkes av seksjonseier. Dette kan ogsa gjelde skade pa
annen leilighet. Ved skade eller lekkasje pa VVS-anlegg m.v. som gjgr syeblikkelig inngripen ngdvendig, tilkalles
rorlegger og styret informeres.

Forslag til vedtak

Husordensreglene §6.3 flyttes til Vedtektene som §9.2. Vedtektene, §9.2 blir §9.3 og §9.3 blir §9.4. Teksten for
§91 blir da: Beboerne ma sgrge for at avlgpsrar for vasker, WC o.l. ikke tilstoppes. Skader som er forarsaket
av apne kraner, tilstoppede rer m.v., utbedres umiddelbart. Utgiftene dekkes av seksjonseier. Dette kan ogsa
gielde skade pa annen leilighet. Ved skade eller lekkasje pa VVS-anlegg m.v. som gjgr gyeblikkelig inngripen
ngdvendig, tilkalles rerlegger og styret informeres.
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Sak 9
Husordensregler §6.2 flyttes til vedtektene

Krav til flertall:
To tredjedels (67%)

Forslagsstiller: Styret
Saksinformasjon:

Det er oppdaget at en del leiligheter har defekt og dermed manglende ventilasjon. | tillegg til at dette medferer
darlig/skadelig inneklima sa kan det ogsa pafere bygningsmassen omfattende skader.

Teksten i "Husordensreglene 6.2 Avtrekk/lufting av leilighet" som flyttes til vedtektene er:
Avtrekksviftene skal til enhver tid sta pa. Dette for & forhindre sopp - og fuktskader.
Ventiler i vindusrammene skal alltid vaere apne.

Lufting skal skje giennom vinduer og verandader og ikke gjennom entrédgr mot
trappeoppgang.

Det er bestemmelser som regulerer hvilke vifter og motorer som til enhver tid skal vaere montert i leiligheten
for ventilasjon fra kjgkken og bad. Informasjon om dette star pa sameiets nettside. Disse ventilasjonslgsningene
skal til enhver tid sta paslatt for aSkullerudhggda Il Boligsameie 3 unnga fukt, sopp, mugg og andre skader i
leiligheten og pa bygningsmassen forgvrig

Forslag til vedtak

Settes inn som i vedtektene som Vedtektenes §8.2: Avtrekksviftene skal til enhver tid sta pa. Dette for a
forhindre sopp - og fuktskader. Ventiler i vindusrammene skal alltid veere apne. Lufting skal skje giennom
vinduer og verandader og ikke gjennom entréder mot trappeoppgang. Det er bestemmelser som regulerer
hvilke vifter og motorer som til enhver tid skal veere montert i leiligheten for ventilasjon fra kjokken og bad.
Informasjon om dette star pa sameiets nettside (Vibbo). Disse ventilasjonslgsningene skal til enhver tid sta
paslatt for & unnga fukt, sopp, mugg og andre skader i leiligheten og pa bygningsmassen forgvrig og sikre godt
inneklima.

Sak 10
Formulere vedtekten §17.2 bedre (kaste fra balkonger/terrasser)

Krav til flertall:
To tredjedels (67%)

Forslagsstiller: Styret
Saksinformasjon:

Erfaring fra det siste aret er at det tydeligvis er noen som ma ha informasjon inn ganske detaljert for a forsta
det. Derfor har styret forslag om & utvide teksten slik at det ikke skal veere tvil.
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Dagens vedtekt §17.2 er:
Ikke tillatt & kaste eller helle ut noe i det hele tatt fra sin egen terrasse eller ut av vinduer. Gjelder spesielt
sigarettsneiper og snus men ogsa alt annet.

Forslag til vedtak

Vedtektene §17.2 endres til: Ikke tillatt kaste noe som helst fra balkonger/terrasser. Heller ikke under flytting
eller oppussing, sng/is eller avfall/sappel.

Sak 11
Oppdaterte vedtekter, §81, enkelt vedlikehold balkonger/terrasser

Krav til flertall:
To tredjedels (67%)

Forslagsstiller: Styret

Styret/vaktmester har ikke tilgang til hver enkelt leilighet sin balkong/terrasse. Disse bar vaskes/renses pa arlig
basis for at ikke treverk/bygningsmassen adelegges. Dette for & fierne skitt, fugleekskrementer, mose og annet.
Derfor bgr dette utfgres minimum arlig av hver enkelt leilighet og eier er ansvarlig for at dette blir utfort.

Forslag til vedtak

Folgende legges inn som vedtektene §8.1: Beboer/eier disponerer egen balkong/terrasse og har dermed arlig
vedlikeholdsplikt pa dette omradet. Dersom ikke balkong/terrasse vedlikeholdes/vaskes kan styret bestille
dette utfert for eiers kostnad.

Sak 12
Tilleggstekst i vedtektenes §8 om vedlikehold

Krav til flertall:
To tredjedels (67%)

Forslagsstiller: Styret
Saksinformasjon:

Erfaring viser at vedlikeholdsplikten til alle eiere bgr spesifiseres noe mer detaljert i vedtektene.
Forslag til vedtak

Tilfare §81: Vedlikeholdsplikten omfatter bad, ventilasjon/vifte, rgrsystem inne i leiligheten og utstyr/maskiner
som er tilkoblet vann. Ved skader ma eier straks varsle styret/vaktmester om skader pa bygningsmassen.

8av 30



Sak 13
Vedtektene: Palagt & varsle om oppussing og stayende arbeider

Krav til flertall:
To tredjedels (67%)

Forslag om at alle beboere er palagt & varsle pa oppslagstavlien pa Vibbo nar de skal pusse opp eller utfare
annet arbeide og det medfarer stay- Informere om nar og hvor lenge dette vil paga og at varselet gar til alle i
blokken/bygningen.

Det kan til tider veere vanskelig & finne ut hvem som faktisk borrer eller gjgr annet som gir sjenerende stay.

Forslag til vedtak

Folgende legges inn som vedtektene §6.1: Alle beboere er palagt & varsle pa oppslagstavlen pa Vibbo nar de
skal pusse opp eller utfare annet arbeide og det medfarer stay- Informere om nar og hvor lenge dette vil paga
og at varselet gar til alle i blokken/bygningen.

Sak 14
Endre vedtekt i forbindelse med forurensing i garasjeanleggene

Krav til flertall:
To tredjedels (67%)

Forslagsstiller: Styret
Saksinformasjon:

Sameiet har ikke tillatelse til at det utfgres bilvask, reparasjoner av kjgretgyer eller annet som kan forurense
med kjemikalier eller oljebaserte produkter. Hvis slikt skal tillates ma det bygges opp egen plass for dette ut fra
strengt regelverk og det vil medfare store kostnader i investering og lgpende drift.

Forslag til vedtak

Vedtektene §21.3 tilfores falgende tekst: Ikke tillatt med kjemikalie eller oljebasert lekkasje i sameiet. Ved biler
med lekkasjer ma eier legge noe under som fanger opp lekkasjene og fa stoppet de snarest mulig dersom bilen
skal parkeres i sameiet.

Sak 15
Endre vedtektenes §21.4, parkering i sameiet/garasjene

Krav til flertall:
To tredjedels (67%)

Forslagsstiller: Styret

Saksinformasjon:
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Biler kan na fortsatt ha skilter pa selv uten at de er kjerbare eller har gyldig forsikring. Viktig at kjeretayer har
ansvarsforsikring dersom de skulle medfgre brann eller annen type gdeleggelse/skade i sameiet.

Forslag til vedtak

Vedtektenes § 21.4 endres til felgende tekst: Det er ikke tillatt & hensette bilvrak eller avskiltede kjgretayer pa
parkeringsplassene. Alle biler skal til enhver tid veere flyttbar/kjerbar og ha gyldig forsikring.

Sak 16
Prioritering av vaktmesterens arbeid

Forslag fremmet av:
Linette Vik, seksjon 147

Krav til flertall:
Alminnelig (50%)

Vaktmesterens tid pa sommeren, brukes i dag veldig mye pa gressklipping, mens viktig vedlikehold
nedprioriteres. Oslo kommune anbefaler redusert klipping for & bevare pollinatorenes miljg og & unnga klipping
i mai. Samtidig har vi store behov for vedlikehold som bgr prioriteres.

Styrets innstilling

Styret har vurdert forslaget som er sendt inn og har veert i dialog med forslagsstiller om saken. Styret

har foreslatt at denne saken ikke behandles pa arsmgtet, da styret allerede rundt arsskiftet hadde mate
med vaktmester om endringer i arbeidsoppgaver og besparelser i tiden fremover. Sa det er allerede
omprioriteringer av vaktmesterens oppgaver, men forslagstiller gnsket at arsmgte behandler denne saken.

Styret har ansvar for & forvalte sameiet pa en helhetlig og forsvarlig mate og ma ha frihet til & gjore lopende
vurderinger av hva som er viktigst a prioritere. En slik fleksibilitet er nadvendig for & kunne tilpasse seg endrede
behov og forhold gjennom aret. A detaljstyre vaktmesterens arbeidsoppgaver giennom vedtak pa arsmetet kan
veere upraktisk og begrense styrets mulighet til & ivareta sameiets beste pa en effektiv mate.

Styret er bevisst pa behovet for en balansert arbeidsfordeling for vaktmesteren og har allerede giennomfort
tiltak for & sikre at vedlikeholdsarbeid far nedvendig oppmerksomhet. Styret vurderer fortlapende
arbeidsoppgaver og prioriteringer i samarbeid med vaktmesteren og eventuelle innspill fra beboere.

Pa bakgrunn av dette anbefaler styret at arsmgte stemmer ned forslaget til vedtak ved &4 stemme MOT
vedtaksforslaget, da styret allerede rundt arsskiftet tok ngdvendige grep for a justere vaktmesterens
arbeidsoppgaver og fortsatt ma ha mulighet til & gjgre lgpende prioriteringer til beste for sameiet.

Forslag til vedtak

Sameiet vedtar a justere vaktmesterens arbeidsprioriteringer i en prgveperiode pa et ar slik at: Gressklipping
kun utfares ukentlig rundt blokkene, gangveiene, uteplassen, lekeplassen og benker — og kun ved reelt behov.
Sterre grentomrader klippes maks to ganger i maneden fra 1. juni til 30. september. Vaktmester prioriterer
planmessig vedlikeholdsarbeid, inkludert: Maling og utskifting av skadet treverk. Fjerning av mose og gronske
fra lave tak, gangveier, uteplass og annet. Vedlikehold av garasjer, andre fellesbygg og omrader. Styret og
vaktmester samarbeider tettere om prioritering av vedlikeholdsoppgaver. Det kan vurderes a fa gjennomfart
en brukerundersgkelse blant beboerne for tilbakemelding pa vedlikehold og forbedringsomrader.
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Sak 17
System for vedlikeholdsplan og apen oversikt

Forslag fremmet av:
Linette Vik, seksjon 147

Krav til flertall:
Alminnelig (50%)

Styret har i flere ar prioritert akutt vedlikehold fremfor verdibasert vedlikehold. Dette har fert til synlig visuelt
forfall av hvordan bygningene i sameiet fremstar. Mens samtlige nabosameier de siste arene har gjennomfaert
systematisk vedlikehold som vasking, maling og oppgradering av fasader, mur og treverk m.m., har vart sameie
blitt hengende etter.

| Igpet av de siste to arene har prisantydningen pa leiligheter i deler av sameiet sunket med opptil 10 %. Om
man sammenligner en leilighet i sameiet solgt i fjor, l& kvadratmeterprisen 26 304 kr under gjennomsnittet
for leiligheter i Oslo. Dette utgjer en kvart million kroner per 10 m2. Denne avstanden blir ikke mindre

med manglende verdibasert vedlikehold, noe takstmenn ser og tar hensyn til. Dette ber derfor veere med i
prioriteringen og i oversikter fra styret.

Forslaget under vil kunne gi beboere oversikt over styrets arbeid med prosjekter som utskifting av darer, tak
og den konkrete fremdriften av vedlikehold i sameiet. Dette er essensielt for eiere som gnsker & ivareta verdien
av sin bolig.

Styrets innstilling

Styret har vurdert det innsendte forslaget og har veert i dialog med forslagsstilleren om saken. Styret har
foreslatt at saken ikke behandles pa arsmgtet, men den er likevel inkludert pa agendaen etter gnske fra
forslagsstilleren.

Bakgrunnen for styrets anbefaling er at det allerede er vedtatt & implementere et digitalt system for registrering
og oppfalging av vedlikehold og baerekraft og styret har startet opp dette arbeidet. Dette systemet er
tilgjengelig pa styrerommet.no, som er styrets primaere styringsverktgy. Styret anser det imidlertid verken
som hensiktsmessig eller praktisk giennomfgrbart a gjere en fremtidig vedlikeholdsplan apent tilgjengelig

for alle beboere. En slik plan vil kun vaere et estimat og ikke et vedtatt tiltak, og eventuelle endringer eller
omprioriteringer kan bli ngdvendige underveis. Offentliggjering av en overordnet vedlikeholdsplan kan derfor
vaere misvisende og potensielt pavirke salgspriser i sameiet, ettersom opplysningene kan mistolkes av bade
eiere og potensielle kjgpere.

Videre har styret allerede vedtatt & styrke informasjonsflyten til eierne ved a gi hyppigere og mer detaljert
informasjon via Vibbo om pagaende vedlikeholdssaker og andre relevante forhold. Dette vil imidlertid skje i
den grad det er hensiktsmessig og ikke gar pa bekostning av styrets gvrige arbeid slik dette forslaget vil gjore.

Pa bakgrunn av dette anbefaler styret at arsmate stemmer ned forslaget til vedtak ved & stemme MOT
vedtaksforslaget.
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Forslag til vedtak

Sameiet vedtar & innfere en strukturert vedlikeholdsplan som inkluderer: En apen vedlikeholdsliste pr. bygg,
tilgjengelig for alle beboere via Vibbo. Alle innmeldte saker registreres med beskrivelse, status, dato og kategori
(kritisk eller verdibasert vedlikehold) og fiernes ikke for de er utfort. Styret plikter & gi oppdateringer fire ganger
i aret, slik at beboerne kan fglge status og fremgang i vedlikeholdsarbeidet. En oversikt over faste estimerte
vedlikeholdsintervaller for vask og maling av fasader, med estimert ar for giennomfgring, samt andre typer
vedlikehold i blokker som innvendig maling og annet. Vurdering av ulike finansieringsmuligheter for mindre
kostbart verdibasert vedlikehold, herunder leering fra nabosameier som har valgt ulike fleksible modeller.
Prioriteringsrekkefglge av planlagte tiltak skal veere tydelig kommunisert og jevnlig oppdatert. Dette sikrer
bedre oversikt, forutsigbarhet og ansvarliggjgring av styret i vedlikeholdssaker.

Sak 18
Valg av tillitsvalgte
§ 10 STYRET

Sameiet skal ha et styre som skal besta av en leder og fire andre medlemmer med 2 varamedlemmer. Styrets
leder velges saerskilt.

Leder tjenestegjor i ett ar, gvrige styremedlemmer i to ar og varamedlemmer i ett ar.
Det vil hvert ar veere 2 styremedlemmer som fortsetter i styret med ett ar igjen som valgt.
Tjenestetiden opphgrer ved avslutningen av det ordineere sameiermgtet i det ar tjenestetiden utlaper.

Styremaotet skal ledes av styreleder. Er ikke styrelederen til stede, og det ikke er valgt noen nestleder, skal styret
velge en mgteleder.

Styret skal sgrge for vedlikehold og drift av eiendommen, og ellers sgrge for forvaltningen av sameiets
anliggender i samsvar med lov, vedtekter og vedtak i sameiermeotet.

Et styremedlem kan ikke delta i behandlingen eller avgjgrelsen av noe spgrsmal som medlemmet selv eller
neerstaende har en framtredende personlig eller skonomisk saerinteresse i.

| felles anliggender forplikter styreleder og ett styremedlem i fellesskap sameiet og tegner dets navn.

Valgkomiteens innstilling:

Styreleder:

* Lars Egil Seetrang

Styremedlem:

* Inge Aukrust
+ Stig Andersen (erstatter Bjgrn Sgrensen)
* Jorgen M. Fjeld

 Liss Hansen (ikke pa valg)

Varamedlemmer:

» Katrine Y. Wergeland
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¢ Monika Samon

Valgkomite:

* Agnes Wahl-Tvenge

* Soufiane Homrani

Roller og kandidater

Valg av 1 styreleder Velges for 1 ar
Falgende stiller til valg som styreleder:

* Lars Egil Seetrang
59 ar
Utdanning: Bedriftsgskonom (organisasjon, administrasjon, ledelse, skonomi, IT)
KURS: IT, IT sikkerhet, styrearbeid, HMS, kommunikasjon, konfliktlgsning, offentlige anskaffelser (anbud)
konkurranse med forhandlinger (anbud) brannsikkerhet, sameiermgte og generalforsamling og innenfor
andre styre relaterte temaer.
ERFARING: Administrasjon, ledelse, innkjgp, (IT, IT-sikkerhet, kommunikasjon, personvern, anbud,
forhandlinger, mateledelse, teambygging, styrerepresentasjon, (mange ars erfaring fra sameiet som
styremedlem og styreleder samt i private naeringsliv) Jobber na profesjonelt som styreleder pa heltid for
7 sameier og borettslag.

Valg av 2 styremedlem for 2 ar VVelges for 2 ar
Falgende stiller til valg som styremedlem for 2 ar:

* Inge Aukrust
b5ar
Yrke: Seniorradgiver.
Veert i styreti 3 ar, hvorav 1 ar som nestleder.
» Jorgen M. Fjeld
45 ar
Har tidligere veert varamedlem i styret her i sameiet.
Utdannelse: Temmermester, Teknisk fagskole ,ingenigr Lang erfaring i bygningsbransjen.
Han har vokst opp i sameiet vart.

Valg av 1 styremedlem for 1 ar Velges for 1 ar
Felgende stiller til valg som styremedlem for 1 ar:

+ Stig Andersen
71ar
Selvstendig neeringsdrivende (Service varmeanlegg).
Utdannelse: Elektromonter, sertifisert fyringstekniker.
Veert i styret i sameiet i 24 ar; nestleder, styremedlem og varamedlem.
Blir ofte om talt som samehets «LEKSIKON».
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Valg av 2 varamedlem Velges for 1 ar
Falgende stiller til valg som varamedlem:

* Katrine Wergeland
54 ar
Yrke: Sekreteer

* Monika Samon

Alder; 37 ar
Yrke; Kvalitet/HMS
Utdannelse: Mat- og erneering

Valg av 2 valgkomite Velges for 1 ar
Falgende stiller til valg som valgkomite:

* Agnes Wahl-Tvenge
72 ar
Veert styremedlem i sameiet i 5 ar og er nd i det femte aret i valgkomiteen. 30 ars allsidig erfaring i hotell- og
reiselivsbransjen Ansatt hos Morten Vaktmester og utferer ulike oppdrag for styret
* Soufiane Homrani
42 ar
Yrke: Tjenesteportefoljeansvarlig
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Styrets arsrapport

BEBOERM@TE

Arsmgtet avholdes etter formelle retningslinjer og det er begrenset hvor mye dialog og annen kommunikasjon
som kan gjgres der. Derfor vil styret som tidligere & avholde beboermgte 10 minutter etter at arsmeotet er
avsluttet.

Pa beboermgte er styret tilgjengelig for bade a kunne informere litt bedre om det de gnsker og ordet er fritt
for at beboere kan sparre om det de lurer pa og ha dialog med styret.

Det er ogsa kommet inn gnske fra beboer for & informere om "redegjoering for risikovurdering pa styreniva" sa
styret vil informere litt mer rundt dette og den store vannlekkasjen som skjedde i fjor.

Arets dugnad

Arets dugnad avholdes som vanlig pa en lgrdag, i ar 13. mai. Oppstart for beboere kI 12. Det vil igjen bli sosialt
treff og grilling for de som deltar pa fotballplassen fra ki 17.

[ Mulighet for litt bedre informasjon rundt vedlikeholdsarbeider og hvorfor noe arbeider noen ganger ma

utsettes

2023 Styrets arbeider

Det har veert mye kommunikasjon med eiere og leietakere, nabosameier, Oslo Kommune,

Bydelsoverlegen, vare forskjellige leverandarer (30+ stk) og OBOS som er var forretningsferer og juridiske
leverandor.

Det er avholdt 15 styremgter i tillegg til mater med OBOS, advokater, leverandgrer, beboer/eiermgater i tillegg
til deltakelse pa aktuelle arrangementer for sameiere regi av OBOS, Telia og andre akterer.

Det har det siste aret blitt handtert neermere 400 fakturaer og et par tusen henvendelser pr epost samt
mange telefonhenvendelser (flere daglig). Ser at stadig bedre informasjon pa og via Vibbo gir feerre direkte
henvendelser til styret. Styret beslutte i januar a starte med & sende ut kort oppdatering etter hvert styremgte
pa hva som er blitt gjort og hva det jobbes med, dvs det som diskuteres og besluttes i styrematene som kan
veere aktuelt.

Det er dessverre gitt mange skriftlige advarsler i aret som gikk og de fleste kunne veert unngatt.
Forsikringssaker

Det er mange forsikringssaker ogsa det siste aret. Som tidligere skyldes mye vannlekkasjer pga darlig/ikke
utfert vedlikehold av vatrom i leilighetene, lekkasje fra blokkens tak (ogsa fra takarbeidet som ble utfart), og
fukt/sopp i leiligheter der det ikke ventileres slik det skal.

Underleggingen av nye tak ble det gjort skader som farte til store vannmengderinnii flere leiligheter slik at noen
av dem matte fraflyttes i en lengre periode.

Sameiets forsikring hadde et tak pa 200.000 kroner for folgeskader pr vannskade, og et maksimalt
erstatningsansvar pr ar pa 600.000 for denne typen skader. Frem til nd har sameiet hatt utgifter pa rundt 2.5
millioner kroner for gjenoppbygging av leilighetene som fikk vannskader. Det pagar fortsatt terking i én leilighet.

HMS
Regelmessige gjennomganger av alt som skal kontrolleres og utbedring der det ble notert

avvik (heis, lekeapparater, elektrisk/tavler, beredere etc.).
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Risikovurderinger

Nar det gjelder risikovurderinger og sikkerhetsrutiner pa styreniva sa har styret vedtatt klare retningslinjer
for styrearbeid. Styret benytter bade HMS-modulen og vedlikeholdsmodulen pa Styrerommet for a sikre en
systematisk tilneerming til risikovurderinger. Styret sagrger for forsvarlig drift og vedlikehold av eiendommen
men allikevel kan det skje uforutsette hendelser som ma lgses nar det skjer.

Juridisk

Det har dessverre veert utfordringer med en av seksjonene som over tid bade har forvoldt skade pa andre
seksjoner og over tid ogsa plaget med stgy og annet. Siden det ikke har veert noe vilje til & rette opp det som
var ngdvendig sa er det benyttet juridisk assistanse for a fa last dette. Denne seksjonen har bade fatt varsel om
tvangssalg. Mulig saken er avklart rundt tiden for arsmetet.

Samme seksjon har ogsa stilt krav om erstatning fra styreleder/styret som motsvar og dette er meldt inn til
vart forsikringsselskap. Styret avviser grunnlaget for dette kravet.

Vaktmester

Styret har blitt enig med vaktmesterselskapet om at de skal utfere flere vedlikeholdsoppgaveri tiden fremover
innenfor den faste avtalen. Dette vil medfgre noe omprioriteringer og gjeres for a redusere kostnader for
enklere vedlikeholdsarbeid.

Nar det gjeldet takarbeidene og vannlekkasjene vi ble pafert s har Protan som er firmaet som har utfert
takarbeidene ikke tatt pa seg ansvaret. Det har nar dette skrives ikke veert avholdt ferdigbefaring og vi antar
det vil bli «konfliktmgte» med dem og at saken gar muligens videre i rettsvesenet. Styret har tatt inn OPAK som
eksterne eksperter for & dokumentere og vurdere de utfgrte arbeidene i tillegg til hjelpen vi har fatt og far av
IF sin takstmann. Sameiets forsikring dekker en del av utgiftene rundt konflikt med leverandgrer.

Styret jobber i ar som tidligere for G holde igjen starre prosjekter/kostnader for G unngd for mye pdslag
i felleskostnadene. Om drsmatet vedtar eventuelle innsendte drsmete forslag som gir sterre vedlikehold og
oppgaver enn det styret har lagt opp til sa vil det medfare ytterligere skninger i felleskostnadene.

Oversikt over det som er blitt gjort i sameiet lgpet av styrearet 2024:

 Skifte av 3 av takene (GE 51/53, 55/57 og 63-67). Protan (med underleverandar) skapte vannlekkasjer som de
fremdeles ikke har tatt ansvar for. Styret tok inn ekspertise fra OPAK for & dokumentere feil og avvik i de utfgrte
arbeidene.

» Utskiftning av inngangsdearer til seksjonene i sameiet fortsatte frem til takproblemene startet.
* Dugnad ble gijennomfart med sosialt arrangement pa ettermiddag/kveld

* PC med adgangssystem/brikker gikk i stykke og kunne ikke reddes. Det var ikke bestilt backup eller skytjeneste
slik at alle laser matte omprogrammeres, nye brikker kjgpes inn og distribueres i tillegg til ny PC.

 Alle sykkelboder ble sjekket og umerkede sykler og annet som ikke skulle sta der ble fiernet.
» Utskiftning av stoppekraner som ikke fungerer ble igangsatt

* Montert rekkverk i midten ved rekkehusene/lavblokkene fra trapp og ned til gangveien

* Vask av garasjene

» Utskiftning av defekte sekker i avfallsbrennene

« Skiftet bom inn til gangveiene etter gjentatte pakjersler (!)

« Montert mulighet for & betale med kort/mobil i bom inn til gangveien

» Anskaffet nye skilter som viser sameiet/omradet

* Montert seksjonsnummer skilter pa alle inngangsdgrer
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Montert derer for & "tette" nederst i siloene i Gamle Enebakkvei 73-79

Utbedret diverse skader pa bygningsmassen og i bergrte leiligheter

Avholdt diverse beboermater ved forskjellige hendelser

Utfert malerarbeid der dette har veert ngdvendig

Byttet noen gavlvegger pa boder

Utfart kontroll av felles avlgpsrer i Gamle Enebakkvei 65

Byttet dgrpumper/arm i GE 69 og 71 til noen som ikke kan splittes (ikke settes ut av funksjon).

Styret har startet opp bruk av «Vedlikehold og baerekraft» modulen i styrerommet.no
(administrasjonslasningen vi benytter) for & fa kartlagt og registrert det som er utfgrt av vedlikehold og
kartlegge/registrere kommende behov for vedlikehold.

Oversikt over det som er planlagt & gjennomfgres i ar samt det som muligens skal tas tak i:

Styret vil matte holde litt igjen pa kostnader i pdvente at takprosjektet og skonomien er avklart.

Takproblemene ma lgses og de ma ferdigstilles. Ogsa det skonomiske rundt dette.
Takene pa GE 69 og GE 71 bar skiftes snarest mulig.

Fortsette utskiftning av inngangsdgrene i sameiet.*Styret prover a fa stette av Oslo Kommune til utskiftninger
i Gamle Enebakkvei 73-79 og 83-117 og da vil disse darene prioriteres.

Tvangssalg av en seksjon (er i rettsvesenet na).

Utskiftning av stoppekraner som ikke fungerer ma gjennomfores.
Takene i rekkehusene skal bli sjekket og begr bli fikset i ar.

Vask av garasjeanleggene blir na utfert arlig.

Styret jobber med utfordringen med defekte vifter/ventilasjon i Gamle Enebakkvei 69 og 71 og hvordan dette
kan lgses.

Fasadevask skal vurderes av styret (star pa gkonomien).

Gavlvegger der det har Ilgsnet murstein ma utbedres (vaeravhengig).

Mulig luftelukene pa takene ma skiftes til noen som er godkjente.

Avklare mulighet for innglassing av balkonger og terrasser. Tas pa ekstraordinaert sameiermgte i lapet av aret.

Garasjedgrer og lignende pa frisstaende garasjer vil bli vedlikehold av vaktmester innenfor eksisterende faste
avtale.

Arbeide med «Vedlikehold og baerekraft» modulen i administrasjonslasningen vi benytter slik at dette blir et
godt og praktisk verktay for styret og kommende styrer.

Lage beredskapsplaner for hendelser som brann, vannlekkasjer, voldsepisoder, bortfall av elektrisitet eller

vann.
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SKULLERUDH@GDA Il BOLIGSAMEIE
ORG.NR. 981 026 047, KUNDENR. 5185

RESULTATREGNSKAP
Note Regnskap Regnskap Budsjett Budsjett
2024 2023 2024 2025
DRIFTSINNTEKTER:
Innkrevde felleskostnader 2 13929835 12890930 13929835 14582493
Ladeinntekter EL-bil 0 4 449 0 1500
Andre inntekter 3 66 840 525 656 0 70 000
SUM DRIFTSINNTEKTER 13996 676 13421035 13929835 14653993
DRIFTSKOSTNADER:
Personalkostnader 4 -62 745 -60 630 -62 750 -74 182
Styrehonorar 5 -445 000 -430 000 -445 000 -526 112
Avskrivninger 14 -108 698 -112 481 0 0
Revisjonshonorar 6 -15 125 -15 125 -15 000 -16 000
Forretningsfarerhonorar -371 260 -353 065 -374 000 -393 000
Konsulenthonorar 7 -247 756 -266 586 -85 000 -85 000
Drift og vedlikehold 8 -7045998 -2352657 -1525000 -1068 000
Forsikringer -728 678 -677 480 -776 000 -950 000
Kommunale avgifter 9 -2719872 -2356380 -2707000 -3114000
Andre anlegg 10 -703 971 -746 129 -850 000 -640 000
Kostnader underutvalg 3321 0 0 0
Energi/fyring -62 982 -65 461 -80 000 -140 000
TV-anlegg/bredband -1928464 -1465288 -1548000 -1610000
Andre driftskostnader 11 -3411042 -2749755 -2564000 -2252400
SUM DRIFTSKOSTNADER -17 848 271 -11651 037 -11031 750 -10 868 694
DRIFTSRESULTAT -3851595 1769998 2898085 3785299
FINANSINNTEKTER/-KOSTNADER:
Finansinntekter 12 28 626 22 419 0 0
Finanskostnader 13 -1364283 -1104525 -1219000 -2550000
RES. FINANSINNT./-KOSTNADER -1335657 -1082106 -1219000 -2550000
ARSRESULTAT -5 187 252 687892 1679085 1235299
Overfgringer:
Udekket tap -5 187 252 0
Reduksjon udekket tap 0 687 892
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SKULLERUDH@GDA Il BOLIGSAMEIE
ORG.NR. 981 026 047, KUNDENR. 5185

BALANSE

Note 2024 2023
EIENDELER
ANLEGGSMIDLER
Andre varige driftsmidler 14 301 645 410 343
SUM ANLEGGSMIDLER 301 645 410 343
OML@PSMIDLER
Restanser felleskostnader/kundefordringer 45 982 34 962
Forskuddsbetalte kostnader 63 452 648 368
Driftskonto OBOS-banken 1081 462 1492 959
Sparekonto OBOS-banken 459 460 443 432
Sparekonto OBOS-banken Il 19 593 679
SUM OML@PSMIDLER 1 669 950 2 620 400
SUM EIENDELER 1971 595 3030743
EGENKAPITAL OG GJELD
EGENKAPITAL
Udekket tap 15,16 -21 585346  -16 398 094
SUM EGENKAPITAL -21 585346 -16 398 094
GJELD
LANGSIKTIG GJELD
Pante- og gjeldsbrevian 17 22373469 18094 421
SUM LANGSIKTIG GJELD 22 373 469 18 094 421
KORTSIKTIG GJELD
Forskuddsbetalte felleskostnader 213 023 158 599
Leverandgrgjeld 961 953 1055 242
Palgpte renter 8 496 108 649
Annen kortsiktig gjeld 0 11 926
SUM KORTSIKTIG GJELD 1183472 1334 416
SUM EGENKAPITAL OG GJELD 1971 595 3030 743
Pantstillelse 0 0
Garantiansvar 0 0

Oslo, 28.02.2025 (regnskapet er digitalt signert)
Styret i Skullerudhggda Il Boligsameie
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Lars Egil Seetrang Inge Aukrust Bjogrn Egil Sgrensen
Karin Tanja De Wilde Liss Mari Hansen

NOTE: 1

REGNSKAPSPRINSIPPER

Arsregnskapet er satt opp i samsvar med regnskapslovens bestemmelser og god
regnskapsskikk for sma foretak.

INNTEKTER
Inntektene inntektsfares etter opptjeningsprinsippet.

HOVEDREGEL FOR KLASSIFISERING OG VURDERING AV EIENDELER OG GJELD
Omlgpsmidler og kortsiktig gjeld omfatter poster som forfaller til betaling innen ett ar. @vrige
poster er klassifisert som anleggsmidler/langsiktig gjeld. Omlgpsmidler vurderes til
anskaffelseskost. Kortsiktig gjeld balansefares til nominelt belgp pa etableringstidspunktet.
Anleggsmidler vurderes til anskaffelseskost, men nedskrives til virkelig verdi dersom verdi-
fallet ikke forventes & vaere forbigdende. Langsiktig gjeld balansefares til nominelt belagp pa
etableringstidspunktet. Andre varige driftsmidler balansefares og avskrives linegert over
driftsmidlenes gkonomiske levetid.

FORDRINGER

Kundefordringer og andre fordringer er oppfart i balansen til palydende etter fradrag for
avsetning til forventet tap. Avsetning til tap gjares pa grunnlag av individuelle vurderinger av
de

enkelte fordringene.

SKATTETREKKSKONTO
Selskapet har egen separat skattetrekkskonto i OBOS-banken. Innskuddet tilhgrer
myndighetene og kan ikke disponeres fritt.

NOTE: 2

INNKREVDE FELLESKOSTNADER

Felleskostnader 9033972
TV/internett 1404 540
Energi 1354 572
Vedlikeholdsfond 1 055 892
Trappevask 527 016
Heis 460 032
Parkering 03811
SUM INNKREVDE FELLESKOSTNADER 13 929 835
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NOTE: 3
ANDRE INNTEKTER

Antenneleie 20 327
Diverse, utleie plass 7 094
Lading av kjgretgy 18 418
Bom 21 002
SUM ANDRE INNTEKTER 66 840
NOTE: 4

PERSONALKOSTNADER

Arbeidsgiveravgift -62 745
SUM PERSONALKOSTNADER -62 745

Det har verken veert ansatte eller lannsutbetalinger i selskapet gjennom aret. Selskapet er
derav ikke pliktig til & ha tjenestepensjonsordning etter lov om obligatorisk tjenestepensjon.
Arbeidsgiveravgiften knytter seg til styrehonoraret.

NOTE: 5

STYREHONORAR

Honorar til styret gjelder for perioden 2023/2024, og er pa kr 445 000.

| tillegg har styret fatt dekket bevertning for kr 36 218, jf. noten om andre driftskostnader.

NOTE: 6
REVISIONSHONORAR
Revisjonshonoraret er i sin helhet knyttet til revisjon og belgper seg til kr 15 125.

NOTE: 7

KONSULENTHONORAR

Juridisk bistand -153 893
Tilleggstjenester, OBOS Eiendomsforvaltning AS -32 693
Opak -61171
SUM KONSULENTHONORAR -247 756
NOTE: 8

DRIFT OG VEDLIKEHOLD

Protan as, takarbeid -2 812 500
Anor as, rgr og bad -2 200 980
Murmester K.Gutormsen, nye entredgrer -503 125
SUM STYRRE BYGNINGSMESSIGE VEDLIKEHOLD -5 516 605
Drift/vedlikehold bygninger -641 096
Drift/vedlikehold VVS -93 132
Drift/vedlikehold elektro -47 975
Drift/vedlikehold utvendig anlegg -172 330
Drift/vedlikehold heisanlegg -87 554
Drift/vedlikehold ventilasjonsanlegg -61 030
Drift/'vedlikehold garasjeanlegg -309 387
Drift/vedlikehold sgppelanlegg -77 978
Egenandel forsikring -30 000
Kostnader dugnader -8 910
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SUM DRIFT OG VEDLIKEHOLD -7 045 998
NOTE: 9

KOMMUNALE AVGIFTER

Vann- og avlgpsavgift -1 487 139
Feieavgift -3 264
Renovasjonsavgift -1 229 468
SUM KOMMUNALE AVGIFTER -2 719872
NOTE: 10

ANDRE ANLEGG

KOSTNADER ANDRE ANLEGG

Strgm og nettleie -703 972
SUM KOSTNADER ANDRE ANLEGG -703 972
NOTE: 11

ANDRE DRIFTSKOSTNADER

Container -119 834
Skadedyrarbeid/soppkontroll -21 640
Annet driftsmateriale -4 127
Vaktmestertjenester -1 067 475
Vakthold, 5 kvartaler bokfart. Blir 3 kvartaler i 2025 -1 132 449
Renhold ved firmaer -665 493
Sngrydding -35 563
Gressklipping -132 500
Andre fremmede tjenester -5 288
Kontor- og datarekvisita -7 550
Trykksaker -17 570
Mgter, kurs, oppdateringer mv. -7 238
Andre kostnader tillitsvalgte -36 218
Andre kontorkostnader -9 617
Porto -50
Drivstoff -15 756
Vedlikehold biler/maskiner -89 718
Kontingenter -3 100
Gave, ikke fradragsberettiget -600
Bank- og kortgebyr -6 173
@reavrunding -1
Velferdskostnader -33 082
Tap pa fordringer, -1
SUM ANDRE DRIFTSKOSTNADER -3411042
NOTE: 12

FINANSINNTEKTER

Renter bank 25592
Renter av for sent innbetalte felleskostnader 3034
SUM FINANSINNTEKTER 28 626

Vedlegg 1
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NOTE: 13

FINANSKOSTNADER

Renter og gebyr pd lan i Pantegjeldsrenter -1 364 283
SUM FINANSKOSTNADER -1 364 283

NOTE: 14
VARIGE DRIFTSMIDLER
Fuglehuske
Tilgang 2022 24 000
Avskrevet tidligere -16 301
Avskrevet i ar -7 333
366

Traktor 2020
Tilgang 2021 698 234
Avskrevet tidligere -295 590
Avskrevet i ar -101 365

301 279

SUM VARIGE DRIFTSMIDLER 301 645

SUM ARETS AVSKRIVNINGER -108 698

NOTE: 15

ANNEN EGENKAPITAL

Opptjent egenkapital -21 585 346
SUM ANNEN EGENKAPITAL -21 585 346

NOTE: 16

UDEKKET TAP (NEGATIV EGENKAPITAL)

Udekket tap betyr at egenkapitalen i selskapet er negativ. Det skyldes at selskapet fra
stiftelsen og frem til 31.12. i regnskapsaret, har hatt hgyere kostnader enn inntekter.
Den manglende likviditeten er finansiert ved laneopptak.

| eierseksjonssameier fares ikke verdien av bygget i balansen. Arsaken er at den enkelte
sameier, og ikke selve sameiet, star som eier av boligene. Det medfarer at all rehabilitering,
ogsa evt. pakostning, kostnadsfares i perioden arbeidene utfares. Eventuelle verdigkninger
som faglge av tiltakene, tilfaller den enkelte sameier uten at det fgres i sameiets balanse.
Siden tiltakene er finansiert gjennom felles laneopptak i sameiet, fremkommer lane-
opptaket som gjeld i balansen og nedbetales gjennom fremtidige felleskostnader.

Ved kjgp og salg av bolig er udekket tap (negativ egenkapital) reflektert gjennom
fellesgjelden pa hver enkelt leilighet.
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NOTE: 17

PANTE- OG GJELDSBREVLAN

Obos-banken as, OBOS02

Rentesatsen pr. 31.12.24 var 6,85 %. Lgpetiden er 18 ar.

Opprinnelig 2019 -10 562 226
Nedbetalt tidligere 1803 810
Nedbetalt i ar 438 061
-8 320 355
Obos-banken as, OBOS03
Rentesatsen pr. 31.12.24 var 6,85 %. Lgpetiden er 30 ar.
Opprinnelig 2020 -3 500 000
Nedbetalt tidligere -5 836 005
Nedbetalt i ar 9 336 005
0
Obos-Banken AS, OBOS04
Rentesatsen pr. 31.12.24 var 6,95 %. Lgpetiden er 30 ar.
Opprinnelig 2024 -14 150 000
Nedbetalt tidligere 0
Nedbetalt i ar 96 886
-14 053 114
SUM PANTE- OG GJELDSBREVLAN -22 373 469
SUM ARETS AVSKRIVNINGER 9 870 952
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Status gkonomi varmtvann og trappevask
(gjelder de blokker/oppganger som har dette felles)

Varmtvann Konto: 3603 4860
Inntekter Utgifter SUM
2013 512472 515985 -3513
2014 512472 597807 -85335
2015 512472 471500 40972
2016 512472 390548 121924
2017 512472 438574 73898
2018 512472 533565 -21093
2019 512472 519175 -6703
2020 512472 364 489 147983
2021 563730 791223 -227 493
2022 652028 1176980 -524952
2023 1178860 746 129 432731
2024 1354572 703971 650601
SUM 7848966 7249946 599020
Trappevask Konto: 3609 6360
Inntekter Utgifter SUM
2013 271044 211672 59372
2014 271044 154 371 116673
2015 202 866 206 025 -3159
2016 134688 206 025 -71337
2017 230016 137 350 92 666
2018 134688 240888 -106 200
2019 202272 225164 -22892
2020 208416 245905 -37 489
2021 246102 521782 -275680
2022 350722 413220 -62 498
2023 439121 600889 -161768
2024 527016 665493 -138477
SUM 3217995 3828784 -610789
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Status avregning heiser

Det er vedtatt at inntekter og kostnader for heisene skal justeres slik at disse sammenfaller. | en
periode har det veert vedtatt gkt innbetaling for & dekke investeringen som ble gjort for nye
heiser.

Heisene, avregning for felleskostnadene:
Inntekter fgres pa konto 3901
Kostnader fgres pa konto 6606

For 2023 (status pr 1.1.2024):
Inntekter: kr 460.021
Utgifter: kr 18.394

For 2024 (status pr 1.1.2025):
Inntekter: kr 460.032
Utgifter: kr 87.554

Ny status avregning pr 01.01.2025:
SUM innbetalt: 3.133.835

SUM kostnader: 3.534.326
Differanse: -400.491

Dette viser at forhayede felleskostnader nar det gjelder tidligere anskaffelse av nye heiser

(gjelder Gamle Enebakkvei 69 og 71) snart vil kunne justeres ned. Virker som dette kan gjgres en
gang i farste kvartal 2026.
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Til &rsmgtet i Skullerudhggda 1l Boligsameie

Uavhengig revisors beretning

Konklusjon

Vi har revidert arsregnskapet for Skullerudhggda Il Boligsameie som bestar av balanse per 31.
desember 2024, resultatregnskap for regnskapsaret avsluttet per denne datoen og noter til
arsregnskapet, herunder et sammendrag av viktige regnskapsprinsipper.

Etter var mening

e oppfyller arsregnskapet gjeldende lovkrav, og

e gir rsregnskapet et rettvisende bilde av sameiets finansielle stilling per 31. desember 2024,
og av dets resultater for regnskapséret avsluttet per denne datoen i samsvar med
regnskapslovens regler og god regnskapsskikk i Norge.

Grunnlag for konklusjonen

Vi har gjennomfert revisjonen i samsvar med International Standards on Auditing (ISA-ene). Vare
oppgaver og plikter i henhold til disse standardene er beskrevet nedenfor under Revisors oppgaver og
plikter ved revisjonen av arsregnskapet. Vi er uavhengige av sameiet i samsvar med kravene i
relevante lover og forskrifter i Norge og International Code of Ethics for Professional Accountants
(inkludert internasjonale uavhengighetsstandarder) utstedt av International Ethics Standards Board for
Accountants (IESBA-reglene), og vi har overholdt vare gvrige etiske forpliktelser i samsvar med disse
kravene. Innhentet revisjonsbevis er etter var vurdering tilstrekkelig og hensiktsmessig som grunnlag
for var konklusjon.

@vrig informasjon

Styret (ledelsen) er ansvarlig for gvrig informasjon som er publisert sammen med arsregnskapet.
@vrig informasjon omfatter budsjettall som er presentert sammen med arsregnskapet. Var konklusjon
om arsregnskapet ovenfor dekker ikke gvrig informasjon.

| forbindelse med revisjonen av arsregnskapet er det var oppgave a lese gvrig informasjon. Formalet
er & vurdere hvorvidt det foreligger vesentlig inkonsistens mellom den gvrige informasjonen og
arsregnskapet og den kunnskap vi har opparbeidet oss under revisjonen av arsregnskapet, eller
hvorvidt gvrig informasjon ellers fremstar som vesentlig feil. Vi har plikt til & rapportere dersom gvrig
informasjon fremstar som vesentlig feil. Vi har ingenting & rapportere i sa henseende.

Ledelsens ansvar for arsregnskapet

Ledelsen er ansvarlig for & utarbeide arsregnskapet og for at det gir et rettvisende bilde i samsvar med
regnskapslovens regler og god regnskapsskikk i Norge. Ledelsen er ogsa ansvarlig for slik intern
kontroll som den finner ngdvendig for & kunne utarbeide et rsregnskap som ikke inneholder vesentlig
feilinformasjon, verken som fglge av misligheter eller utilsiktede feil.

Ved utarbeidelsen av arsregnskapet méa ledelsen ta standpunkt til sameiets evne til fortsatt drift og
opplyse om forhold av betydning for fortsatt drift. Forutsetningen om fortsatt drift skal legges til grunn
for arsregnskapet sa lenge det ikke er sannsynlig at virksomheten vil bli avviklet.

PricewaterhouseCoopers AS, Dronning Eufemias gate 71, Postboks 748 Sentrum, NO-0106 Oslo
T: 02316, org. no.: 987 009 713 MVA, www.pwc.no

Vedlegjatsautoriserte revisorer, medlemmer av Den norske Reyiserforening pgsautorisert regnskansfarerselskalsberetning. pdf
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Revisors oppgaver og plikter ved revisjonen av arsregnskapet

Vart mal er & oppna betryggende sikkerhet for at arsregnskapet som helhet ikke inneholder vesentlig
feilinformasjon, verken som falge av misligheter eller utilsiktede feil, og & avgi en revisjonsberetning
som inneholder var konklusjon. Betryggende sikkerhet er en hgy grad av sikkerhet, men ingen garanti
for at en revisjon utfgrt i samsvar med ISA-ene, alltid vil avdekke vesentlig feilinformasjon.
Feilinformasjon kan oppsta som falge av misligheter eller utilsiktede feil. Feilinformasjon er & anse
som vesentlig dersom den enkeltvis eller samlet med rimelighet kan forventes a pavirke de
gkonomiske beslutningene som brukerne foretar pa grunnlag av arsregnskapet.

For videre beskrivelse av revisors oppgaver og plikter vises det til
https://revisorforeningen.no/revisjonsberetninger.

Oslo, 4. mars 2025
PricewaterhouseCoopers AS

Berit Alstad
Statsautorisert revisor

2/2

Vedlegg 1 28 av 30 5185 Arsregnskap 2024 med revisjonsberetning..pdf


https://revisorforeningen.no/revisjonsberetninger

Deltagelse pa arsmate 2025

Arsmgtet avholdes 27.03.25
Selskapsnummer: 5185 Selskapsnavn: SKULLERUDH@GDA Il BOLIGSAMEIE

BRUK BLOKKBOKSTAVER

Leilighetsnummer: Navn pa eier(e):

Signatur:

Fullmakt
Eier kan mate ved fullmektig. En fullmakt kan trekkes tilbake nar som helst.
Eier gir herved fullmakt til:

Fullmektigens navn:
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D oBOS

OBOS Eiendoms-
forvaltning AS

Hammersborg torg 1

Postboks 6668, St. Olavs plass
0129 Oslo

Telefon: 22 86 55 00
www.obos.no

E-post: oef@obos.no

Ta vare pé& dette heftet, du kan f&
bruk for det senere, f.eks ved salg
av boligen.
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Evidence quality of Scrive e-signed documents

Last updated: Fri 06 Mar 2020 14:08:40 UTC

Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.


Evidence Quality Framework

Last updated: Fri 06 Mar 2020 14:08:40 UTC 
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.






Service Description

Last updated: Fri 06 Mar 2020 14:08:40 UTC

Index

1. Definitions

2. Purpose

3. Design the workflow (Author)

3.1 Add Parties

3.1.1 Simple Workflow Session

3.1.2 Mass-signing Workflow Session

3.1.3 Invitation order

3.1.4 Role

3.1.5 Invitation method

3.1.6 Authentication to view

3.1.7 Authentication to sign

3.1.8 Confirmation method

3.2 Place fields

3.2.1 Main Document upload

3.2.2 Main Document removal

3.2.3 Text field

3.2.4 Checkbox

3.2.5 Signature box

3.2.5 Radio buttons

3.3 Other settings

3.3.1 Add Attachment

3.3.2 Request Attachment

3.3.3 Main Document name

3.3.4 Workflow Session language

3.3.5 Due date

3.3.6 Automatic reminder

3.3.7 Personal invitation message

3.3.8 Personal confirmation message

3.3.9 Edit Sign View UI

3.4 Save as template workflow

3.5 Settings available via API only

3.5.1 Set highlighting

3.5.2 Field editable by Signatory

4. Initiate the workflow (Initiator)

4.1 Initiate Workflow Execution from Design View

4.2 Initiate Workflow Execution from Template Workflow

4.2.1 List of Template Workflows

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

5. Administer the Workflow Execution (User)

5.1 Progress history

5.2 Withdraw invitation

5.3 Extend due date

5.4 Restart document

5.5 Start signing

5.6 Download document

5.7 Send reminder

5.8 Send document again

5.9 Change of authentication to view and authentication to sign methods

5.10 Bounce management

5.11 Review Attachments

5.12 Review evidence attachments

6. Follow the workflow (Party)

6.1 Overview of Workflow Execution

6.2 Accessing the Sign View

6.2.1 Invitation message

6.2.2 List of Initiated Workflows

6.3 Authenticate to view

6.3.1 Authentication to view

6.4 Reviewing the Sign Material

6.4.1 Contact information

6.4.2 Branded header

6.4.3 Other branded Sign View components

6.4.4 Signing header

6.4.5 Review instruction

6.4.6 Mandatory/optional explanation

6.4.7 Download PDF

6.4.8 Document display

6.4.9 Guiding arrow

6.4.10 Text fields

6.4.11 Checkboxes

6.4.12 Radio buttons

6.4.13 Signature box

6.4.14 About you section

6.4.15 Attachments section

6.4.16 Requested attachments section

6.4.17 Signatories section

6.4.18 Reject or sign section

6.5 Rejecting to sign the Sign Material

6.5.1 Reject button

6.5.2 Rejection section

6.5.3 Rejection confirmation page

6.6 Signing the Sign Material

6.6.1 Signature Drawing Modal

6.6.2 PIN by SMS authentication and Signature Confirmation Section

6.6.3 Swedish BankID authentication and Signature Confirmation Section

6.6.4 Signature Confirmation Section

6.7 Receiving the confirmation after signing

6.7.1 Signature Registration Section

6.7.2 Signature confirmation page

6.7.3 Signature confirmation message

7. Evidence collection

7.1 Collecting missing Sign Material

7.2 Producing the Transaction Logs

7.2.1 Recording Signatories’ activities in Scrive eSign

7.2.2 Generating images of the confirmation after Signatories signed

7.2.3 Recording Signatories’ system information

7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

7.3 Recording clock error

8. Evidence Package generation

8.1 Preparing the Evidence Package

8.1.1 Prepare a Final PDF (step 1)

8.1.2 Append the Verification Page (step 2)

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

8.1.4 Append the Evidence Quality Framework (step 4)

8.1.5 Append the Service Description (step 5)

8.1.6 Append the Evidence Log (step 6)

8.1.7 Append the Evidence of Time (step 7)

8.1.8 Append the Evidence of Intent (step 8)

8.1.9 Append the Digital Signature Documentation (step 9)

8.1.10 Append the Digital Signature (step 10)

8.1.11 Append the Keyless Digital Signature (step 11)

8.1.12 PAdES Digital Signature (optional to Steps 10 and 11)

9. Document administration

9.1 Document list

9.1.1 List view

9.1.2 Learn more and manage workflow

9.1.3 Mass-withdraw invitations

9.1.4 Send mass-reminder

9.1.5 Delete

9.1.6 Filter and search

9.1.7 Download all documents

9.1.8 Download metadata as CSV

9.2 Template Workflow editing list

9.2.1 List view

9.2.2 Filter and search

9.2.3 Delete

9.2.4 Share

9.3 Trash list

9.3.1 List view

9.3.2 Filter and search

9.3.3 Restore

9.4 Auto-deletion of documents and personal data

10. Account administration

10.1 Organisation administration

10.1.1 Organisation details

10.1.2 White-label branding

10.2 User administration

10.2.1 User privileges

10.2.2 User management

1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Document ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.

Date formats in fields and on the verification page may vary. All other dates, including those in the Evidence Log, follow the YYYY-MM-DD format. The display format does not affect the actual time recorded.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2025-12-07 12:20:21.511921 UTC ±0 ms

    		2025-12-07 12:02:38.25968 UTC

    		

      54.72.249.47

      

        Scrive eSign GO

      

    

    		

      

        The initiator Christoffer Hoff (CH) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_NO, c) set the signing due date to 2025-12-21 22:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2025-12-07 12:20:21.511921 UTC ±0 ms

    		2025-12-07 12:02:38.25968 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (ekstern.styreledelse@gmail.com) and SMS (+4790050409) to Lars Egil Sætrang (LES). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2025-12-07 12:20:21.511921 UTC ±0 ms

    		2025-12-07 12:02:38.25968 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (inge@aukrust.net) and SMS (+4790997225) to Inge Aukrust (IA). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2025-12-07 12:20:24.165798 UTC ±0 ms

    		2025-12-07 12:02:38.25968 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Lars Egil Sætrang (LES) was delivered.

      


    

  



  

  

    		2025-12-07 12:20:24.177877 UTC ±0 ms

    		2025-12-07 12:02:38.25968 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Inge Aukrust (IA) was delivered.

      


    

  



  

  

    		2025-12-07 12:20:26.99172 UTC ±0 ms

    		2025-12-07 12:02:38.25968 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Lars Egil Sætrang (LES) was delivered.

      


    

  



  

  

    		2025-12-07 12:20:27.006249 UTC ±0 ms

    		2025-12-07 12:02:38.25968 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Inge Aukrust (IA) was delivered.

      


    

  



  

  

    		2025-12-07 12:20:41.969616 UTC ±0 ms

    		2025-12-07 12:02:38.25968 UTC

    		

      195.0.151.240

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/26.1 Safari/605.1.15

      

    

    		

      

        The party Inge Aukrust (IA) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-12-07 12:22:03.602925 UTC ±0 ms

    		2025-12-07 12:02:38.25968 UTC

    		

      195.0.151.240

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/26.1 Safari/605.1.15

      

    

    		

      

        The signatory Inge Aukrust (IA) signed the document.

      


    

  



  

  

    		2025-12-07 14:06:39.44835 UTC ±2 ms

    		2025-12-07 14:02:38.531313 UTC

    		

      104.28.105.25

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_7 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/26.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Lars Egil Sætrang (LES) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-12-07 14:08:08.763357 UTC ±3 ms

    		2025-12-07 14:02:38.531313 UTC

    		

      104.28.105.25

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_7 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/26.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Lars Egil Sætrang (LES) signed the document.

      


    

  



  

  

    		2025-12-07 14:08:08.763357 UTC ±3 ms

    		2025-12-07 14:02:38.531313 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.

      


    

  



  

  

    		2025-12-07 14:08:08.954016 UTC ±3 ms

    		2025-12-07 14:02:38.531313 UTC
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]
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 be the the empirical distribution function.
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 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 5.4 patchlevel 2 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.00 ms

		standard deviation: 0.06 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈100.000%

		|e| < 5 ms: ≈100.000%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2025-10-26 22:46:20.985939 UTC and 2025-12-07 14:02:38.531313 UTC:







  		Time collected

  		Clock offset







  

    		2025-10-26 22:46:20.985939

    		0.0 ms

  





  

    		2025-10-26 23:46:22.550211

    		0.1 ms

  





  

    		2025-10-27 00:46:23.898806

    		0.0 ms

  





  

    		2025-10-27 01:46:24.186041

    		0.0 ms

  





  

    		2025-10-27 02:46:25.992814

    		0.0 ms

  





  

    		2025-10-27 03:46:27.21024

    		-0.1 ms

  





  

    		2025-10-27 04:46:28.65413

    		0.1 ms

  





  

    		2025-10-27 05:46:30.605446

    		0.0 ms

  





  

    		2025-10-27 06:46:31.070762

    		-0.1 ms

  





  

    		2025-10-27 07:46:32.098667

    		0.0 ms

  





  

    		2025-10-27 08:46:32.604336

    		0.0 ms

  





  

    		2025-10-27 09:46:32.710449

    		0.0 ms

  





  

    		2025-10-27 10:46:32.849226

    		0.0 ms

  





  

    		2025-10-27 11:46:33.075229

    		-0.1 ms

  





  

    		2025-10-27 12:46:33.169062

    		0.0 ms

  





  

    		2025-10-27 13:46:33.25485

    		0.0 ms

  





  

    		2025-10-27 14:46:33.954581

    		-0.1 ms

  





  

    		2025-10-27 15:46:34.064641

    		0.0 ms

  





  

    		2025-10-27 16:46:34.218253

    		0.1 ms

  





  

    		2025-10-27 17:46:34.432304

    		0.0 ms

  





  

    		2025-10-27 18:46:34.523683

    		0.1 ms

  





  

    		2025-10-27 19:46:36.06838

    		0.0 ms

  





  

    		2025-10-27 20:46:36.085355

    		0.0 ms

  





  

    		2025-10-27 21:46:37.92733

    		0.0 ms

  





  

    		2025-10-27 22:46:39.908126

    		0.0 ms

  





  

    		2025-10-27 23:46:41.577701

    		0.0 ms

  





  

    		2025-10-28 00:46:42.996267

    		0.0 ms

  





  

    		2025-10-28 01:46:44.612616

    		0.0 ms

  





  

    		2025-10-28 02:46:46.124114

    		0.0 ms

  





  

    		2025-10-28 03:46:47.536792

    		0.1 ms

  





  

    		2025-10-28 04:46:49.075333

    		0.0 ms

  





  

    		2025-10-28 05:46:50.433874

    		0.0 ms

  





  

    		2025-10-28 06:46:50.714029

    		0.0 ms

  





  

    		2025-10-28 07:46:51.965141

    		0.0 ms

  





  

    		2025-10-28 08:46:52.752305

    		0.0 ms

  





  

    		2025-10-28 09:46:52.941385

    		0.0 ms

  





  

    		2025-10-28 10:46:53.901046

    		0.1 ms

  





  

    		2025-10-28 11:46:54.492938

    		0.0 ms

  





  

    		2025-10-28 12:46:54.94922

    		-0.1 ms

  





  

    		2025-10-28 13:46:55.330014

    		-0.1 ms

  





  

    		2025-10-28 14:46:55.925749

    		0.0 ms

  





  

    		2025-10-28 15:46:57.77284

    		0.0 ms

  





  

    		2025-10-28 16:46:57.849016

    		0.0 ms

  





  

    		2025-10-28 17:46:58.450147

    		-0.1 ms

  





  

    		2025-10-28 18:46:58.663767

    		-0.1 ms

  





  

    		2025-10-28 19:46:58.906892

    		0.0 ms

  





  

    		2025-10-28 20:46:59.309233

    		0.0 ms

  





  

    		2025-10-28 21:47:01.11861

    		0.3 ms

  





  

    		2025-10-28 22:47:03.051771

    		0.1 ms

  





  

    		2025-10-28 23:47:04.562496

    		0.0 ms

  





  

    		2025-10-29 00:47:06.028841

    		0.0 ms

  





  

    		2025-10-29 01:47:07.440745

    		-0.1 ms

  





  

    		2025-10-29 02:47:08.802901

    		0.0 ms

  





  

    		2025-10-29 03:47:10.100104

    		0.0 ms

  





  

    		2025-10-29 04:47:11.488233

    		0.0 ms

  





  

    		2025-10-29 05:47:13.060889

    		0.0 ms

  





  

    		2025-10-29 06:47:13.456328

    		0.0 ms

  





  

    		2025-10-29 07:47:13.513663

    		0.0 ms

  





  

    		2025-10-29 08:47:14.723152

    		0.1 ms

  





  

    		2025-10-29 09:47:15.870359

    		0.1 ms

  





  

    		2025-10-29 10:47:16.272266

    		0.0 ms

  





  

    		2025-10-29 11:47:16.781551

    		0.0 ms

  





  

    		2025-10-29 12:47:17.277479

    		0.0 ms

  





  

    		2025-10-29 13:47:17.395206

    		0.0 ms

  





  

    		2025-10-29 14:47:17.869202

    		0.0 ms

  





  

    		2025-10-29 15:47:17.895367

    		0.0 ms

  





  

    		2025-10-29 16:47:18.196992

    		0.0 ms

  





  

    		2025-10-29 17:47:18.295271

    		0.0 ms

  





  

    		2025-10-29 18:47:18.441147

    		0.1 ms

  





  

    		2025-10-29 19:47:21.125289

    		0.0 ms

  





  

    		2025-10-29 20:47:22.98012

    		0.0 ms

  





  

    		2025-10-29 21:47:23.041209

    		0.0 ms

  





  

    		2025-10-29 22:47:25.341154

    		0.1 ms

  





  

    		2025-10-29 23:47:27.121149

    		0.1 ms

  





  

    		2025-10-30 00:47:28.260064

    		0.0 ms

  





  

    		2025-10-30 01:47:29.747213

    		0.2 ms

  





  

    		2025-10-30 02:47:30.875942

    		0.0 ms

  





  

    		2025-10-30 03:47:32.010068

    		0.0 ms

  





  

    		2025-10-30 04:47:33.228808

    		0.0 ms

  





  

    		2025-10-30 05:47:34.360956

    		-0.1 ms

  





  

    		2025-10-30 06:47:34.700575

    		0.0 ms

  





  

    		2025-10-30 07:47:35.59248

    		0.0 ms

  





  

    		2025-10-30 08:47:35.881768

    		0.0 ms

  





  

    		2025-10-30 09:47:36.347771

    		0.0 ms

  





  

    		2025-10-30 10:47:36.487384

    		0.0 ms

  





  

    		2025-10-30 11:47:38.329306

    		0.0 ms

  





  

    		2025-10-30 12:47:38.595527

    		0.0 ms

  





  

    		2025-10-30 13:47:39.077711

    		-0.2 ms

  





  

    		2025-10-30 14:47:39.183979

    		0.1 ms

  





  

    		2025-10-30 15:47:40.404323

    		0.0 ms

  





  

    		2025-10-30 16:47:40.817321

    		0.0 ms

  





  

    		2025-10-30 17:47:42.155827

    		-0.1 ms

  





  

    		2025-10-30 18:47:44.965437

    		-0.4 ms

  





  

    		2025-10-30 19:47:47.433375

    		0.1 ms

  





  

    		2025-10-30 20:47:49.380038

    		-0.1 ms

  





  

    		2025-10-30 21:47:51.207076

    		0.0 ms

  





  

    		2025-10-30 22:47:52.628368

    		0.0 ms

  





  

    		2025-10-30 23:47:54.106153

    		-0.3 ms

  





  

    		2025-10-31 00:47:55.637574

    		0.1 ms

  





  

    		2025-10-31 01:47:57.058155

    		0.1 ms

  





  

    		2025-10-31 02:47:58.397885

    		0.0 ms

  





  

    		2025-10-31 03:47:59.847897

    		0.0 ms

  





  

    		2025-10-31 04:48:01.283041

    		0.1 ms

  





  

    		2025-10-31 05:48:02.631289

    		0.0 ms

  





  

    		2025-10-31 06:48:04.398764

    		0.0 ms

  





  

    		2025-10-31 07:48:05.184753

    		0.0 ms

  





  

    		2025-10-31 08:48:05.75942

    		0.1 ms

  





  

    		2025-10-31 09:48:05.786196

    		-0.1 ms

  





  

    		2025-10-31 10:48:05.910746

    		0.0 ms

  





  

    		2025-10-31 11:48:06.734531

    		0.0 ms

  





  

    		2025-10-31 12:48:09.185403

    		0.0 ms

  





  

    		2025-10-31 13:48:09.537827

    		0.0 ms

  





  

    		2025-10-31 14:48:11.063566

    		-0.1 ms

  





  

    		2025-10-31 15:48:11.200762

    		0.1 ms

  





  

    		2025-10-31 16:48:11.352169

    		-0.1 ms

  





  

    		2025-10-31 17:48:11.553297

    		0.1 ms

  





  

    		2025-10-31 18:48:13.666149

    		0.0 ms

  





  

    		2025-10-31 19:48:15.28817

    		0.0 ms

  





  

    		2025-10-31 20:48:16.778112

    		0.2 ms

  





  

    		2025-10-31 21:48:18.35629

    		-0.1 ms

  





  

    		2025-10-31 22:48:19.559846

    		-0.2 ms

  





  

    		2025-10-31 23:48:21.128663

    		0.0 ms

  





  

    		2025-11-01 00:48:22.338021

    		0.0 ms

  





  

    		2025-11-01 01:48:23.463881

    		0.0 ms

  





  

    		2025-11-01 02:48:24.713697

    		0.0 ms

  





  

    		2025-11-01 03:48:25.982489

    		0.1 ms

  





  

    		2025-11-01 04:48:27.161761

    		0.0 ms

  





  

    		2025-11-01 05:48:28.998384

    		0.0 ms

  





  

    		2025-11-01 06:48:30.262924

    		-0.1 ms

  





  

    		2025-11-01 07:48:30.672903

    		0.1 ms

  





  

    		2025-11-01 08:48:30.697043

    		0.3 ms

  





  

    		2025-11-01 09:48:31.324844

    		0.0 ms

  





  

    		2025-11-01 10:48:32.178148

    		0.0 ms

  





  

    		2025-11-01 11:48:33.256249

    		0.0 ms

  





  

    		2025-11-01 12:48:33.770818

    		0.0 ms

  





  

    		2025-11-01 13:48:34.064868

    		0.0 ms

  





  

    		2025-11-01 14:48:35.891594

    		0.0 ms

  





  

    		2025-11-01 15:48:36.032622

    		0.0 ms

  





  

    		2025-11-01 16:48:36.041818

    		0.0 ms

  





  

    		2025-11-01 17:48:36.69785

    		0.1 ms

  





  

    		2025-11-01 18:48:37.584982

    		0.1 ms

  





  

    		2025-11-01 19:48:37.776782

    		0.0 ms

  





  

    		2025-11-01 20:48:38.60112

    		0.0 ms

  





  

    		2025-11-01 21:48:38.883395

    		0.0 ms

  





  

    		2025-11-01 22:48:40.227897

    		0.0 ms

  





  

    		2025-11-01 23:48:41.612083

    		0.0 ms

  





  

    		2025-11-02 00:48:42.991931

    		0.0 ms

  





  

    		2025-11-02 01:48:44.134153

    		-0.1 ms

  





  

    		2025-11-02 02:48:44.164583

    		0.0 ms

  





  

    		2025-11-02 03:48:45.385929

    		0.0 ms

  





  

    		2025-11-02 04:48:46.655587

    		0.0 ms

  





  

    		2025-11-02 05:48:46.94809

    		0.0 ms

  





  

    		2025-11-02 06:48:47.876719

    		0.1 ms

  





  

    		2025-11-02 07:48:49.685438

    		0.0 ms

  





  

    		2025-11-02 08:48:50.025909

    		0.0 ms

  





  

    		2025-11-02 09:48:50.101259

    		0.0 ms

  





  

    		2025-11-02 10:48:51.652173

    		0.0 ms

  





  

    		2025-11-02 11:48:52.293791

    		-0.2 ms

  





  

    		2025-11-02 12:48:52.433587

    		0.0 ms

  





  

    		2025-11-02 13:48:52.618232

    		0.1 ms

  





  

    		2025-11-02 14:48:53.211463

    		0.0 ms

  





  

    		2025-11-02 15:48:54.779259

    		-0.1 ms

  





  

    		2025-11-02 16:48:55.172109

    		0.0 ms

  





  

    		2025-11-02 17:48:57.494564

    		0.0 ms

  





  

    		2025-11-02 18:48:59.99711

    		-0.1 ms

  





  

    		2025-11-02 19:49:02.689643

    		0.0 ms

  





  

    		2025-11-02 20:49:04.856634

    		0.1 ms

  





  

    		2025-11-02 21:49:06.623508

    		0.0 ms

  





  

    		2025-11-02 22:49:08.116436

    		-0.1 ms

  





  

    		2025-11-02 23:49:09.450522

    		0.0 ms

  





  

    		2025-11-03 00:49:10.868942

    		0.0 ms

  





  

    		2025-11-03 01:49:11.997273

    		-0.1 ms

  





  

    		2025-11-03 02:49:12.253843

    		0.1 ms

  





  

    		2025-11-03 03:49:13.849899

    		0.0 ms

  





  

    		2025-11-03 04:49:15.287008

    		-0.1 ms

  





  

    		2025-11-03 05:49:17.422421

    		0.0 ms

  





  

    		2025-11-03 06:49:17.58585

    		0.0 ms

  





  

    		2025-11-03 07:49:18.38649

    		0.0 ms

  





  

    		2025-11-03 08:49:18.977146

    		-0.2 ms

  





  

    		2025-11-03 09:49:19.909311

    		0.2 ms

  





  

    		2025-11-03 10:49:20.911134

    		0.0 ms

  





  

    		2025-11-03 11:49:21.847402

    		0.1 ms

  





  

    		2025-11-03 12:49:23.411289

    		-0.1 ms

  





  

    		2025-11-03 13:49:23.460094

    		-0.1 ms

  





  

    		2025-11-03 14:49:24.908238

    		-0.1 ms

  





  

    		2025-11-03 15:49:25.097437

    		0.0 ms

  





  

    		2025-11-03 16:49:25.734009

    		0.0 ms

  





  

    		2025-11-03 17:49:26.23103

    		0.0 ms

  





  

    		2025-11-03 18:49:28.608958

    		0.0 ms

  





  

    		2025-11-03 19:49:28.982576

    		-0.1 ms

  





  

    		2025-11-03 20:49:29.402562

    		0.1 ms

  





  

    		2025-11-03 21:49:31.351277

    		0.0 ms

  





  

    		2025-11-03 22:49:32.984444

    		0.0 ms

  





  

    		2025-11-03 23:49:34.06557

    		0.0 ms

  





  

    		2025-11-04 00:49:35.155948

    		0.0 ms

  





  

    		2025-11-04 01:49:36.595848

    		-0.1 ms

  





  

    		2025-11-04 02:49:37.646285

    		0.0 ms

  





  

    		2025-11-04 03:49:39.027075

    		-0.1 ms

  





  

    		2025-11-04 04:49:40.181162

    		0.0 ms

  





  

    		2025-11-04 05:49:41.610718

    		0.0 ms

  





  

    		2025-11-04 06:49:43.389098

    		0.0 ms

  





  

    		2025-11-04 07:49:43.59248

    		0.0 ms

  





  

    		2025-11-04 08:49:44.165664

    		0.2 ms

  





  

    		2025-11-04 09:49:44.248657

    		-0.1 ms

  





  

    		2025-11-04 10:49:45.172392

    		0.0 ms

  





  

    		2025-11-04 11:49:45.553452

    		-0.2 ms

  





  

    		2025-11-04 12:49:45.926506

    		0.0 ms

  





  

    		2025-11-04 13:49:45.971035

    		0.0 ms

  





  

    		2025-11-04 14:49:46.013112

    		0.0 ms

  





  

    		2025-11-04 15:49:46.247618

    		0.1 ms

  





  

    		2025-11-04 16:49:47.421209

    		0.0 ms

  





  

    		2025-11-04 17:49:49.074159

    		0.0 ms

  





  

    		2025-11-04 18:49:49.129782

    		0.0 ms

  





  

    		2025-11-04 19:49:49.1573

    		0.0 ms

  





  

    		2025-11-04 20:49:51.041846

    		0.0 ms

  





  

    		2025-11-04 21:49:52.489464

    		0.0 ms

  





  

    		2025-11-04 22:49:52.51484

    		0.3 ms

  





  

    		2025-11-04 23:49:54.058711

    		0.0 ms

  





  

    		2025-11-05 00:49:55.608722

    		0.0 ms

  





  

    		2025-11-05 01:49:56.846428

    		0.0 ms

  





  

    		2025-11-05 02:49:58.244814

    		0.0 ms

  





  

    		2025-11-05 03:49:59.981752

    		0.0 ms

  





  

    		2025-11-05 04:50:01.438495

    		0.0 ms

  





  

    		2025-11-05 05:50:03.349173

    		0.0 ms

  





  

    		2025-11-05 06:50:03.858782

    		0.0 ms

  





  

    		2025-11-05 07:50:04.661361

    		0.0 ms

  





  

    		2025-11-05 08:50:05.246162

    		-0.2 ms

  





  

    		2025-11-05 09:50:06.002286

    		0.1 ms

  





  

    		2025-11-05 10:50:06.509862

    		0.0 ms

  





  

    		2025-11-05 11:50:07.249488

    		-0.1 ms

  





  

    		2025-11-05 12:50:08.562741

    		0.0 ms

  





  

    		2025-11-05 13:50:08.843126

    		0.0 ms

  





  

    		2025-11-05 14:50:08.982147

    		0.0 ms

  





  

    		2025-11-05 15:50:09.76793

    		0.0 ms

  





  

    		2025-11-05 16:50:11.700387

    		0.0 ms

  





  

    		2025-11-05 17:50:13.854514

    		0.0 ms

  





  

    		2025-11-05 18:50:14.820939

    		0.1 ms

  





  

    		2025-11-05 19:50:15.836854

    		0.0 ms

  





  

    		2025-11-05 20:50:16.83651

    		0.0 ms

  





  

    		2025-11-05 21:50:18.634075

    		-0.1 ms

  





  

    		2025-11-05 22:50:19.930039

    		0.0 ms

  





  

    		2025-11-05 23:50:21.180911

    		0.0 ms

  





  

    		2025-11-06 00:50:22.240475

    		0.1 ms

  





  

    		2025-11-06 01:50:23.605259

    		0.0 ms

  





  

    		2025-11-06 02:50:24.699808

    		0.2 ms

  





  

    		2025-11-06 03:50:26.079203

    		0.0 ms

  





  

    		2025-11-06 04:50:27.572262

    		-0.1 ms

  





  

    		2025-11-06 05:50:28.99911

    		0.0 ms

  





  

    		2025-11-06 06:50:31.378341

    		0.0 ms

  





  

    		2025-11-06 07:50:31.44611

    		0.0 ms

  





  

    		2025-11-06 08:50:31.468389

    		0.0 ms

  





  

    		2025-11-06 09:50:32.36615

    		0.0 ms

  





  

    		2025-11-06 10:50:32.498089

    		0.0 ms

  





  

    		2025-11-06 11:50:33.434716

    		0.0 ms

  





  

    		2025-11-06 12:50:34.224911

    		0.0 ms

  





  

    		2025-11-06 13:50:35.534279

    		0.0 ms

  





  

    		2025-11-06 14:50:36.820663

    		0.0 ms

  





  

    		2025-11-06 15:50:37.063376

    		-0.1 ms

  





  

    		2025-11-06 16:50:37.863516

    		0.0 ms

  





  

    		2025-11-06 17:50:38.15584

    		0.0 ms

  





  

    		2025-11-06 18:50:39.778862

    		-0.1 ms

  





  

    		2025-11-06 19:50:39.835406

    		0.0 ms

  





  

    		2025-11-06 20:50:40.11198

    		-0.1 ms

  





  

    		2025-11-06 21:50:40.559723

    		-0.1 ms

  





  

    		2025-11-06 22:50:42.150836

    		0.0 ms

  





  

    		2025-11-06 23:50:43.491529

    		0.0 ms

  





  

    		2025-11-07 00:50:44.983626

    		0.1 ms

  





  

    		2025-11-07 01:50:46.304016

    		0.0 ms

  





  

    		2025-11-07 02:50:47.781748

    		0.0 ms

  





  

    		2025-11-07 03:50:49.476926

    		0.0 ms

  





  

    		2025-11-07 04:50:50.68694

    		0.1 ms

  





  

    		2025-11-07 05:50:52.277925

    		-0.1 ms

  





  

    		2025-11-07 06:50:53.693159

    		0.0 ms

  





  

    		2025-11-07 07:50:54.483005

    		-0.3 ms

  





  

    		2025-11-07 08:50:55.165769

    		0.0 ms

  





  

    		2025-11-07 09:50:55.378616

    		0.0 ms

  





  

    		2025-11-07 10:50:55.914599

    		0.0 ms

  





  

    		2025-11-07 11:50:55.97331

    		0.0 ms

  





  

    		2025-11-07 12:50:56.278311

    		0.0 ms

  





  

    		2025-11-07 13:50:56.589132

    		0.1 ms

  





  

    		2025-11-07 14:50:56.983407

    		0.0 ms

  





  

    		2025-11-07 15:50:58.292311

    		0.0 ms

  





  

    		2025-11-07 16:50:59.970728

    		-0.1 ms

  





  

    		2025-11-07 17:51:01.886278

    		0.0 ms

  





  

    		2025-11-07 18:51:01.979599

    		0.0 ms

  





  

    		2025-11-07 19:51:03.49623

    		0.0 ms

  





  

    		2025-11-07 20:51:05.127828

    		0.0 ms

  





  

    		2025-11-07 21:51:06.713325

    		0.0 ms

  





  

    		2025-11-07 22:51:08.15667

    		0.0 ms

  





  

    		2025-11-07 23:51:09.518488

    		0.0 ms

  





  

    		2025-11-08 00:51:11.284307

    		0.1 ms

  





  

    		2025-11-08 01:51:12.798649

    		-0.1 ms

  





  

    		2025-11-08 02:51:14.163818

    		0.0 ms

  





  

    		2025-11-08 03:51:15.463646

    		0.0 ms

  





  

    		2025-11-08 04:51:16.726627

    		0.0 ms

  





  

    		2025-11-08 05:51:18.235293

    		0.0 ms

  





  

    		2025-11-08 06:51:19.835893

    		0.1 ms

  





  

    		2025-11-08 07:51:20.478147

    		0.0 ms

  





  

    		2025-11-08 08:51:20.547734

    		0.0 ms

  





  

    		2025-11-08 09:51:21.965895

    		0.0 ms

  





  

    		2025-11-08 10:51:22.794691

    		0.0 ms

  





  

    		2025-11-08 11:51:23.376654

    		0.1 ms

  





  

    		2025-11-08 12:51:23.958579

    		0.0 ms

  





  

    		2025-11-08 13:51:24.979038

    		0.0 ms

  





  

    		2025-11-08 14:51:25.435757

    		0.0 ms

  





  

    		2025-11-08 15:51:25.939247

    		-0.1 ms

  





  

    		2025-11-08 16:51:27.153857

    		0.0 ms

  





  

    		2025-11-08 17:51:28.463244

    		0.1 ms

  





  

    		2025-11-08 18:51:29.376645

    		0.0 ms

  





  

    		2025-11-08 19:51:30.582953

    		0.0 ms

  





  

    		2025-11-08 20:51:32.474295

    		0.0 ms

  





  

    		2025-11-08 21:51:34.343689

    		0.0 ms

  





  

    		2025-11-08 22:51:35.808307

    		0.0 ms

  





  

    		2025-11-08 23:51:37.367433

    		0.0 ms

  





  

    		2025-11-09 00:51:38.980624

    		0.0 ms

  





  

    		2025-11-09 01:51:40.254376

    		0.1 ms

  





  

    		2025-11-09 02:51:41.47143

    		0.0 ms

  





  

    		2025-11-09 03:51:43.132451

    		0.0 ms

  





  

    		2025-11-09 04:51:44.510249

    		0.0 ms

  





  

    		2025-11-09 05:51:45.183987

    		0.0 ms

  





  

    		2025-11-09 06:51:45.675207

    		0.1 ms

  





  

    		2025-11-09 07:51:46.392962

    		0.0 ms

  





  

    		2025-11-09 08:51:46.5582

    		0.0 ms

  





  

    		2025-11-09 09:51:46.671411

    		0.0 ms

  





  

    		2025-11-09 10:51:46.853818

    		0.0 ms

  





  

    		2025-11-09 11:51:47.378552

    		-0.1 ms

  





  

    		2025-11-09 12:51:47.500139

    		0.0 ms

  





  

    		2025-11-09 13:51:47.971943

    		0.0 ms

  





  

    		2025-11-09 14:51:48.456879

    		0.0 ms

  





  

    		2025-11-09 15:51:51.061939

    		0.0 ms

  





  

    		2025-11-09 16:51:51.330891

    		0.0 ms

  





  

    		2025-11-09 17:51:53.354687

    		0.0 ms

  





  

    		2025-11-09 18:51:53.412585

    		0.0 ms

  





  

    		2025-11-09 19:51:53.556616

    		0.0 ms

  





  

    		2025-11-09 20:51:54.412805

    		-0.2 ms

  





  

    		2025-11-09 21:51:55.056903

    		0.0 ms

  





  

    		2025-11-09 22:51:56.817823

    		0.0 ms

  





  

    		2025-11-09 23:51:58.367898

    		0.0 ms

  





  

    		2025-11-10 00:52:00.005665

    		0.0 ms

  





  

    		2025-11-10 01:52:01.551404

    		0.0 ms

  





  

    		2025-11-10 02:52:02.972119

    		0.1 ms

  





  

    		2025-11-10 03:52:04.919212

    		0.0 ms

  





  

    		2025-11-10 04:52:06.590682

    		0.1 ms

  





  

    		2025-11-10 05:52:08.984645

    		0.0 ms

  





  

    		2025-11-10 06:52:09.276017

    		0.0 ms

  





  

    		2025-11-10 07:52:09.896808

    		0.0 ms

  





  

    		2025-11-10 08:52:11.320718

    		0.0 ms

  





  

    		2025-11-10 09:52:11.910452

    		-0.1 ms

  





  

    		2025-11-10 10:52:11.993533

    		-0.1 ms

  





  

    		2025-11-10 11:52:12.135624

    		0.0 ms

  





  

    		2025-11-10 12:52:12.264044

    		0.0 ms

  





  

    		2025-11-10 13:52:12.483607

    		0.0 ms

  





  

    		2025-11-10 14:52:13.1893

    		0.0 ms

  





  

    		2025-11-10 15:52:13.802348

    		0.0 ms

  





  

    		2025-11-10 16:52:14.222669

    		0.1 ms

  





  

    		2025-11-10 17:52:15.119657

    		0.0 ms

  





  

    		2025-11-10 18:52:15.523167

    		0.0 ms

  





  

    		2025-11-10 19:52:16.186476

    		0.0 ms

  





  

    		2025-11-10 20:52:16.288744

    		0.0 ms

  





  

    		2025-11-10 21:52:17.336671

    		0.0 ms

  





  

    		2025-11-10 22:52:17.573362

    		0.1 ms

  





  

    		2025-11-10 23:52:19.113833

    		0.0 ms

  





  

    		2025-11-11 00:52:20.5769

    		-0.1 ms

  





  

    		2025-11-11 01:52:21.75195

    		0.0 ms

  





  

    		2025-11-11 02:52:23.201539

    		0.0 ms

  





  

    		2025-11-11 03:52:24.588222

    		-0.2 ms

  





  

    		2025-11-11 04:52:26.183123

    		0.0 ms

  





  

    		2025-11-11 05:52:27.79489

    		0.0 ms

  





  

    		2025-11-11 06:52:28.799355

    		0.0 ms

  





  

    		2025-11-11 07:52:29.457376

    		-0.2 ms

  





  

    		2025-11-11 08:52:29.839797

    		0.0 ms

  





  

    		2025-11-11 09:52:30.110165

    		0.0 ms

  





  

    		2025-11-11 10:52:30.479652

    		0.0 ms

  





  

    		2025-11-11 11:52:30.584543

    		0.0 ms

  





  

    		2025-11-11 12:52:31.240056

    		0.0 ms

  





  

    		2025-11-11 13:52:31.293259

    		0.0 ms

  





  

    		2025-11-11 14:52:32.196055

    		-0.1 ms

  





  

    		2025-11-11 15:52:33.972668

    		0.0 ms

  





  

    		2025-11-11 16:52:34.044819

    		0.0 ms

  





  

    		2025-11-11 17:52:36.040807

    		0.0 ms

  





  

    		2025-11-11 18:52:37.010113

    		0.0 ms

  





  

    		2025-11-11 19:52:37.484982

    		-0.1 ms

  





  

    		2025-11-11 20:52:39.060217

    		0.0 ms

  





  

    		2025-11-11 21:52:39.236018

    		0.0 ms

  





  

    		2025-11-11 22:52:39.520054

    		0.6 ms

  





  

    		2025-11-11 23:52:39.613438

    		0.0 ms

  





  

    		2025-11-12 00:52:40.965092

    		0.0 ms

  





  

    		2025-11-12 01:52:42.355766

    		0.0 ms

  





  

    		2025-11-12 02:52:43.554267

    		0.0 ms

  





  

    		2025-11-12 03:52:44.947649

    		0.0 ms

  





  

    		2025-11-12 04:52:46.598477

    		0.1 ms

  





  

    		2025-11-12 05:52:48.027401

    		0.0 ms

  





  

    		2025-11-12 06:52:50.200276

    		0.0 ms

  





  

    		2025-11-12 07:52:50.372115

    		0.0 ms

  





  

    		2025-11-12 08:52:50.449

    		-0.1 ms

  





  

    		2025-11-12 09:52:50.902479

    		0.0 ms

  





  

    		2025-11-12 10:52:51.511504

    		0.0 ms

  





  

    		2025-11-12 11:52:51.800267

    		0.0 ms

  





  

    		2025-11-12 12:52:51.952961

    		-0.2 ms

  





  

    		2025-11-12 13:52:52.192548

    		0.0 ms

  





  

    		2025-11-12 14:52:52.601415

    		0.0 ms

  





  

    		2025-11-12 15:52:53.89551

    		0.0 ms

  





  

    		2025-11-12 16:52:54.875998

    		0.0 ms

  





  

    		2025-11-12 17:52:54.915111

    		0.0 ms

  





  

    		2025-11-12 18:52:55.078223

    		0.0 ms

  





  

    		2025-11-12 19:52:57.519618

    		0.0 ms

  





  

    		2025-11-12 20:52:59.390132

    		0.1 ms

  





  

    		2025-11-12 21:52:59.425984

    		0.0 ms

  





  

    		2025-11-12 22:52:59.647582

    		-0.1 ms

  





  

    		2025-11-12 23:52:59.68679

    		0.1 ms

  





  

    		2025-11-13 00:53:01.12504

    		0.0 ms

  





  

    		2025-11-13 01:53:02.755025

    		0.0 ms

  





  

    		2025-11-13 02:53:04.109165

    		0.0 ms

  





  

    		2025-11-13 03:53:05.694252

    		0.2 ms

  





  

    		2025-11-13 04:53:07.187029

    		0.0 ms

  





  

    		2025-11-13 05:53:08.644994

    		-0.1 ms

  





  

    		2025-11-13 06:53:10.963496

    		0.2 ms

  





  

    		2025-11-13 07:53:11.111457

    		0.0 ms

  





  

    		2025-11-13 08:53:11.284814

    		0.0 ms

  





  

    		2025-11-13 09:53:11.697821

    		0.0 ms

  





  

    		2025-11-13 10:53:11.8704

    		0.0 ms

  





  

    		2025-11-13 11:53:12.784133

    		0.0 ms

  





  

    		2025-11-13 12:53:13.296548

    		0.1 ms

  





  

    		2025-11-13 13:53:15.390363

    		0.0 ms

  





  

    		2025-11-13 14:53:15.473625

    		0.2 ms

  





  

    		2025-11-13 15:53:15.567914

    		0.0 ms

  





  

    		2025-11-13 16:53:15.865334

    		0.0 ms

  





  

    		2025-11-13 17:53:16.505562

    		0.2 ms

  





  

    		2025-11-13 18:53:18.118273

    		0.0 ms

  





  

    		2025-11-13 19:53:20.015187

    		0.0 ms

  





  

    		2025-11-13 20:53:20.41562

    		0.0 ms

  





  

    		2025-11-13 21:53:22.299683

    		-0.2 ms

  





  

    		2025-11-13 22:53:24.147283

    		-0.1 ms

  





  

    		2025-11-13 23:53:25.601457

    		0.1 ms

  





  

    		2025-11-14 00:53:27.030791

    		0.0 ms

  





  

    		2025-11-14 01:53:28.338548

    		0.0 ms

  





  

    		2025-11-14 02:53:29.609002

    		0.0 ms

  





  

    		2025-11-14 03:53:30.963329

    		0.0 ms

  





  

    		2025-11-14 04:53:32.230029

    		0.1 ms

  





  

    		2025-11-14 05:53:33.625014

    		-0.1 ms

  





  

    		2025-11-14 06:53:33.66026

    		0.0 ms

  





  

    		2025-11-14 07:53:34.233974

    		0.0 ms

  





  

    		2025-11-14 08:53:36.06721

    		0.0 ms

  





  

    		2025-11-14 09:53:36.093081

    		0.0 ms

  





  

    		2025-11-14 10:53:37.346897

    		0.1 ms

  





  

    		2025-11-14 11:53:37.512471

    		0.0 ms

  





  

    		2025-11-14 12:53:37.570205

    		0.0 ms

  





  

    		2025-11-14 13:53:37.825516

    		0.0 ms

  





  

    		2025-11-14 14:53:38.574581

    		0.0 ms

  





  

    		2025-11-14 15:53:38.895871

    		0.0 ms

  





  

    		2025-11-14 16:53:40.358141

    		-0.1 ms

  





  

    		2025-11-14 17:53:40.875505

    		0.0 ms

  





  

    		2025-11-14 18:53:42.964498

    		0.0 ms

  





  

    		2025-11-14 19:53:44.610535

    		0.0 ms

  





  

    		2025-11-14 20:53:45.014972

    		0.0 ms

  





  

    		2025-11-14 21:53:46.515758

    		0.1 ms

  





  

    		2025-11-14 22:53:48.235614

    		0.0 ms

  





  

    		2025-11-14 23:53:49.53904

    		0.0 ms

  





  

    		2025-11-15 00:53:50.873976

    		0.0 ms

  





  

    		2025-11-15 01:53:52.079971

    		0.0 ms

  





  

    		2025-11-15 02:53:53.291998

    		0.0 ms

  





  

    		2025-11-15 03:53:54.764653

    		0.0 ms

  





  

    		2025-11-15 04:53:56.034995

    		0.0 ms

  





  

    		2025-11-15 05:53:57.065424

    		0.0 ms

  





  

    		2025-11-15 06:53:57.598023

    		0.1 ms

  





  

    		2025-11-15 07:53:58.283643

    		0.0 ms

  





  

    		2025-11-15 08:53:59.602329

    		0.0 ms

  





  

    		2025-11-15 09:54:00.223746

    		0.0 ms

  





  

    		2025-11-15 10:54:01.441821

    		0.0 ms

  





  

    		2025-11-15 11:54:03.038274

    		0.0 ms

  





  

    		2025-11-15 12:54:03.300676

    		0.0 ms

  





  

    		2025-11-15 13:54:05.289436

    		0.0 ms

  





  

    		2025-11-15 14:54:06.992043

    		0.0 ms

  





  

    		2025-11-15 15:54:07.400268

    		0.1 ms

  





  

    		2025-11-15 16:54:07.495092

    		0.2 ms

  





  

    		2025-11-15 17:54:09.579299

    		0.0 ms

  





  

    		2025-11-15 18:54:09.606712

    		-0.1 ms

  





  

    		2025-11-15 19:54:10.300888

    		0.1 ms

  





  

    		2025-11-15 20:54:10.42522

    		0.0 ms

  





  

    		2025-11-15 21:54:10.681108

    		0.0 ms

  





  

    		2025-11-15 22:54:10.708332

    		0.1 ms

  





  

    		2025-11-15 23:54:12.084544

    		0.0 ms

  





  

    		2025-11-16 00:54:13.146128

    		-0.1 ms

  





  

    		2025-11-16 01:54:14.299354

    		0.1 ms

  





  

    		2025-11-16 02:54:15.765347

    		-0.1 ms

  





  

    		2025-11-16 03:54:16.92912

    		0.1 ms

  





  

    		2025-11-16 04:54:16.961892

    		0.0 ms

  





  

    		2025-11-16 05:54:19.572205

    		0.0 ms

  





  

    		2025-11-16 06:54:19.788192

    		0.0 ms

  





  

    		2025-11-16 07:54:22.280925

    		-0.1 ms

  





  

    		2025-11-16 08:54:23.141213

    		0.0 ms

  





  

    		2025-11-16 09:54:23.506083

    		0.0 ms

  





  

    		2025-11-16 10:54:23.748668

    		0.0 ms

  





  

    		2025-11-16 11:54:23.931955

    		-0.1 ms

  





  

    		2025-11-16 12:54:24.454092

    		0.0 ms

  





  

    		2025-11-16 13:54:26.01335

    		-0.1 ms

  





  

    		2025-11-16 14:54:26.118846

    		0.0 ms

  





  

    		2025-11-16 15:54:26.964161

    		0.0 ms

  





  

    		2025-11-16 16:54:28.33183

    		0.0 ms

  





  

    		2025-11-16 17:54:28.407918

    		0.0 ms

  





  

    		2025-11-16 18:54:29.058276

    		0.0 ms

  





  

    		2025-11-16 19:54:29.635146

    		0.0 ms

  





  

    		2025-11-16 20:54:30.591171

    		0.0 ms

  





  

    		2025-11-16 21:54:32.598129

    		0.0 ms

  





  

    		2025-11-16 22:54:34.612277

    		0.0 ms

  





  

    		2025-11-16 23:54:36.196281

    		0.0 ms

  





  

    		2025-11-17 00:54:37.657597

    		0.0 ms

  





  

    		2025-11-17 01:54:39.028864

    		0.0 ms

  





  

    		2025-11-17 02:54:40.483805

    		0.0 ms

  





  

    		2025-11-17 03:54:41.682979

    		0.0 ms

  





  

    		2025-11-17 04:54:43.198471

    		0.0 ms

  





  

    		2025-11-17 05:54:45.637463

    		0.0 ms

  





  

    		2025-11-17 06:54:46.207085

    		0.0 ms

  





  

    		2025-11-17 07:54:47.214082

    		0.0 ms

  





  

    		2025-11-17 08:54:47.664781

    		0.0 ms

  





  

    		2025-11-17 09:54:48.583544

    		0.0 ms

  





  

    		2025-11-17 10:54:49.282562

    		0.0 ms

  





  

    		2025-11-17 11:54:49.489976

    		0.0 ms

  





  

    		2025-11-17 12:54:50.064614

    		0.0 ms

  





  

    		2025-11-17 13:54:50.406889

    		0.0 ms

  





  

    		2025-11-17 14:54:50.781358

    		0.0 ms

  





  

    		2025-11-17 15:54:51.095554

    		0.0 ms

  





  

    		2025-11-17 16:54:52.117181

    		0.0 ms

  





  

    		2025-11-17 17:54:52.400523

    		0.0 ms

  





  

    		2025-11-17 18:54:53.380032

    		0.0 ms

  





  

    		2025-11-17 19:54:53.804443

    		0.0 ms

  





  

    		2025-11-17 20:54:53.90523

    		0.0 ms

  





  

    		2025-11-17 21:54:54.853787

    		0.0 ms

  





  

    		2025-11-17 22:54:56.501925

    		0.0 ms

  





  

    		2025-11-17 23:54:58.030559

    		0.0 ms

  





  

    		2025-11-18 00:54:59.380354

    		0.0 ms

  





  

    		2025-11-18 01:55:00.856272

    		0.0 ms

  





  

    		2025-11-18 02:55:02.095765

    		-0.1 ms

  





  

    		2025-11-18 03:55:03.62687

    		0.0 ms

  





  

    		2025-11-18 04:55:05.091841

    		0.0 ms

  





  

    		2025-11-18 05:55:06.982922

    		0.0 ms

  





  

    		2025-11-18 06:55:07.023028

    		-0.1 ms

  





  

    		2025-11-18 07:55:07.236352

    		0.0 ms

  





  

    		2025-11-18 08:55:07.31567

    		0.0 ms

  





  

    		2025-11-18 09:55:07.658724

    		0.0 ms

  





  

    		2025-11-18 10:55:08.347552

    		0.0 ms

  





  

    		2025-11-18 11:55:08.417699

    		0.0 ms

  





  

    		2025-11-18 12:55:08.47853

    		0.0 ms

  





  

    		2025-11-18 13:55:09.085019

    		0.0 ms

  





  

    		2025-11-18 14:55:09.372348

    		0.0 ms

  





  

    		2025-11-18 15:55:09.943626

    		0.0 ms

  





  

    		2025-11-18 16:55:11.259777

    		0.0 ms

  





  

    		2025-11-18 17:55:11.500928

    		0.0 ms

  





  

    		2025-11-18 18:55:13.008813

    		0.0 ms

  





  

    		2025-11-18 19:55:13.13867

    		0.1 ms

  





  

    		2025-11-18 20:55:13.822298

    		0.0 ms

  





  

    		2025-11-18 21:55:15.989448

    		-0.1 ms

  





  

    		2025-11-18 22:55:17.613101

    		0.0 ms

  





  

    		2025-11-18 23:55:18.964309

    		0.0 ms

  





  

    		2025-11-19 00:55:20.171902

    		0.0 ms

  





  

    		2025-11-19 01:55:21.497457

    		-0.1 ms

  





  

    		2025-11-19 02:55:22.825168

    		0.0 ms

  





  

    		2025-11-19 03:55:24.284643

    		0.0 ms

  





  

    		2025-11-19 04:55:25.788624

    		0.0 ms

  





  

    		2025-11-19 05:55:27.645034

    		0.0 ms

  





  

    		2025-11-19 06:55:28.25011

    		0.0 ms

  





  

    		2025-11-19 07:55:28.445743

    		0.0 ms

  





  

    		2025-11-19 08:55:29.115424

    		0.0 ms

  





  

    		2025-11-19 09:55:29.346575

    		0.0 ms

  





  

    		2025-11-19 10:55:29.964785

    		0.0 ms

  





  

    		2025-11-19 11:55:30.12861

    		0.0 ms

  





  

    		2025-11-19 12:55:30.319029

    		0.0 ms

  





  

    		2025-11-19 13:55:30.406786

    		0.0 ms

  





  

    		2025-11-19 14:55:31.421015

    		0.0 ms

  





  

    		2025-11-19 15:55:31.460561

    		0.0 ms

  





  

    		2025-11-19 16:55:33.040248

    		0.0 ms

  





  

    		2025-11-19 17:55:34.758905

    		0.0 ms

  





  

    		2025-11-19 18:55:37.737428

    		0.1 ms

  





  

    		2025-11-19 19:55:39.898738

    		0.1 ms

  





  

    		2025-11-19 20:55:41.880239

    		0.0 ms

  





  

    		2025-11-19 21:55:43.496332

    		0.1 ms

  





  

    		2025-11-19 22:55:44.979026

    		0.0 ms

  





  

    		2025-11-19 23:55:46.405267

    		0.0 ms

  





  

    		2025-11-20 00:55:47.842949

    		0.0 ms

  





  

    		2025-11-20 01:55:49.204797

    		0.0 ms

  





  

    		2025-11-20 02:55:50.399365

    		0.1 ms

  





  

    		2025-11-20 03:55:51.421667

    		0.0 ms

  





  

    		2025-11-20 04:55:52.89325

    		0.0 ms

  





  

    		2025-11-20 05:55:54.233419

    		0.0 ms

  





  

    		2025-11-20 06:55:56.077576

    		0.0 ms

  





  

    		2025-11-20 07:55:56.47063

    		0.0 ms

  





  

    		2025-11-20 08:55:57.155975

    		0.0 ms

  





  

    		2025-11-20 09:55:57.835562

    		0.0 ms

  





  

    		2025-11-20 10:55:58.688078

    		0.0 ms

  





  

    		2025-11-20 11:55:59.918978

    		0.0 ms

  





  

    		2025-11-20 12:56:00.057957

    		0.0 ms

  





  

    		2025-11-20 13:56:00.191199

    		0.0 ms

  





  

    		2025-11-20 14:56:00.643478

    		0.0 ms

  





  

    		2025-11-20 15:56:00.67693

    		0.0 ms

  





  

    		2025-11-20 16:56:00.749414

    		0.0 ms

  





  

    		2025-11-20 17:56:01.138642

    		0.0 ms

  





  

    		2025-11-20 18:56:02.847136

    		0.1 ms

  





  

    		2025-11-20 19:56:04.108722

    		0.0 ms

  





  

    		2025-11-20 20:56:06.097695

    		-0.1 ms

  





  

    		2025-11-20 21:56:06.145646

    		0.0 ms

  





  

    		2025-11-20 22:56:06.599355

    		0.0 ms

  





  

    		2025-11-20 23:56:06.612317

    		0.0 ms

  





  

    		2025-11-21 00:56:06.934608

    		0.6 ms

  





  

    		2025-11-21 01:56:07.213531

    		0.0 ms

  





  

    		2025-11-21 02:56:08.479115

    		0.0 ms

  





  

    		2025-11-21 03:56:10.45445

    		0.0 ms

  





  

    		2025-11-21 04:56:12.152417

    		0.0 ms

  





  

    		2025-11-21 05:56:13.354435

    		0.0 ms

  





  

    		2025-11-21 06:56:14.97083

    		0.0 ms

  





  

    		2025-11-21 07:56:16.610991

    		0.0 ms

  





  

    		2025-11-21 08:56:16.674251

    		0.0 ms

  





  

    		2025-11-21 09:56:16.945441

    		0.0 ms

  





  

    		2025-11-21 10:56:17.132459

    		0.0 ms

  





  

    		2025-11-21 11:56:17.722523

    		0.0 ms

  





  

    		2025-11-21 12:56:18.144745

    		0.0 ms

  





  

    		2025-11-21 13:56:18.564709

    		0.0 ms

  





  

    		2025-11-21 14:56:20.060275

    		0.0 ms

  





  

    		2025-11-21 15:56:20.123165

    		0.0 ms

  





  

    		2025-11-21 16:56:20.962281

    		0.0 ms

  





  

    		2025-11-21 17:56:21.06538

    		0.0 ms

  





  

    		2025-11-21 18:56:23.557294

    		0.0 ms

  





  

    		2025-11-21 19:56:25.862818

    		0.0 ms

  





  

    		2025-11-21 20:56:27.716316

    		0.0 ms

  





  

    		2025-11-21 21:56:29.358873

    		0.0 ms

  





  

    		2025-11-21 22:56:31.008061

    		0.1 ms

  





  

    		2025-11-21 23:56:32.433604

    		0.1 ms

  





  

    		2025-11-22 00:56:33.832423

    		0.1 ms

  





  

    		2025-11-22 01:56:35.03942

    		-0.1 ms

  





  

    		2025-11-22 02:56:36.304983

    		0.1 ms

  





  

    		2025-11-22 03:56:36.433397

    		0.0 ms

  





  

    		2025-11-22 04:56:38.447577

    		0.0 ms

  





  

    		2025-11-22 05:56:39.541886

    		-0.1 ms

  





  

    		2025-11-22 06:56:40.105426

    		0.0 ms

  





  

    		2025-11-22 07:56:40.408652

    		0.0 ms

  





  

    		2025-11-22 08:56:41.257281

    		-0.1 ms

  





  

    		2025-11-22 09:56:41.800878

    		-0.1 ms

  





  

    		2025-11-22 10:56:41.840989

    		0.1 ms

  





  

    		2025-11-22 11:56:42.084311

    		0.0 ms

  





  

    		2025-11-22 12:56:42.140207

    		0.0 ms

  





  

    		2025-11-22 13:56:43.572566

    		-0.2 ms

  





  

    		2025-11-22 14:56:43.800818

    		0.0 ms

  





  

    		2025-11-22 15:56:43.837036

    		0.0 ms

  





  

    		2025-11-22 16:56:45.438636

    		0.0 ms

  





  

    		2025-11-22 17:56:46.0247

    		0.0 ms

  





  

    		2025-11-22 18:56:47.527207

    		0.0 ms

  





  

    		2025-11-22 19:56:50.45749

    		-0.1 ms

  





  

    		2025-11-22 20:56:50.689662

    		0.0 ms

  





  

    		2025-11-22 21:56:50.845169

    		-0.1 ms

  





  

    		2025-11-22 22:56:50.889992

    		-0.1 ms

  





  

    		2025-11-22 23:56:51.336579

    		0.0 ms

  





  

    		2025-11-23 00:56:53.150393

    		0.0 ms

  





  

    		2025-11-23 01:56:53.242059

    		0.0 ms

  





  

    		2025-11-23 02:56:53.254809

    		-0.1 ms

  





  

    		2025-11-23 03:56:53.814363

    		0.0 ms

  





  

    		2025-11-23 04:56:55.684388

    		0.0 ms

  





  

    		2025-11-23 05:56:56.234974

    		0.0 ms

  





  

    		2025-11-23 06:56:57.525116

    		0.0 ms

  





  

    		2025-11-23 07:56:57.935648

    		-0.1 ms

  





  

    		2025-11-23 08:56:58.128065

    		-0.1 ms

  





  

    		2025-11-23 09:56:58.185309

    		0.0 ms

  





  

    		2025-11-23 10:56:59.11259

    		0.0 ms

  





  

    		2025-11-23 11:56:59.690909

    		0.0 ms

  





  

    		2025-11-23 12:57:01.604186

    		-0.1 ms

  





  

    		2025-11-23 13:57:02.139366

    		-0.1 ms

  





  

    		2025-11-23 14:57:03.600615

    		0.0 ms

  





  

    		2025-11-23 15:57:04.339159

    		-0.1 ms

  





  

    		2025-11-23 16:57:05.120756

    		0.0 ms

  





  

    		2025-11-23 17:57:05.871011

    		0.0 ms

  





  

    		2025-11-23 18:57:07.313373

    		0.1 ms

  





  

    		2025-11-23 19:57:08.520719

    		0.0 ms

  





  

    		2025-11-23 20:57:09.713339

    		0.0 ms

  





  

    		2025-11-23 21:57:10.236227

    		0.0 ms

  





  

    		2025-11-23 22:57:12.180656

    		0.0 ms

  





  

    		2025-11-23 23:57:13.897138

    		0.0 ms

  





  

    		2025-11-24 00:57:15.86674

    		0.0 ms

  





  

    		2025-11-24 01:57:17.597348

    		0.1 ms

  





  

    		2025-11-24 02:57:19.716174

    		-0.1 ms

  





  

    		2025-11-24 03:57:21.719913

    		0.0 ms

  





  

    		2025-11-24 04:57:23.788044

    		0.0 ms

  





  

    		2025-11-24 05:57:24.414545

    		0.0 ms

  





  

    		2025-11-24 06:57:24.859336

    		0.0 ms

  





  

    		2025-11-24 07:57:24.89916

    		0.0 ms

  





  

    		2025-11-24 08:57:25.709606

    		0.0 ms

  





  

    		2025-11-24 09:57:25.931813

    		0.0 ms

  





  

    		2025-11-24 10:57:25.983601

    		0.0 ms

  





  

    		2025-11-24 11:57:26.018776

    		0.0 ms

  





  

    		2025-11-24 12:57:26.043057

    		0.0 ms

  





  

    		2025-11-24 13:57:26.615759

    		0.1 ms

  





  

    		2025-11-24 14:57:27.250264

    		0.0 ms

  





  

    		2025-11-24 15:57:27.589952

    		0.0 ms

  





  

    		2025-11-24 16:57:29.21051

    		0.0 ms

  





  

    		2025-11-24 17:57:29.22915

    		0.0 ms

  





  

    		2025-11-24 18:57:29.294643

    		0.0 ms

  





  

    		2025-11-24 19:57:30.455911

    		0.1 ms

  





  

    		2025-11-24 20:57:31.389481

    		0.0 ms

  





  

    		2025-11-24 21:57:31.81932

    		0.0 ms

  





  

    		2025-11-24 22:57:32.427703

    		0.0 ms

  





  

    		2025-11-24 23:57:33.922443

    		0.0 ms

  





  

    		2025-11-25 00:57:35.437635

    		0.1 ms

  





  

    		2025-11-25 01:57:37.10214

    		0.0 ms

  





  

    		2025-11-25 02:57:38.887567

    		0.0 ms

  





  

    		2025-11-25 03:57:40.469861

    		0.0 ms

  





  

    		2025-11-25 04:57:41.539009

    		0.0 ms

  





  

    		2025-11-25 05:57:43.573116

    		0.0 ms

  





  

    		2025-11-25 06:57:43.75399

    		0.0 ms

  





  

    		2025-11-25 07:57:43.987743

    		0.0 ms

  





  

    		2025-11-25 08:57:44.039749

    		0.0 ms

  





  

    		2025-11-25 09:57:44.372395

    		0.1 ms

  





  

    		2025-11-25 10:57:44.510807

    		0.0 ms

  





  

    		2025-11-25 11:57:44.685448

    		0.1 ms

  





  

    		2025-11-25 12:57:44.890163

    		0.0 ms

  





  

    		2025-11-25 13:57:45.522934

    		0.1 ms

  





  

    		2025-11-25 14:57:45.644274

    		0.0 ms

  





  

    		2025-11-25 15:57:47.360975

    		0.1 ms

  





  

    		2025-11-25 16:57:47.714639

    		0.0 ms

  





  

    		2025-11-25 17:57:48.865352

    		0.0 ms

  





  

    		2025-11-25 18:57:49.545884

    		0.1 ms

  





  

    		2025-11-25 19:57:51.512186

    		-0.1 ms

  





  

    		2025-11-25 20:57:52.146447

    		0.0 ms

  





  

    		2025-11-25 21:57:53.071369

    		-0.1 ms

  





  

    		2025-11-25 22:57:53.579164

    		0.4 ms

  





  

    		2025-11-25 23:57:53.718648

    		0.0 ms

  





  

    		2025-11-26 00:57:55.183549

    		0.0 ms

  





  

    		2025-11-26 01:57:56.859994

    		0.4 ms

  





  

    		2025-11-26 02:57:58.263996

    		0.0 ms

  





  

    		2025-11-26 03:57:59.598776

    		0.1 ms

  





  

    		2025-11-26 04:58:01.090019

    		0.4 ms

  





  

    		2025-11-26 05:58:02.64798

    		-0.1 ms

  





  

    		2025-11-26 06:58:03.064886

    		-0.1 ms

  





  

    		2025-11-26 07:58:03.528142

    		0.0 ms

  





  

    		2025-11-26 08:58:04.118066

    		0.0 ms

  





  

    		2025-11-26 09:58:04.286501

    		0.0 ms

  





  

    		2025-11-26 10:58:04.582619

    		0.2 ms

  





  

    		2025-11-26 11:58:04.651717

    		0.0 ms

  





  

    		2025-11-26 12:58:05.035807

    		0.0 ms

  





  

    		2025-11-26 13:58:06.125544

    		-0.4 ms

  





  

    		2025-11-26 14:58:06.469639

    		0.0 ms

  





  

    		2025-11-26 15:58:06.643951

    		-0.2 ms

  





  

    		2025-11-26 16:58:06.690223

    		0.0 ms

  





  

    		2025-11-26 17:58:07.102947

    		0.0 ms

  





  

    		2025-11-26 18:58:07.405695

    		0.0 ms

  





  

    		2025-11-26 19:58:10.028559

    		0.0 ms

  





  

    		2025-11-26 20:58:12.266102

    		0.0 ms

  





  

    		2025-11-26 21:58:14.066381

    		0.0 ms

  





  

    		2025-11-26 22:58:15.457276

    		-0.1 ms

  





  

    		2025-11-26 23:58:17.154223

    		0.1 ms

  





  

    		2025-11-27 00:58:18.304982

    		0.1 ms

  





  

    		2025-11-27 01:58:19.757947

    		0.5 ms

  





  

    		2025-11-27 02:58:20.98896

    		0.0 ms

  





  

    		2025-11-27 03:58:22.289742

    		0.0 ms

  





  

    		2025-11-27 04:58:23.351444

    		0.0 ms

  





  

    		2025-11-27 05:58:25.050074

    		0.0 ms

  





  

    		2025-11-27 06:58:26.997484

    		0.0 ms

  





  

    		2025-11-27 07:58:27.705487

    		-0.1 ms

  





  

    		2025-11-27 08:58:28.806365

    		0.0 ms

  





  

    		2025-11-27 09:58:29.503205

    		0.0 ms

  





  

    		2025-11-27 10:58:30.113932

    		0.0 ms

  





  

    		2025-11-27 11:58:30.60914

    		0.0 ms

  





  

    		2025-11-27 12:58:30.665608

    		0.0 ms

  





  

    		2025-11-27 13:58:31.659214

    		0.0 ms

  





  

    		2025-11-27 14:58:32.094242

    		0.1 ms

  





  

    		2025-11-27 15:58:33.152303

    		0.0 ms

  





  

    		2025-11-27 16:58:33.668563

    		0.0 ms

  





  

    		2025-11-27 17:58:34.896971

    		0.0 ms

  





  

    		2025-11-27 18:58:36.417269

    		0.1 ms

  





  

    		2025-11-27 19:58:38.578805

    		0.0 ms

  





  

    		2025-11-27 20:58:40.531351

    		0.1 ms

  





  

    		2025-11-27 21:58:41.912915

    		0.0 ms

  





  

    		2025-11-27 22:58:42.197315

    		0.1 ms

  





  

    		2025-11-27 23:58:43.687864

    		0.0 ms

  





  

    		2025-11-28 00:58:45.129697

    		0.0 ms

  





  

    		2025-11-28 01:58:46.273771

    		0.0 ms

  





  

    		2025-11-28 02:58:47.612339

    		0.0 ms

  





  

    		2025-11-28 03:58:49.187604

    		0.0 ms

  





  

    		2025-11-28 04:58:50.840004

    		0.0 ms

  





  

    		2025-11-28 05:58:52.44679

    		0.0 ms

  





  

    		2025-11-28 06:58:53.894915

    		0.0 ms

  





  

    		2025-11-28 07:58:54.571723

    		0.0 ms

  





  

    		2025-11-28 08:58:54.697934

    		0.0 ms

  





  

    		2025-11-28 09:58:55.660961

    		0.0 ms

  





  

    		2025-11-28 10:58:55.755104

    		-0.1 ms

  





  

    		2025-11-28 11:58:55.884758

    		0.0 ms

  





  

    		2025-11-28 12:58:56.580169

    		-0.1 ms

  





  

    		2025-11-28 13:58:56.919514

    		0.0 ms

  





  

    		2025-11-28 14:58:56.936876

    		0.0 ms

  





  

    		2025-11-28 15:58:57.178525

    		0.0 ms

  





  

    		2025-11-28 16:58:57.378426

    		0.0 ms

  





  

    		2025-11-28 17:58:58.10006

    		0.0 ms

  





  

    		2025-11-28 18:58:59.219525

    		0.0 ms

  





  

    		2025-11-28 19:58:59.492977

    		0.0 ms

  





  

    		2025-11-28 20:59:00.333134

    		0.0 ms

  





  

    		2025-11-28 21:59:01.934023

    		0.1 ms

  





  

    		2025-11-28 22:59:03.653336

    		0.0 ms

  





  

    		2025-11-28 23:59:05.068272

    		0.1 ms

  





  

    		2025-11-29 00:59:06.332731

    		0.0 ms

  





  

    		2025-11-29 01:59:07.531869

    		0.0 ms

  





  

    		2025-11-29 02:59:08.658274

    		0.0 ms

  





  

    		2025-11-29 03:59:10.042478

    		0.0 ms

  





  

    		2025-11-29 04:59:11.132175

    		0.0 ms

  





  

    		2025-11-29 05:59:11.623538

    		0.0 ms

  





  

    		2025-11-29 06:59:11.686531

    		0.0 ms

  





  

    		2025-11-29 07:59:12.990585

    		-0.1 ms

  





  

    		2025-11-29 08:59:13.180796

    		0.0 ms

  





  

    		2025-11-29 09:59:13.630298

    		-0.1 ms

  





  

    		2025-11-29 10:59:14.458149

    		0.0 ms

  





  

    		2025-11-29 11:59:14.515181

    		0.0 ms

  





  

    		2025-11-29 12:59:15.142023

    		0.0 ms

  





  

    		2025-11-29 13:59:15.380201

    		0.0 ms

  





  

    		2025-11-29 14:59:15.573993

    		0.0 ms

  





  

    		2025-11-29 15:59:15.903529

    		0.0 ms

  





  

    		2025-11-29 16:59:16.952616

    		0.0 ms

  





  

    		2025-11-29 17:59:17.831849

    		0.0 ms

  





  

    		2025-11-29 18:59:18.855429

    		0.0 ms

  





  

    		2025-11-29 19:59:21.288592

    		0.0 ms

  





  

    		2025-11-29 20:59:23.109354

    		0.0 ms

  





  

    		2025-11-29 21:59:24.570184

    		0.0 ms

  





  

    		2025-11-29 22:59:25.983933

    		0.0 ms

  





  

    		2025-11-29 23:59:27.158988

    		0.0 ms

  





  

    		2025-11-30 00:59:28.491186

    		0.0 ms

  





  

    		2025-11-30 01:59:29.795073

    		0.0 ms

  





  

    		2025-11-30 02:59:31.394202

    		0.0 ms

  





  

    		2025-11-30 03:59:32.803037

    		0.0 ms

  





  

    		2025-11-30 04:59:34.280934

    		0.0 ms

  





  

    		2025-11-30 05:59:34.58735

    		0.0 ms

  





  

    		2025-11-30 06:59:36.19665

    		0.0 ms

  





  

    		2025-11-30 07:59:36.389238

    		0.0 ms

  





  

    		2025-11-30 08:59:37.451289

    		0.0 ms

  





  

    		2025-11-30 09:59:38.042823

    		0.0 ms

  





  

    		2025-11-30 10:59:38.68096

    		0.0 ms

  





  

    		2025-11-30 11:59:39.31865

    		0.0 ms

  





  

    		2025-11-30 12:59:41.00569

    		0.0 ms

  





  

    		2025-11-30 13:59:41.940005

    		0.0 ms

  





  

    		2025-11-30 14:59:42.835396

    		0.0 ms

  





  

    		2025-11-30 15:59:43.589519

    		0.0 ms

  





  

    		2025-11-30 16:59:44.423815

    		0.0 ms

  





  

    		2025-11-30 17:59:44.837325

    		0.0 ms

  





  

    		2025-11-30 18:59:46.75782

    		0.0 ms

  





  

    		2025-11-30 19:59:49.180094

    		0.0 ms

  





  

    		2025-11-30 20:59:51.169115

    		0.0 ms

  





  

    		2025-11-30 21:59:52.773104

    		0.0 ms

  





  

    		2025-11-30 22:59:53.98665

    		-0.1 ms

  





  

    		2025-11-30 23:59:55.502193

    		0.0 ms

  





  

    		2025-12-01 00:59:56.590806

    		0.0 ms

  





  

    		2025-12-01 01:59:57.924779

    		0.0 ms

  





  

    		2025-12-01 02:59:58.112079

    		0.0 ms

  





  

    		2025-12-01 03:59:59.889649

    		-0.1 ms

  





  

    		2025-12-01 05:00:01.120507

    		0.0 ms

  





  

    		2025-12-01 06:00:03.016178

    		0.0 ms

  





  

    		2025-12-01 07:00:03.307777

    		0.0 ms

  





  

    		2025-12-01 08:00:04.231303

    		0.1 ms

  





  

    		2025-12-01 09:00:04.794722

    		0.0 ms

  





  

    		2025-12-01 10:00:05.57811

    		-0.3 ms

  





  

    		2025-12-01 11:00:05.680165

    		-0.2 ms

  





  

    		2025-12-01 12:00:05.699047

    		0.0 ms

  





  

    		2025-12-01 13:00:05.736784

    		0.0 ms

  





  

    		2025-12-01 14:00:06.602097

    		0.0 ms

  





  

    		2025-12-01 15:00:07.31028

    		0.0 ms

  





  

    		2025-12-01 16:00:07.514591

    		0.0 ms

  





  

    		2025-12-01 17:00:09.038559

    		0.0 ms

  





  

    		2025-12-01 18:00:09.797002

    		0.2 ms

  





  

    		2025-12-01 19:00:10.506667

    		0.0 ms

  





  

    		2025-12-01 20:00:11.512799

    		0.6 ms

  





  

    		2025-12-01 21:00:14.191979

    		-0.3 ms

  





  

    		2025-12-01 22:00:16.317178

    		0.0 ms

  





  

    		2025-12-01 23:00:17.669821

    		-0.1 ms

  





  

    		2025-12-02 00:00:19.050658

    		0.2 ms

  





  

    		2025-12-02 01:00:20.282757

    		0.0 ms

  





  

    		2025-12-02 02:00:21.816577

    		0.0 ms

  





  

    		2025-12-02 03:00:23.15953

    		0.0 ms

  





  

    		2025-12-02 04:00:24.359061

    		0.0 ms

  





  

    		2025-12-02 05:00:25.728

    		0.0 ms

  





  

    		2025-12-02 06:00:27.821562

    		0.0 ms

  





  

    		2025-12-02 07:00:28.383368

    		0.0 ms

  





  

    		2025-12-02 08:00:28.750108

    		0.0 ms

  





  

    		2025-12-02 09:00:28.961088

    		0.0 ms

  





  

    		2025-12-02 10:00:29.252057

    		-0.1 ms

  





  

    		2025-12-02 11:00:29.612454

    		0.0 ms

  





  

    		2025-12-02 12:00:29.819066

    		0.2 ms

  





  

    		2025-12-02 13:00:30.394543

    		0.0 ms

  





  

    		2025-12-02 14:00:30.558569

    		0.0 ms

  





  

    		2025-12-02 15:00:31.565108

    		0.0 ms

  





  

    		2025-12-02 16:00:31.936186

    		0.0 ms

  





  

    		2025-12-02 17:00:32.602829

    		0.0 ms

  





  

    		2025-12-02 18:00:33.562531

    		0.0 ms

  





  

    		2025-12-02 19:00:35.615075

    		0.0 ms

  





  

    		2025-12-02 20:00:37.385139

    		0.0 ms

  





  

    		2025-12-02 21:00:40.095504

    		0.0 ms

  





  

    		2025-12-02 22:00:41.506222

    		0.0 ms

  





  

    		2025-12-02 23:00:42.343655

    		0.0 ms

  





  

    		2025-12-03 00:00:43.849411

    		0.0 ms

  





  

    		2025-12-03 01:00:44.965691

    		0.0 ms

  





  

    		2025-12-03 02:00:46.449391

    		0.0 ms

  





  

    		2025-12-03 03:00:47.80147

    		0.0 ms

  





  

    		2025-12-03 04:00:48.888737

    		0.0 ms

  





  

    		2025-12-03 05:00:50.602718

    		0.0 ms

  





  

    		2025-12-03 06:00:51.098243

    		0.0 ms

  





  

    		2025-12-03 07:00:51.112255

    		-0.3 ms

  





  

    		2025-12-03 08:00:51.526261

    		0.0 ms

  





  

    		2025-12-03 09:00:52.726036

    		0.0 ms

  





  

    		2025-12-03 10:00:52.794272

    		-0.2 ms

  





  

    		2025-12-03 11:00:53.446615

    		0.0 ms

  





  

    		2025-12-03 12:00:55.07009

    		0.0 ms

  





  

    		2025-12-03 13:00:55.516451

    		0.0 ms

  





  

    		2025-12-03 14:00:55.865348

    		0.0 ms

  





  

    		2025-12-03 15:00:56.219534

    		0.0 ms

  





  

    		2025-12-03 16:00:56.93728

    		0.0 ms

  





  

    		2025-12-03 17:00:57.77379

    		0.0 ms

  





  

    		2025-12-03 18:00:58.511797

    		0.0 ms

  





  

    		2025-12-03 19:00:59.705824

    		0.0 ms

  





  

    		2025-12-03 20:01:00.43039

    		0.0 ms

  





  

    		2025-12-03 21:01:00.791179

    		0.0 ms

  





  

    		2025-12-03 22:01:00.91478

    		0.0 ms

  





  

    		2025-12-03 23:01:01.081017

    		0.0 ms

  





  

    		2025-12-04 00:01:02.425474

    		0.0 ms

  





  

    		2025-12-04 01:01:03.543652

    		0.0 ms

  





  

    		2025-12-04 02:01:03.828258

    		0.0 ms

  





  

    		2025-12-04 03:01:05.393778

    		0.0 ms

  





  

    		2025-12-04 04:01:06.984006

    		0.0 ms

  





  

    		2025-12-04 05:01:08.380069

    		0.0 ms

  





  

    		2025-12-04 06:01:09.681091

    		0.1 ms

  





  

    		2025-12-04 07:01:11.281426

    		-0.1 ms

  





  

    		2025-12-04 08:01:12.519226

    		-0.1 ms

  





  

    		2025-12-04 09:01:12.637844

    		0.0 ms

  





  

    		2025-12-04 10:01:12.772138

    		0.0 ms

  





  

    		2025-12-04 11:01:13.839273

    		0.0 ms

  





  

    		2025-12-04 12:01:14.066674

    		-0.1 ms

  





  

    		2025-12-04 13:01:14.518403

    		0.0 ms

  





  

    		2025-12-04 14:01:14.627729

    		0.0 ms

  





  

    		2025-12-04 15:01:15.715644

    		0.0 ms

  





  

    		2025-12-04 16:01:17.920766

    		0.1 ms

  





  

    		2025-12-04 17:01:18.00311

    		0.0 ms

  





  

    		2025-12-04 18:01:20.110726

    		0.0 ms

  





  

    		2025-12-04 19:01:20.288402

    		0.0 ms

  





  

    		2025-12-04 20:01:22.535823

    		0.1 ms

  





  

    		2025-12-04 21:01:24.477369

    		-1.0 ms

  





  

    		2025-12-04 22:01:26.515183

    		0.0 ms

  





  

    		2025-12-04 23:01:28.019711

    		0.2 ms

  





  

    		2025-12-05 00:01:29.512812

    		-0.1 ms

  





  

    		2025-12-05 01:01:30.808669

    		0.2 ms

  





  

    		2025-12-05 02:01:32.370835

    		-0.1 ms

  





  

    		2025-12-05 03:01:33.839873

    		0.0 ms

  





  

    		2025-12-05 04:01:35.471771

    		0.0 ms

  





  

    		2025-12-05 05:01:36.673892

    		0.0 ms

  





  

    		2025-12-05 06:01:38.189871

    		0.0 ms

  





  

    		2025-12-05 07:01:40.221786

    		0.0 ms

  





  

    		2025-12-05 08:01:42.608716

    		0.0 ms

  





  

    		2025-12-05 09:01:43.394761

    		-0.2 ms

  





  

    		2025-12-05 10:01:43.50637

    		0.0 ms

  





  

    		2025-12-05 11:01:44.80237

    		0.0 ms

  





  

    		2025-12-05 12:01:46.117654

    		0.0 ms

  





  

    		2025-12-05 13:01:46.155982

    		2.0 ms

  





  

    		2025-12-05 14:01:46.741233

    		0.0 ms

  





  

    		2025-12-05 15:01:47.449094

    		0.1 ms

  





  

    		2025-12-05 16:01:47.691994

    		-0.2 ms

  





  

    		2025-12-05 17:01:48.482792

    		0.0 ms

  





  

    		2025-12-05 18:01:49.180739

    		0.0 ms

  





  

    		2025-12-05 19:01:51.413638

    		0.0 ms

  





  

    		2025-12-05 20:01:52.726927

    		0.0 ms

  





  

    		2025-12-05 21:01:54.186621

    		0.0 ms

  





  

    		2025-12-05 22:01:55.591791

    		-0.1 ms

  





  

    		2025-12-05 23:01:55.865718

    		0.0 ms

  





  

    		2025-12-06 00:01:57.198639

    		0.0 ms

  





  

    		2025-12-06 01:01:58.416423

    		0.0 ms

  





  

    		2025-12-06 02:01:59.588258

    		0.0 ms

  





  

    		2025-12-06 03:02:01.058101

    		0.0 ms

  





  

    		2025-12-06 04:02:02.470764

    		0.0 ms

  





  

    		2025-12-06 05:02:03.579054

    		0.0 ms

  





  

    		2025-12-06 06:02:03.86746

    		0.0 ms

  





  

    		2025-12-06 07:02:04.701551

    		0.0 ms

  





  

    		2025-12-06 08:02:06.084578

    		0.1 ms

  





  

    		2025-12-06 09:02:06.608862

    		0.0 ms

  





  

    		2025-12-06 10:02:07.0962

    		0.0 ms

  





  

    		2025-12-06 11:02:07.308149

    		0.0 ms

  





  

    		2025-12-06 12:02:07.631347

    		-0.1 ms

  





  

    		2025-12-06 13:02:08.301948

    		-0.1 ms

  





  

    		2025-12-06 14:02:09.444137

    		0.0 ms

  





  

    		2025-12-06 15:02:10.121335

    		0.1 ms

  





  

    		2025-12-06 16:02:10.779683

    		0.0 ms

  





  

    		2025-12-06 17:02:13.649221

    		0.0 ms

  





  

    		2025-12-06 18:02:13.781978

    		0.0 ms

  





  

    		2025-12-06 19:02:16.260582

    		-0.1 ms

  





  

    		2025-12-06 20:02:18.935934

    		0.1 ms

  





  

    		2025-12-06 21:02:20.716191

    		0.0 ms

  





  

    		2025-12-06 22:02:22.428317

    		0.0 ms

  





  

    		2025-12-06 23:02:23.79778

    		-0.1 ms

  





  

    		2025-12-07 00:02:25.144573

    		0.0 ms

  





  

    		2025-12-07 01:02:26.424355

    		-0.1 ms

  





  

    		2025-12-07 02:02:27.782287

    		0.0 ms

  





  

    		2025-12-07 03:02:29.029531

    		0.0 ms

  





  

    		2025-12-07 04:02:30.101828

    		0.0 ms

  





  

    		2025-12-07 05:02:30.44498

    		0.4 ms

  





  

    		2025-12-07 06:02:31.843771

    		0.0 ms

  





  

    		2025-12-07 07:02:34.349025

    		0.0 ms

  





  

    		2025-12-07 08:02:34.978426

    		0.0 ms

  





  

    		2025-12-07 09:02:36.044956

    		0.0 ms

  





  

    		2025-12-07 10:02:36.137131

    		0.0 ms

  





  

    		2025-12-07 11:02:37.80196

    		0.0 ms

  





  

    		2025-12-07 12:02:38.25968

    		0.1 ms

  





  

    		2025-12-07 13:02:38.435133

    		0.0 ms

  





  

    		2025-12-07 14:02:38.531313

    		0.0 ms

  










Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person's screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2025-12-07 12:20:42.371 UTC

    		195.0.151.240

    		Inge Aukrust (IA) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-12-07 12:22:03.149 UTC

    		195.0.151.240

    		Inge Aukrust (IA) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-11-26 23:46:11 UTC.

  

  

    		2025-12-07 14:06:40.607 UTC

    		104.28.105.25

    		Lars Egil Sætrang (LES) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-12-07 14:08:08.27 UTC

    		104.28.105.25

    		Lars Egil Sætrang (LES) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-11-26 23:46:11 UTC.

  








Evidence quality of Scrive e-signed documents

Last updated: Fri 06 Mar 2020 14:08:40 UTC

Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.


Evidence Quality Framework

Last updated: Fri 06 Mar 2020 14:08:40 UTC 
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Document ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.

[image: 3bis.png]







For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.

Date formats in fields and on the verification page may vary. All other dates, including those in the Evidence Log, follow the YYYY-MM-DD format. The display format does not affect the actual time recorded.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2025-09-22 07:40:20.996331 UTC ±6 ms

    		2025-09-22 07:23:42.814828 UTC

    		

      54.72.249.47

      

        Scrive eSign GO

      

    

    		

      

        The initiator Christoffer Hoff (CH1) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_NO, c) set the signing due date to 2025-10-06 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2025-09-22 07:40:20.996331 UTC ±6 ms

    		2025-09-22 07:23:42.814828 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (christoffer.hoff@obos.no) to Christoffer Hoff (CH2). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2025-09-22 07:40:20.996331 UTC ±6 ms

    		2025-09-22 07:23:42.814828 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (jorgen.fjeld@hotmail.com) and SMS (+4799011023) to Jørgen Fjeld (JF). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2025-09-22 07:40:27.270809 UTC ±6 ms

    		2025-09-22 07:23:42.814828 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Jørgen Fjeld (JF) was delivered.

      


    

  



  

  

    		2025-09-22 07:40:27.47318 UTC ±6 ms

    		2025-09-22 07:23:42.814828 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Christoffer Hoff (CH2) was delivered.

      


    

  



  

  

    		2025-09-22 07:40:27.508145 UTC ±6 ms

    		2025-09-22 07:23:42.814828 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Jørgen Fjeld (JF) was delivered.

      


    

  



  

  

    		2025-09-22 07:40:50.159743 UTC ±6 ms

    		2025-09-22 07:23:42.814828 UTC

    		

      84.210.54.189

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_6_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/18.6 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Jørgen Fjeld (JF) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-09-22 07:41:11.558636 UTC ±6 ms

    		2025-09-22 07:23:42.814828 UTC

    		

      213.172.203.148

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/140.0.0.0 Safari/537.36

      

    

    		

      

        The party Christoffer Hoff (CH2) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-09-22 07:41:21.650518 UTC ±6 ms

    		2025-09-22 07:23:42.814828 UTC

    		

      213.172.203.148

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/140.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Christoffer Hoff (CH2) signed the document.

      


    

  



  

  

    		2025-09-22 07:41:30.055289 UTC ±6 ms

    		2025-09-22 07:23:42.814828 UTC

    		

      84.210.54.189

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_6_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/18.6 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Jørgen Fjeld (JF) signed the document.

      


    

  



  

  

    		2025-09-22 07:41:30.055289 UTC ±6 ms

    		2025-09-22 07:23:42.814828 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.

      


    

  



  

  

    		2025-09-22 07:41:30.301398 UTC ±6 ms

    		2025-09-22 07:23:42.814828 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.
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 be the the empirical distribution function.
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 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.
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 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 5.4 patchlevel 2 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.08 ms

		standard deviation: 1.25 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈95.469%

		|e| < 5 ms: ≈99.994%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2025-08-11 15:49:35.052956 UTC and 2025-09-22 07:23:42.814828 UTC:







  		Time collected

  		Clock offset







  

    		2025-08-11 15:49:35.052956

    		-1.6 ms

  





  

    		2025-08-11 16:49:36.931049

    		-1.0 ms

  





  

    		2025-08-11 17:49:38.524923

    		-0.2 ms

  





  

    		2025-08-11 18:49:40.626439

    		0.5 ms

  





  

    		2025-08-11 19:49:44.509842

    		1.3 ms

  





  

    		2025-08-11 20:49:47.159733

    		-0.8 ms

  





  

    		2025-08-11 21:49:48.879294

    		0.7 ms

  





  

    		2025-08-11 22:49:50.884434

    		1.3 ms

  





  

    		2025-08-11 23:49:53.774468

    		-3.1 ms

  





  

    		2025-08-12 00:49:56.935792

    		0.0 ms

  





  

    		2025-08-12 01:49:58.814438

    		-0.2 ms

  





  

    		2025-08-12 02:50:01.598088

    		-0.2 ms

  





  

    		2025-08-12 03:50:03.626185

    		-1.0 ms

  





  

    		2025-08-12 04:50:05.690531

    		-1.0 ms

  





  

    		2025-08-12 05:50:07.324207

    		-2.1 ms

  





  

    		2025-08-12 06:50:09.76279

    		0.3 ms

  





  

    		2025-08-12 07:50:11.277776

    		0.3 ms

  





  

    		2025-08-12 08:50:13.236014

    		1.0 ms

  





  

    		2025-08-12 09:50:15.564108

    		0.9 ms

  





  

    		2025-08-12 10:50:17.403155

    		1.0 ms

  





  

    		2025-08-12 11:50:19.002839

    		0.2 ms

  





  

    		2025-08-12 12:50:21.205006

    		0.1 ms

  





  

    		2025-08-12 13:50:23.72549

    		1.5 ms

  





  

    		2025-08-12 14:50:25.604564

    		-0.8 ms

  





  

    		2025-08-12 15:50:27.312933

    		-1.3 ms

  





  

    		2025-08-12 16:50:29.253425

    		-0.3 ms

  





  

    		2025-08-12 17:50:31.219893

    		1.1 ms

  





  

    		2025-08-12 18:50:33.041668

    		0.1 ms

  





  

    		2025-08-12 19:50:34.681755

    		0.8 ms

  





  

    		2025-08-12 20:50:37.959446

    		-0.4 ms

  





  

    		2025-08-12 21:50:40.615183

    		0.0 ms

  





  

    		2025-08-12 22:50:42.571808

    		-2.1 ms

  





  

    		2025-08-12 23:50:44.288223

    		-0.9 ms

  





  

    		2025-08-13 00:50:45.839757

    		1.1 ms

  





  

    		2025-08-13 01:50:47.404194

    		0.0 ms

  





  

    		2025-08-13 02:50:49.237975

    		2.4 ms

  





  

    		2025-08-13 03:50:51.069927

    		0.4 ms

  





  

    		2025-08-13 04:50:52.985919

    		0.3 ms

  





  

    		2025-08-13 05:50:57.015543

    		-0.6 ms

  





  

    		2025-08-13 06:50:58.995333

    		-4.2 ms

  





  

    		2025-08-13 07:51:01.136394

    		1.3 ms

  





  

    		2025-08-13 08:51:02.981201

    		-0.9 ms

  





  

    		2025-08-13 09:51:04.743851

    		1.3 ms

  





  

    		2025-08-13 10:51:06.563767

    		0.0 ms

  





  

    		2025-08-13 11:51:08.857346

    		1.3 ms

  





  

    		2025-08-13 12:51:11.393052

    		1.5 ms

  





  

    		2025-08-13 13:51:13.358836

    		1.1 ms

  





  

    		2025-08-13 14:51:15.208411

    		1.7 ms

  





  

    		2025-08-13 15:51:16.832802

    		2.7 ms

  





  

    		2025-08-13 16:51:18.834477

    		1.1 ms

  





  

    		2025-08-13 17:51:21.590376

    		0.7 ms

  





  

    		2025-08-13 18:51:24.586767

    		-0.2 ms

  





  

    		2025-08-13 19:51:27.548097

    		-1.6 ms

  





  

    		2025-08-13 20:51:29.207688

    		-0.1 ms

  





  

    		2025-08-13 21:51:30.898516

    		3.6 ms

  





  

    		2025-08-13 22:51:32.525877

    		0.3 ms

  





  

    		2025-08-13 23:51:34.765694

    		0.4 ms

  





  

    		2025-08-14 00:51:36.324239

    		1.4 ms

  





  

    		2025-08-14 01:51:37.936339

    		2.8 ms

  





  

    		2025-08-14 02:51:39.746417

    		2.9 ms

  





  

    		2025-08-14 03:51:41.530247

    		-1.3 ms

  





  

    		2025-08-14 04:51:43.088742

    		-1.4 ms

  





  

    		2025-08-14 05:51:44.903861

    		-0.6 ms

  





  

    		2025-08-14 06:51:48.085942

    		-0.1 ms

  





  

    		2025-08-14 07:51:50.019315

    		0.9 ms

  





  

    		2025-08-14 08:51:51.892808

    		0.5 ms

  





  

    		2025-08-14 09:51:54.592444

    		1.0 ms

  





  

    		2025-08-14 10:51:56.287034

    		0.6 ms

  





  

    		2025-08-14 11:51:58.439078

    		-0.2 ms

  





  

    		2025-08-14 12:52:01.009149

    		0.9 ms

  





  

    		2025-08-14 13:52:03.997964

    		0.4 ms

  





  

    		2025-08-14 14:52:05.560497

    		0.4 ms

  





  

    		2025-08-14 15:52:07.409317

    		0.5 ms

  





  

    		2025-08-14 16:52:10.352986

    		-0.2 ms

  





  

    		2025-08-14 17:52:12.245575

    		-0.5 ms

  





  

    		2025-08-14 18:52:15.305333

    		-1.3 ms

  





  

    		2025-08-14 19:52:17.18763

    		-2.2 ms

  





  

    		2025-08-14 20:52:19.303548

    		-1.0 ms

  





  

    		2025-08-14 21:52:20.946986

    		-0.6 ms

  





  

    		2025-08-14 22:52:22.804057

    		-1.7 ms

  





  

    		2025-08-14 23:52:24.65863

    		-1.6 ms

  





  

    		2025-08-15 00:52:26.22787

    		-1.0 ms

  





  

    		2025-08-15 01:52:29.585459

    		2.7 ms

  





  

    		2025-08-15 02:52:31.283224

    		2.1 ms

  





  

    		2025-08-15 03:52:34.22277

    		-1.0 ms

  





  

    		2025-08-15 04:52:35.854355

    		0.2 ms

  





  

    		2025-08-15 05:52:37.604492

    		0.8 ms

  





  

    		2025-08-15 06:52:39.155532

    		-0.6 ms

  





  

    		2025-08-15 07:52:40.87641

    		-0.3 ms

  





  

    		2025-08-15 08:52:42.590404

    		0.0 ms

  





  

    		2025-08-15 09:52:44.181844

    		-0.7 ms

  





  

    		2025-08-15 10:52:46.509079

    		-1.3 ms

  





  

    		2025-08-15 11:52:49.462151

    		-0.1 ms

  





  

    		2025-08-15 12:52:51.32433

    		0.1 ms

  





  

    		2025-08-15 13:52:53.087751

    		-0.2 ms

  





  

    		2025-08-15 14:52:54.630089

    		-0.5 ms

  





  

    		2025-08-15 15:52:56.350271

    		1.3 ms

  





  

    		2025-08-15 16:52:58.692472

    		0.8 ms

  





  

    		2025-08-15 17:53:01.709694

    		-0.6 ms

  





  

    		2025-08-15 18:53:04.537522

    		-0.2 ms

  





  

    		2025-08-15 19:53:06.111705

    		-0.9 ms

  





  

    		2025-08-15 20:53:07.97378

    		-0.8 ms

  





  

    		2025-08-15 21:53:10.022837

    		-1.1 ms

  





  

    		2025-08-15 22:53:11.576208

    		-0.4 ms

  





  

    		2025-08-15 23:53:14.973448

    		-1.4 ms

  





  

    		2025-08-16 00:53:16.587474

    		-1.5 ms

  





  

    		2025-08-16 01:53:18.297018

    		-1.2 ms

  





  

    		2025-08-16 02:53:19.898433

    		-0.2 ms

  





  

    		2025-08-16 03:53:21.564812

    		-0.1 ms

  





  

    		2025-08-16 04:53:23.18339

    		0.6 ms

  





  

    		2025-08-16 05:53:24.923557

    		0.2 ms

  





  

    		2025-08-16 06:53:27.501796

    		0.0 ms

  





  

    		2025-08-16 07:53:29.301141

    		0.6 ms

  





  

    		2025-08-16 08:53:31.042542

    		1.0 ms

  





  

    		2025-08-16 09:53:33.099818

    		-0.7 ms

  





  

    		2025-08-16 10:53:34.733313

    		1.3 ms

  





  

    		2025-08-16 11:53:36.690092

    		1.3 ms

  





  

    		2025-08-16 12:53:39.227831

    		1.6 ms

  





  

    		2025-08-16 13:53:41.309216

    		0.6 ms

  





  

    		2025-08-16 14:53:43.761745

    		0.7 ms

  





  

    		2025-08-16 15:53:45.644091

    		0.3 ms

  





  

    		2025-08-16 16:53:47.935911

    		-0.7 ms

  





  

    		2025-08-16 17:53:51.136297

    		-1.0 ms

  





  

    		2025-08-16 18:53:53.977762

    		-0.2 ms

  





  

    		2025-08-16 19:53:56.105199

    		-1.9 ms

  





  

    		2025-08-16 20:53:58.251558

    		-2.0 ms

  





  

    		2025-08-16 21:54:00.071281

    		-0.6 ms

  





  

    		2025-08-16 22:54:01.872591

    		0.3 ms

  





  

    		2025-08-16 23:54:04.415098

    		-1.1 ms

  





  

    		2025-08-17 00:54:07.336711

    		-0.1 ms

  





  

    		2025-08-17 01:54:10.176441

    		0.1 ms

  





  

    		2025-08-17 02:54:12.122444

    		0.4 ms

  





  

    		2025-08-17 03:54:14.50758

    		-1.0 ms

  





  

    		2025-08-17 04:54:18.209226

    		-0.2 ms

  





  

    		2025-08-17 05:54:19.969133

    		0.6 ms

  





  

    		2025-08-17 06:54:22.179525

    		0.0 ms

  





  

    		2025-08-17 07:54:24.192684

    		0.4 ms

  





  

    		2025-08-17 08:54:26.265387

    		0.8 ms

  





  

    		2025-08-17 09:54:29.863163

    		0.6 ms

  





  

    		2025-08-17 10:54:32.614247

    		-0.2 ms

  





  

    		2025-08-17 11:54:34.406135

    		1.5 ms

  





  

    		2025-08-17 12:54:36.302489

    		0.6 ms

  





  

    		2025-08-17 13:54:37.886816

    		2.4 ms

  





  

    		2025-08-17 14:54:40.176328

    		-0.2 ms

  





  

    		2025-08-17 15:54:41.989538

    		0.9 ms

  





  

    		2025-08-17 16:54:44.239545

    		0.2 ms

  





  

    		2025-08-17 17:54:47.356499

    		1.6 ms

  





  

    		2025-08-17 18:54:50.452322

    		1.0 ms

  





  

    		2025-08-17 19:54:53.38507

    		1.4 ms

  





  

    		2025-08-17 20:54:55.482066

    		0.4 ms

  





  

    		2025-08-17 21:54:57.434052

    		0.5 ms

  





  

    		2025-08-17 22:54:59.117342

    		0.1 ms

  





  

    		2025-08-17 23:55:00.854326

    		0.7 ms

  





  

    		2025-08-18 00:55:02.739034

    		0.0 ms

  





  

    		2025-08-18 01:55:04.45134

    		-0.4 ms

  





  

    		2025-08-18 02:55:06.241041

    		-1.4 ms

  





  

    		2025-08-18 03:55:07.948586

    		2.5 ms

  





  

    		2025-08-18 04:55:09.742497

    		1.7 ms

  





  

    		2025-08-18 05:55:11.621877

    		0.6 ms

  





  

    		2025-08-18 06:55:13.9447

    		1.3 ms

  





  

    		2025-08-18 07:55:15.880674

    		1.1 ms

  





  

    		2025-08-18 08:55:17.618397

    		1.4 ms

  





  

    		2025-08-18 09:55:19.167498

    		1.7 ms

  





  

    		2025-08-18 10:55:21.223051

    		1.5 ms

  





  

    		2025-08-18 11:55:23.365499

    		0.2 ms

  





  

    		2025-08-18 12:55:25.331301

    		-1.0 ms

  





  

    		2025-08-18 13:55:26.783907

    		-0.8 ms

  





  

    		2025-08-18 14:55:28.617286

    		-0.7 ms

  





  

    		2025-08-18 15:55:30.269188

    		-0.6 ms

  





  

    		2025-08-18 16:55:32.502539

    		1.9 ms

  





  

    		2025-08-18 17:55:34.289667

    		-1.5 ms

  





  

    		2025-08-18 18:55:36.555676

    		0.0 ms

  





  

    		2025-08-18 19:55:39.354826

    		0.1 ms

  





  

    		2025-08-18 20:55:41.784862

    		1.0 ms

  





  

    		2025-08-18 21:55:43.836041

    		-1.8 ms

  





  

    		2025-08-18 22:55:45.593913

    		-3.5 ms

  





  

    		2025-08-18 23:55:47.290129

    		-1.5 ms

  





  

    		2025-08-19 00:55:48.900773

    		0.6 ms

  





  

    		2025-08-19 01:55:50.336508

    		-0.1 ms

  





  

    		2025-08-19 02:55:52.021183

    		-1.0 ms

  





  

    		2025-08-19 03:55:55.91296

    		-0.2 ms

  





  

    		2025-08-19 04:55:57.67168

    		0.1 ms

  





  

    		2025-08-19 05:56:01.070394

    		-0.8 ms

  





  

    		2025-08-19 06:56:02.667266

    		0.3 ms

  





  

    		2025-08-19 07:56:04.314494

    		-0.2 ms

  





  

    		2025-08-19 08:56:06.555729

    		0.5 ms

  





  

    		2025-08-19 09:56:08.173496

    		1.1 ms

  





  

    		2025-08-19 10:56:10.456198

    		0.9 ms

  





  

    		2025-08-19 11:56:12.413912

    		-1.2 ms

  





  

    		2025-08-19 12:56:14.021886

    		1.0 ms

  





  

    		2025-08-19 13:56:15.572027

    		0.1 ms

  





  

    		2025-08-19 14:56:17.276511

    		1.2 ms

  





  

    		2025-08-19 15:56:19.05704

    		-0.2 ms

  





  

    		2025-08-19 16:56:21.327091

    		-0.9 ms

  





  

    		2025-08-19 17:56:23.431877

    		0.4 ms

  





  

    		2025-08-19 18:56:25.796204

    		-1.1 ms

  





  

    		2025-08-19 19:56:28.040387

    		0.7 ms

  





  

    		2025-08-19 20:56:31.278698

    		2.2 ms

  





  

    		2025-08-19 21:56:33.668979

    		0.0 ms

  





  

    		2025-08-19 22:56:36.119392

    		-2.3 ms

  





  

    		2025-08-19 23:56:39.441214

    		-0.3 ms

  





  

    		2025-08-20 00:56:41.974193

    		0.6 ms

  





  

    		2025-08-20 01:56:43.636907

    		1.3 ms

  





  

    		2025-08-20 02:56:45.405233

    		-0.7 ms

  





  

    		2025-08-20 03:56:47.682583

    		-2.0 ms

  





  

    		2025-08-20 04:56:49.116215

    		0.0 ms

  





  

    		2025-08-20 05:56:52.051956

    		-0.6 ms

  





  

    		2025-08-20 06:56:53.66526

    		-0.2 ms

  





  

    		2025-08-20 07:56:55.812273

    		1.3 ms

  





  

    		2025-08-20 08:56:57.354896

    		2.4 ms

  





  

    		2025-08-20 09:56:58.794029

    		1.4 ms

  





  

    		2025-08-20 10:57:00.634905

    		1.0 ms

  





  

    		2025-08-20 11:57:02.130849

    		-0.4 ms

  





  

    		2025-08-20 12:57:04.868705

    		2.3 ms

  





  

    		2025-08-20 13:57:06.498026

    		1.5 ms

  





  

    		2025-08-20 14:57:08.091147

    		1.7 ms

  





  

    		2025-08-20 15:57:10.271036

    		3.0 ms

  





  

    		2025-08-20 16:57:11.86285

    		-2.9 ms

  





  

    		2025-08-20 17:57:14.346417

    		-1.0 ms

  





  

    		2025-08-20 18:57:15.97325

    		-0.1 ms

  





  

    		2025-08-20 19:57:17.906039

    		-1.5 ms

  





  

    		2025-08-20 20:57:20.225012

    		-0.3 ms

  





  

    		2025-08-20 21:57:22.047549

    		0.3 ms

  





  

    		2025-08-20 22:57:23.73368

    		-0.9 ms

  





  

    		2025-08-20 23:57:25.371994

    		-1.8 ms

  





  

    		2025-08-21 00:57:27.200958

    		-0.3 ms

  





  

    		2025-08-21 01:57:28.722044

    		-0.6 ms

  





  

    		2025-08-21 02:57:30.752097

    		-0.8 ms

  





  

    		2025-08-21 03:57:32.461343

    		-1.2 ms

  





  

    		2025-08-21 04:57:34.151897

    		-0.3 ms

  





  

    		2025-08-21 05:57:36.079694

    		0.6 ms

  





  

    		2025-08-21 06:57:38.081477

    		-0.2 ms

  





  

    		2025-08-21 07:57:39.952894

    		0.3 ms

  





  

    		2025-08-21 08:57:42.416381

    		0.3 ms

  





  

    		2025-08-21 09:57:44.976416

    		0.0 ms

  





  

    		2025-08-21 10:57:47.030772

    		0.9 ms

  





  

    		2025-08-21 11:57:48.664566

    		0.7 ms

  





  

    		2025-08-21 12:57:50.846826

    		0.5 ms

  





  

    		2025-08-21 13:57:52.52103

    		1.0 ms

  





  

    		2025-08-21 14:57:54.239698

    		0.9 ms

  





  

    		2025-08-21 15:57:56.514173

    		1.1 ms

  





  

    		2025-08-21 16:57:59.240261

    		-1.5 ms

  





  

    		2025-08-21 17:58:01.352591

    		-1.2 ms

  





  

    		2025-08-21 18:58:04.28786

    		-1.5 ms

  





  

    		2025-08-21 19:58:06.488444

    		0.3 ms

  





  

    		2025-08-21 20:58:08.850958

    		1.3 ms

  





  

    		2025-08-21 21:58:10.513395

    		-0.3 ms

  





  

    		2025-08-21 22:58:12.840748

    		-0.7 ms

  





  

    		2025-08-21 23:58:14.789484

    		-1.1 ms

  





  

    		2025-08-22 00:58:16.486927

    		-1.8 ms

  





  

    		2025-08-22 01:58:18.475899

    		-0.8 ms

  





  

    		2025-08-22 02:58:20.07283

    		-0.8 ms

  





  

    		2025-08-22 03:58:21.732351

    		-1.0 ms

  





  

    		2025-08-22 04:58:23.393637

    		-2.0 ms

  





  

    		2025-08-22 05:58:25.471039

    		-0.7 ms

  





  

    		2025-08-22 06:58:27.856477

    		0.6 ms

  





  

    		2025-08-22 07:58:29.901322

    		0.3 ms

  





  

    		2025-08-22 08:58:32.070049

    		-0.1 ms

  





  

    		2025-08-22 09:58:34.70568

    		-6.8 ms

  





  

    		2025-08-22 10:58:36.724611

    		0.9 ms

  





  

    		2025-08-22 11:58:38.448292

    		0.6 ms

  





  

    		2025-08-22 12:58:40.191889

    		-0.5 ms

  





  

    		2025-08-22 13:58:41.856683

    		0.2 ms

  





  

    		2025-08-22 14:58:44.11479

    		1.5 ms

  





  

    		2025-08-22 15:58:45.821636

    		8.5 ms

  





  

    		2025-08-22 16:58:49.169504

    		6.7 ms

  





  

    		2025-08-22 17:58:51.659461

    		-0.4 ms

  





  

    		2025-08-22 18:58:53.981658

    		-0.1 ms

  





  

    		2025-08-22 19:58:56.152085

    		0.3 ms

  





  

    		2025-08-22 20:58:57.610488

    		-0.9 ms

  





  

    		2025-08-22 21:58:59.528345

    		-0.3 ms

  





  

    		2025-08-22 22:59:01.159926

    		-0.3 ms

  





  

    		2025-08-22 23:59:02.668286

    		-1.3 ms

  





  

    		2025-08-23 00:59:04.392505

    		1.9 ms

  





  

    		2025-08-23 01:59:05.941936

    		-0.1 ms

  





  

    		2025-08-23 02:59:07.438022

    		-1.9 ms

  





  

    		2025-08-23 03:59:10.751222

    		-0.2 ms

  





  

    		2025-08-23 04:59:12.16976

    		-0.7 ms

  





  

    		2025-08-23 05:59:15.040176

    		0.5 ms

  





  

    		2025-08-23 06:59:16.935677

    		2.5 ms

  





  

    		2025-08-23 07:59:19.039389

    		1.2 ms

  





  

    		2025-08-23 08:59:21.20775

    		-0.1 ms

  





  

    		2025-08-23 09:59:23.395472

    		-1.9 ms

  





  

    		2025-08-23 10:59:25.036141

    		0.2 ms

  





  

    		2025-08-23 11:59:27.050664

    		1.3 ms

  





  

    		2025-08-23 12:59:29.21491

    		1.0 ms

  





  

    		2025-08-23 13:59:31.224742

    		0.1 ms

  





  

    		2025-08-23 14:59:32.682059

    		1.6 ms

  





  

    		2025-08-23 15:59:35.382286

    		-0.4 ms

  





  

    		2025-08-23 16:59:37.178629

    		0.4 ms

  





  

    		2025-08-23 17:59:38.823435

    		0.3 ms

  





  

    		2025-08-23 18:59:41.841262

    		2.0 ms

  





  

    		2025-08-23 19:59:45.215971

    		2.1 ms

  





  

    		2025-08-23 20:59:47.138643

    		1.0 ms

  





  

    		2025-08-23 21:59:48.860799

    		0.9 ms

  





  

    		2025-08-23 22:59:50.352742

    		-0.2 ms

  





  

    		2025-08-23 23:59:51.86506

    		0.0 ms

  





  

    		2025-08-24 00:59:53.564642

    		-0.8 ms

  





  

    		2025-08-24 01:59:55.098763

    		-1.5 ms

  





  

    		2025-08-24 02:59:56.812782

    		-0.7 ms

  





  

    		2025-08-24 03:59:58.972927

    		0.5 ms

  





  

    		2025-08-24 05:00:00.832048

    		-1.5 ms

  





  

    		2025-08-24 06:00:03.758846

    		0.0 ms

  





  

    		2025-08-24 07:00:05.845184

    		-0.6 ms

  





  

    		2025-08-24 08:00:09.643594

    		-0.2 ms

  





  

    		2025-08-24 09:00:12.019213

    		1.7 ms

  





  

    		2025-08-24 10:00:14.626887

    		1.2 ms

  





  

    		2025-08-24 11:00:16.243372

    		1.9 ms

  





  

    		2025-08-24 12:00:17.973295

    		0.9 ms

  





  

    		2025-08-24 13:00:19.568339

    		-0.2 ms

  





  

    		2025-08-24 14:00:22.273677

    		-0.7 ms

  





  

    		2025-08-24 15:00:23.887688

    		0.1 ms

  





  

    		2025-08-24 16:00:25.91664

    		2.0 ms

  





  

    		2025-08-24 17:00:28.831067

    		-2.2 ms

  





  

    		2025-08-24 18:00:31.767977

    		0.0 ms

  





  

    		2025-08-24 19:00:34.112047

    		0.2 ms

  





  

    		2025-08-24 20:00:35.95415

    		0.1 ms

  





  

    		2025-08-24 21:00:37.897226

    		-2.4 ms

  





  

    		2025-08-24 22:00:39.516878

    		-1.1 ms

  





  

    		2025-08-24 23:00:41.129096

    		-1.3 ms

  





  

    		2025-08-25 00:00:42.689691

    		-1.4 ms

  





  

    		2025-08-25 01:00:44.175499

    		-1.2 ms

  





  

    		2025-08-25 02:00:46.232979

    		-0.5 ms

  





  

    		2025-08-25 03:00:48.040333

    		0.3 ms

  





  

    		2025-08-25 04:00:51.513707

    		2.3 ms

  





  

    		2025-08-25 05:00:54.232747

    		0.5 ms

  





  

    		2025-08-25 06:00:56.72057

    		2.9 ms

  





  

    		2025-08-25 07:00:58.703593

    		-3.5 ms

  





  

    		2025-08-25 08:01:02.057057

    		-0.2 ms

  





  

    		2025-08-25 09:01:04.004895

    		1.1 ms

  





  

    		2025-08-25 10:01:05.521631

    		2.0 ms

  





  

    		2025-08-25 11:01:07.275324

    		0.8 ms

  





  

    		2025-08-25 12:01:08.896137

    		-0.3 ms

  





  

    		2025-08-25 13:01:10.490222

    		-0.2 ms

  





  

    		2025-08-25 14:01:12.361717

    		-3.4 ms

  





  

    		2025-08-25 15:01:13.925808

    		-0.2 ms

  





  

    		2025-08-25 16:01:16.392775

    		4.1 ms

  





  

    		2025-08-25 17:01:19.0832

    		-0.8 ms

  





  

    		2025-08-25 18:01:20.700198

    		-1.6 ms

  





  

    		2025-08-25 19:01:22.305491

    		-0.5 ms

  





  

    		2025-08-25 20:01:24.081796

    		0.6 ms

  





  

    		2025-08-25 21:01:27.091368

    		1.4 ms

  





  

    		2025-08-25 22:01:28.655904

    		-0.8 ms

  





  

    		2025-08-25 23:01:30.335061

    		-2.6 ms

  





  

    		2025-08-26 00:01:32.530044

    		-4.0 ms

  





  

    		2025-08-26 01:01:34.207751

    		-3.1 ms

  





  

    		2025-08-26 02:01:35.77479

    		-0.1 ms

  





  

    		2025-08-26 03:01:37.441312

    		2.9 ms

  





  

    		2025-08-26 04:01:39.611654

    		2.8 ms

  





  

    		2025-08-26 05:01:41.177074

    		0.9 ms

  





  

    		2025-08-26 06:01:43.069007

    		-0.1 ms

  





  

    		2025-08-26 07:01:44.841925

    		1.3 ms

  





  

    		2025-08-26 08:01:46.640737

    		0.8 ms

  





  

    		2025-08-26 09:01:48.12807

    		-0.2 ms

  





  

    		2025-08-26 10:01:49.873829

    		-0.9 ms

  





  

    		2025-08-26 11:01:52.090934

    		0.6 ms

  





  

    		2025-08-26 12:01:53.522075

    		1.8 ms

  





  

    		2025-08-26 13:01:55.18008

    		1.4 ms

  





  

    		2025-08-26 14:01:57.689134

    		0.7 ms

  





  

    		2025-08-26 15:01:59.442777

    		-0.2 ms

  





  

    		2025-08-26 16:02:01.167759

    		-2.9 ms

  





  

    		2025-08-26 17:02:03.479212

    		1.4 ms

  





  

    		2025-08-26 18:02:05.506318

    		0.2 ms

  





  

    		2025-08-26 19:02:07.70063

    		0.0 ms

  





  

    		2025-08-26 20:02:11.107498

    		-1.0 ms

  





  

    		2025-08-26 21:02:13.225884

    		-0.7 ms

  





  

    		2025-08-26 22:02:14.827124

    		-1.8 ms

  





  

    		2025-08-26 23:02:16.521306

    		-1.0 ms

  





  

    		2025-08-27 00:02:18.45875

    		-1.9 ms

  





  

    		2025-08-27 01:02:19.958748

    		-0.7 ms

  





  

    		2025-08-27 02:02:21.381011

    		-0.8 ms

  





  

    		2025-08-27 03:02:23.049006

    		-1.5 ms

  





  

    		2025-08-27 04:02:24.946202

    		2.0 ms

  





  

    		2025-08-27 05:02:26.586717

    		4.7 ms

  





  

    		2025-08-27 06:02:29.468834

    		3.2 ms

  





  

    		2025-08-27 07:02:31.43858

    		2.0 ms

  





  

    		2025-08-27 08:02:32.959612

    		-0.3 ms

  





  

    		2025-08-27 09:02:34.411943

    		0.5 ms

  





  

    		2025-08-27 10:02:35.840621

    		0.5 ms

  





  

    		2025-08-27 11:02:37.372039

    		0.9 ms

  





  

    		2025-08-27 12:02:39.265661

    		-0.3 ms

  





  

    		2025-08-27 13:02:41.042563

    		0.4 ms

  





  

    		2025-08-27 14:02:43.278274

    		0.3 ms

  





  

    		2025-08-27 15:02:44.82238

    		-2.0 ms

  





  

    		2025-08-27 16:02:46.566212

    		0.4 ms

  





  

    		2025-08-27 17:02:49.236356

    		1.0 ms

  





  

    		2025-08-27 18:02:51.323385

    		0.1 ms

  





  

    		2025-08-27 19:02:53.470419

    		6.4 ms

  





  

    		2025-08-27 20:02:55.199577

    		-0.2 ms

  





  

    		2025-08-27 21:02:57.387644

    		-2.2 ms

  





  

    		2025-08-27 22:02:59.462531

    		-0.5 ms

  





  

    		2025-08-27 23:03:01.287643

    		-0.7 ms

  





  

    		2025-08-28 00:03:03.267047

    		-5.0 ms

  





  

    		2025-08-28 01:03:04.977703

    		-8.1 ms

  





  

    		2025-08-28 02:03:06.673548

    		-6.3 ms

  





  

    		2025-08-28 03:03:08.476054

    		0.8 ms

  





  

    		2025-08-28 04:03:10.223763

    		-0.2 ms

  





  

    		2025-08-28 05:03:12.162697

    		0.5 ms

  





  

    		2025-08-28 06:03:14.704063

    		1.2 ms

  





  

    		2025-08-28 07:03:16.158491

    		0.0 ms

  





  

    		2025-08-28 08:03:17.596552

    		0.5 ms

  





  

    		2025-08-28 09:03:19.748236

    		-0.1 ms

  





  

    		2025-08-28 10:03:21.224328

    		0.5 ms

  





  

    		2025-08-28 11:03:23.179909

    		-0.4 ms

  





  

    		2025-08-28 12:03:25.249167

    		0.8 ms

  





  

    		2025-08-28 13:03:26.984

    		0.9 ms

  





  

    		2025-08-28 14:03:28.511546

    		1.2 ms

  





  

    		2025-08-28 15:03:31.523328

    		0.2 ms

  





  

    		2025-08-28 16:03:33.719259

    		-0.2 ms

  





  

    		2025-08-28 17:03:36.777914

    		2.1 ms

  





  

    		2025-08-28 18:03:39.102535

    		2.0 ms

  





  

    		2025-08-28 19:03:40.789031

    		0.1 ms

  





  

    		2025-08-28 20:03:42.639999

    		-2.2 ms

  





  

    		2025-08-28 21:03:44.709587

    		2.1 ms

  





  

    		2025-08-28 22:03:46.641898

    		3.3 ms

  





  

    		2025-08-28 23:03:48.517287

    		0.9 ms

  





  

    		2025-08-29 00:03:49.952865

    		0.4 ms

  





  

    		2025-08-29 01:03:51.755791

    		-0.7 ms

  





  

    		2025-08-29 02:03:54.19007

    		0.2 ms

  





  

    		2025-08-29 03:03:55.634205

    		1.4 ms

  





  

    		2025-08-29 04:03:56.971361

    		-0.7 ms

  





  

    		2025-08-29 05:03:58.59691

    		1.9 ms

  





  

    		2025-08-29 06:04:00.729988

    		-0.7 ms

  





  

    		2025-08-29 07:04:02.734854

    		0.4 ms

  





  

    		2025-08-29 08:04:04.285776

    		4.9 ms

  





  

    		2025-08-29 09:04:06.927898

    		9.6 ms

  





  

    		2025-08-29 10:04:08.563307

    		1.9 ms

  





  

    		2025-08-29 11:04:10.939167

    		-0.1 ms

  





  

    		2025-08-29 12:04:13.166586

    		1.1 ms

  





  

    		2025-08-29 13:04:15.045155

    		-0.6 ms

  





  

    		2025-08-29 14:04:16.619725

    		0.4 ms

  





  

    		2025-08-29 15:04:18.22847

    		0.2 ms

  





  

    		2025-08-29 16:04:20.59162

    		0.4 ms

  





  

    		2025-08-29 17:04:22.863121

    		-1.9 ms

  





  

    		2025-08-29 18:04:24.730046

    		0.3 ms

  





  

    		2025-08-29 19:04:27.900227

    		-1.2 ms

  





  

    		2025-08-29 20:04:29.812592

    		-0.5 ms

  





  

    		2025-08-29 21:04:31.721547

    		0.9 ms

  





  

    		2025-08-29 22:04:33.235766

    		0.3 ms

  





  

    		2025-08-29 23:04:35.10978

    		0.5 ms

  





  

    		2025-08-30 00:04:36.888893

    		0.2 ms

  





  

    		2025-08-30 01:04:40.034041

    		2.6 ms

  





  

    		2025-08-30 02:04:42.109664

    		2.9 ms

  





  

    		2025-08-30 03:04:43.678757

    		2.2 ms

  





  

    		2025-08-30 04:04:45.465688

    		0.8 ms

  





  

    		2025-08-30 05:04:46.958443

    		-0.4 ms

  





  

    		2025-08-30 06:04:49.421313

    		-1.0 ms

  





  

    		2025-08-30 07:04:51.84545

    		2.3 ms

  





  

    		2025-08-30 08:04:53.777737

    		0.7 ms

  





  

    		2025-08-30 09:04:55.546415

    		0.3 ms

  





  

    		2025-08-30 10:04:57.275495

    		1.3 ms

  





  

    		2025-08-30 11:04:58.710251

    		0.5 ms

  





  

    		2025-08-30 12:05:00.500377

    		1.4 ms

  





  

    		2025-08-30 13:05:02.183697

    		0.5 ms

  





  

    		2025-08-30 14:05:04.601045

    		0.5 ms

  





  

    		2025-08-30 15:05:06.512585

    		3.1 ms

  





  

    		2025-08-30 16:05:09.1527

    		-1.0 ms

  





  

    		2025-08-30 17:05:11.825873

    		-3.6 ms

  





  

    		2025-08-30 18:05:15.558094

    		-0.1 ms

  





  

    		2025-08-30 19:05:18.351931

    		-0.2 ms

  





  

    		2025-08-30 20:05:20.67696

    		0.2 ms

  





  

    		2025-08-30 21:05:22.467287

    		1.0 ms

  





  

    		2025-08-30 22:05:24.247883

    		3.1 ms

  





  

    		2025-08-30 23:05:26.030797

    		-0.4 ms

  





  

    		2025-08-31 00:05:27.629142

    		-0.7 ms

  





  

    		2025-08-31 01:05:29.431424

    		-0.3 ms

  





  

    		2025-08-31 02:05:31.04426

    		-2.4 ms

  





  

    		2025-08-31 03:05:32.704657

    		-1.4 ms

  





  

    		2025-08-31 04:05:34.667461

    		-1.1 ms

  





  

    		2025-08-31 05:05:36.121177

    		-0.9 ms

  





  

    		2025-08-31 06:05:38.077344

    		-0.9 ms

  





  

    		2025-08-31 07:05:41.322616

    		0.3 ms

  





  

    		2025-08-31 08:05:43.440229

    		2.4 ms

  





  

    		2025-08-31 09:05:45.902479

    		0.2 ms

  





  

    		2025-08-31 10:05:48.707326

    		1.5 ms

  





  

    		2025-08-31 11:05:51.420054

    		-0.4 ms

  





  

    		2025-08-31 12:05:53.889474

    		0.5 ms

  





  

    		2025-08-31 13:05:55.647302

    		0.6 ms

  





  

    		2025-08-31 14:05:57.56338

    		0.7 ms

  





  

    		2025-08-31 15:06:00.31256

    		-0.8 ms

  





  

    		2025-08-31 16:06:02.44394

    		-0.6 ms

  





  

    		2025-08-31 17:06:04.564072

    		0.0 ms

  





  

    		2025-08-31 18:06:07.049932

    		-1.4 ms

  





  

    		2025-08-31 19:06:09.372358

    		-0.3 ms

  





  

    		2025-08-31 20:06:11.709881

    		0.5 ms

  





  

    		2025-08-31 21:06:13.310039

    		0.0 ms

  





  

    		2025-08-31 22:06:15.010433

    		-1.4 ms

  





  

    		2025-08-31 23:06:16.747643

    		-0.2 ms

  





  

    		2025-09-01 00:06:18.715655

    		-2.1 ms

  





  

    		2025-09-01 01:06:20.2874

    		0.0 ms

  





  

    		2025-09-01 02:06:22.23776

    		1.7 ms

  





  

    		2025-09-01 03:06:24.18111

    		-0.5 ms

  





  

    		2025-09-01 04:06:26.129482

    		-0.6 ms

  





  

    		2025-09-01 05:06:27.64629

    		-0.1 ms

  





  

    		2025-09-01 06:06:29.217553

    		-0.2 ms

  





  

    		2025-09-01 07:06:30.952821

    		-0.1 ms

  





  

    		2025-09-01 08:06:32.480275

    		-0.4 ms

  





  

    		2025-09-01 09:06:34.047581

    		-0.9 ms

  





  

    		2025-09-01 10:06:36.017227

    		-1.3 ms

  





  

    		2025-09-01 11:06:38.153922

    		-0.5 ms

  





  

    		2025-09-01 12:06:39.928207

    		0.5 ms

  





  

    		2025-09-01 13:06:41.414168

    		-0.4 ms

  





  

    		2025-09-01 14:06:43.407879

    		0.2 ms

  





  

    		2025-09-01 15:06:45.16395

    		-0.4 ms

  





  

    		2025-09-01 16:06:46.686805

    		-0.3 ms

  





  

    		2025-09-01 17:06:48.655553

    		0.6 ms

  





  

    		2025-09-01 18:06:51.336257

    		-0.2 ms

  





  

    		2025-09-01 19:06:53.421879

    		-1.0 ms

  





  

    		2025-09-01 20:06:56.849392

    		-0.8 ms

  





  

    		2025-09-01 21:06:59.016402

    		-0.3 ms

  





  

    		2025-09-01 22:07:01.232144

    		-0.6 ms

  





  

    		2025-09-01 23:07:02.717866

    		-0.4 ms

  





  

    		2025-09-02 00:07:04.462248

    		-1.4 ms

  





  

    		2025-09-02 01:07:06.154656

    		-1.1 ms

  





  

    		2025-09-02 02:07:07.643944

    		-4.3 ms

  





  

    		2025-09-02 03:07:09.511066

    		0.5 ms

  





  

    		2025-09-02 04:07:11.215643

    		1.0 ms

  





  

    		2025-09-02 05:07:13.097796

    		0.1 ms

  





  

    		2025-09-02 06:07:15.085919

    		0.8 ms

  





  

    		2025-09-02 07:07:17.035392

    		4.5 ms

  





  

    		2025-09-02 08:07:19.30816

    		2.7 ms

  





  

    		2025-09-02 09:07:20.923281

    		0.9 ms

  





  

    		2025-09-02 10:07:22.676421

    		-1.2 ms

  





  

    		2025-09-02 11:07:24.329665

    		1.8 ms

  





  

    		2025-09-02 12:07:26.066971

    		1.3 ms

  





  

    		2025-09-02 13:07:27.573896

    		3.0 ms

  





  

    		2025-09-02 14:07:28.948261

    		1.3 ms

  





  

    		2025-09-02 15:07:31.022292

    		4.4 ms

  





  

    		2025-09-02 16:07:32.674237

    		0.6 ms

  





  

    		2025-09-02 17:07:34.540795

    		2.2 ms

  





  

    		2025-09-02 18:07:36.33044

    		2.2 ms

  





  

    		2025-09-02 19:07:38.207614

    		1.9 ms

  





  

    		2025-09-02 20:07:42.219313

    		2.2 ms

  





  

    		2025-09-02 21:07:44.708746

    		2.9 ms

  





  

    		2025-09-02 22:07:47.485319

    		1.4 ms

  





  

    		2025-09-02 23:07:50.261076

    		-0.5 ms

  





  

    		2025-09-03 00:07:52.317618

    		0.3 ms

  





  

    		2025-09-03 01:07:54.048415

    		0.0 ms

  





  

    		2025-09-03 02:07:57.369756

    		-1.0 ms

  





  

    		2025-09-03 03:07:59.599569

    		0.1 ms

  





  

    		2025-09-03 04:08:02.066637

    		0.3 ms

  





  

    		2025-09-03 05:08:04.550808

    		0.9 ms

  





  

    		2025-09-03 06:08:08.217455

    		1.4 ms

  





  

    		2025-09-03 07:08:10.844033

    		0.5 ms

  





  

    		2025-09-03 08:08:12.60383

    		0.1 ms

  





  

    		2025-09-03 09:08:14.490723

    		0.6 ms

  





  

    		2025-09-03 10:08:16.037213

    		4.4 ms

  





  

    		2025-09-03 11:08:18.482979

    		3.0 ms

  





  

    		2025-09-03 12:08:21.001228

    		0.2 ms

  





  

    		2025-09-03 13:08:22.840538

    		1.7 ms

  





  

    		2025-09-03 14:08:24.883047

    		-1.7 ms

  





  

    		2025-09-03 15:08:26.884583

    		-0.5 ms

  





  

    		2025-09-03 16:08:29.129415

    		-0.9 ms

  





  

    		2025-09-03 17:08:31.694524

    		-1.3 ms

  





  

    		2025-09-03 18:08:34.19252

    		-0.6 ms

  





  

    		2025-09-03 19:08:37.825564

    		0.0 ms

  





  

    		2025-09-03 20:08:40.511668

    		-1.3 ms

  





  

    		2025-09-03 21:08:42.395257

    		-1.7 ms

  





  

    		2025-09-03 22:08:45.425213

    		-2.4 ms

  





  

    		2025-09-03 23:08:48.122282

    		0.2 ms

  





  

    		2025-09-04 00:08:49.614428

    		0.8 ms

  





  

    		2025-09-04 01:08:51.201904

    		-0.1 ms

  





  

    		2025-09-04 02:08:53.108095

    		-0.7 ms

  





  

    		2025-09-04 03:08:54.759835

    		-1.0 ms

  





  

    		2025-09-04 04:08:56.689147

    		-1.8 ms

  





  

    		2025-09-04 05:08:58.363351

    		-1.4 ms

  





  

    		2025-09-04 06:09:00.283336

    		0.2 ms

  





  

    		2025-09-04 07:09:02.901228

    		1.7 ms

  





  

    		2025-09-04 08:09:04.569996

    		0.8 ms

  





  

    		2025-09-04 09:09:06.914325

    		1.2 ms

  





  

    		2025-09-04 10:09:09.159163

    		0.9 ms

  





  

    		2025-09-04 11:09:10.858814

    		-0.7 ms

  





  

    		2025-09-04 12:09:12.695317

    		0.0 ms

  





  

    		2025-09-04 13:09:15.64708

    		0.2 ms

  





  

    		2025-09-04 14:09:17.34645

    		0.4 ms

  





  

    		2025-09-04 15:09:19.584002

    		0.3 ms

  





  

    		2025-09-04 16:09:21.581924

    		1.1 ms

  





  

    		2025-09-04 17:09:23.626622

    		4.0 ms

  





  

    		2025-09-04 18:09:26.465584

    		0.3 ms

  





  

    		2025-09-04 19:09:28.301868

    		-1.8 ms

  





  

    		2025-09-04 20:09:31.171139

    		-0.5 ms

  





  

    		2025-09-04 21:09:33.171793

    		-0.9 ms

  





  

    		2025-09-04 22:09:35.027314

    		-0.8 ms

  





  

    		2025-09-04 23:09:36.84138

    		-0.9 ms

  





  

    		2025-09-05 00:09:38.598463

    		-0.5 ms

  





  

    		2025-09-05 01:09:40.343414

    		-0.2 ms

  





  

    		2025-09-05 02:09:42.158208

    		0.3 ms

  





  

    		2025-09-05 03:09:43.720474

    		-0.2 ms

  





  

    		2025-09-05 04:09:45.427059

    		-1.0 ms

  





  

    		2025-09-05 05:09:47.150126

    		-0.3 ms

  





  

    		2025-09-05 06:09:48.642646

    		6.8 ms

  





  

    		2025-09-05 07:09:50.03724

    		0.2 ms

  





  

    		2025-09-05 08:09:51.82992

    		1.0 ms

  





  

    		2025-09-05 09:09:54.164269

    		1.2 ms

  





  

    		2025-09-05 10:09:56.387507

    		2.0 ms

  





  

    		2025-09-05 11:09:57.857691

    		1.4 ms

  





  

    		2025-09-05 12:09:59.290431

    		0.0 ms

  





  

    		2025-09-05 13:10:02.157792

    		0.3 ms

  





  

    		2025-09-05 14:10:04.03585

    		0.5 ms

  





  

    		2025-09-05 15:10:06.039447

    		-1.2 ms

  





  

    		2025-09-05 16:10:08.283174

    		0.3 ms

  





  

    		2025-09-05 17:10:10.760197

    		0.9 ms

  





  

    		2025-09-05 18:10:14.217658

    		2.3 ms

  





  

    		2025-09-05 19:10:16.399866

    		2.2 ms

  





  

    		2025-09-05 20:10:18.575925

    		0.3 ms

  





  

    		2025-09-05 21:10:20.726958

    		-1.3 ms

  





  

    		2025-09-05 22:10:22.556978

    		-1.2 ms

  





  

    		2025-09-05 23:10:24.318435

    		-2.4 ms

  





  

    		2025-09-06 00:10:26.108366

    		-3.3 ms

  





  

    		2025-09-06 01:10:27.938789

    		-2.7 ms

  





  

    		2025-09-06 02:10:32.101432

    		-1.9 ms

  





  

    		2025-09-06 03:10:33.53351

    		0.2 ms

  





  

    		2025-09-06 04:10:35.101623

    		1.3 ms

  





  

    		2025-09-06 05:10:36.75898

    		1.3 ms

  





  

    		2025-09-06 06:10:38.406378

    		0.5 ms

  





  

    		2025-09-06 07:10:40.124905

    		2.2 ms

  





  

    		2025-09-06 08:10:41.835148

    		1.1 ms

  





  

    		2025-09-06 09:10:43.715788

    		1.2 ms

  





  

    		2025-09-06 10:10:46.215607

    		1.3 ms

  





  

    		2025-09-06 11:10:47.910745

    		1.5 ms

  





  

    		2025-09-06 12:10:50.601608

    		1.1 ms

  





  

    		2025-09-06 13:10:52.018703

    		1.4 ms

  





  

    		2025-09-06 14:10:55.233196

    		-0.7 ms

  





  

    		2025-09-06 15:10:57.669446

    		0.6 ms

  





  

    		2025-09-06 16:10:59.13317

    		-0.9 ms

  





  

    		2025-09-06 17:11:01.763298

    		-1.0 ms

  





  

    		2025-09-06 18:11:03.197961

    		1.2 ms

  





  

    		2025-09-06 19:11:04.756636

    		1.9 ms

  





  

    		2025-09-06 20:11:06.909846

    		1.1 ms

  





  

    		2025-09-06 21:11:08.518467

    		-0.3 ms

  





  

    		2025-09-06 22:11:10.327571

    		-1.7 ms

  





  

    		2025-09-06 23:11:11.974922

    		-1.7 ms

  





  

    		2025-09-07 00:11:13.717061

    		0.2 ms

  





  

    		2025-09-07 01:11:15.136027

    		-0.8 ms

  





  

    		2025-09-07 02:11:16.966381

    		0.0 ms

  





  

    		2025-09-07 03:11:18.982831

    		0.0 ms

  





  

    		2025-09-07 04:11:21.104107

    		0.5 ms

  





  

    		2025-09-07 05:11:23.543951

    		0.1 ms

  





  

    		2025-09-07 06:11:25.380889

    		-0.8 ms

  





  

    		2025-09-07 07:11:26.954645

    		3.8 ms

  





  

    		2025-09-07 08:11:29.330965

    		-1.0 ms

  





  

    		2025-09-07 09:11:31.204972

    		8.9 ms

  





  

    		2025-09-07 10:11:32.795066

    		4.9 ms

  





  

    		2025-09-07 11:11:35.373207

    		0.6 ms

  





  

    		2025-09-07 12:11:37.575736

    		-0.2 ms

  





  

    		2025-09-07 13:11:39.25071

    		-2.4 ms

  





  

    		2025-09-07 14:11:41.81233

    		-1.2 ms

  





  

    		2025-09-07 15:11:43.906355

    		-14.4 ms

  





  

    		2025-09-07 16:11:45.520533

    		0.7 ms

  





  

    		2025-09-07 17:11:47.41648

    		-0.8 ms

  





  

    		2025-09-07 18:11:49.133408

    		0.1 ms

  





  

    		2025-09-07 19:11:52.33509

    		0.9 ms

  





  

    		2025-09-07 20:11:54.108245

    		-0.4 ms

  





  

    		2025-09-07 21:11:57.211166

    		-0.6 ms

  





  

    		2025-09-07 22:11:59.686714

    		-1.2 ms

  





  

    		2025-09-07 23:12:01.870896

    		-4.7 ms

  





  

    		2025-09-08 00:12:04.094114

    		-2.9 ms

  





  

    		2025-09-08 01:12:06.107596

    		-2.0 ms

  





  

    		2025-09-08 02:12:08.584859

    		-0.4 ms

  





  

    		2025-09-08 03:12:10.326884

    		-0.3 ms

  





  

    		2025-09-08 04:12:12.698739

    		-0.5 ms

  





  

    		2025-09-08 05:12:15.153219

    		0.1 ms

  





  

    		2025-09-08 06:12:17.463534

    		0.8 ms

  





  

    		2025-09-08 07:12:19.386302

    		1.6 ms

  





  

    		2025-09-08 08:12:20.85771

    		1.7 ms

  





  

    		2025-09-08 09:12:23.282659

    		1.1 ms

  





  

    		2025-09-08 10:12:24.772526

    		-0.3 ms

  





  

    		2025-09-08 11:12:26.300768

    		0.7 ms

  





  

    		2025-09-08 12:12:27.804411

    		0.3 ms

  





  

    		2025-09-08 13:12:29.277078

    		0.0 ms

  





  

    		2025-09-08 14:12:32.091894

    		0.3 ms

  





  

    		2025-09-08 15:12:35.081985

    		0.7 ms

  





  

    		2025-09-08 16:12:37.43657

    		0.7 ms

  





  

    		2025-09-08 17:12:39.241588

    		0.5 ms

  





  

    		2025-09-08 18:12:42.22148

    		-0.4 ms

  





  

    		2025-09-08 19:12:46.136266

    		-0.9 ms

  





  

    		2025-09-08 20:12:48.863927

    		0.8 ms

  





  

    		2025-09-08 21:12:51.48462

    		0.4 ms

  





  

    		2025-09-08 22:12:53.451258

    		0.1 ms

  





  

    		2025-09-08 23:12:55.332827

    		0.5 ms

  





  

    		2025-09-09 00:12:57.017156

    		-0.6 ms

  





  

    		2025-09-09 01:12:58.674112

    		-0.7 ms

  





  

    		2025-09-09 02:13:00.36302

    		0.3 ms

  





  

    		2025-09-09 03:13:01.822525

    		-2.7 ms

  





  

    		2025-09-09 04:13:03.559106

    		0.5 ms

  





  

    		2025-09-09 05:13:05.514291

    		0.6 ms

  





  

    		2025-09-09 06:13:08.717195

    		1.0 ms

  





  

    		2025-09-09 07:13:10.256329

    		2.6 ms

  





  

    		2025-09-09 08:13:12.33998

    		0.3 ms

  





  

    		2025-09-09 09:13:14.449919

    		0.2 ms

  





  

    		2025-09-09 10:13:16.102901

    		1.6 ms

  





  

    		2025-09-09 11:13:17.809028

    		1.8 ms

  





  

    		2025-09-09 12:13:19.247608

    		-0.1 ms

  





  

    		2025-09-09 13:13:20.704153

    		0.2 ms

  





  

    		2025-09-09 14:13:22.259464

    		0.3 ms

  





  

    		2025-09-09 15:13:23.882478

    		-0.2 ms

  





  

    		2025-09-09 16:13:25.894652

    		-0.8 ms

  





  

    		2025-09-09 17:13:28.763912

    		-1.5 ms

  





  

    		2025-09-09 18:13:30.654768

    		-0.4 ms

  





  

    		2025-09-09 19:13:33.142508

    		0.9 ms

  





  

    		2025-09-09 20:13:34.665232

    		-1.8 ms

  





  

    		2025-09-09 21:13:38.283069

    		-0.7 ms

  





  

    		2025-09-09 22:13:40.120478

    		0.5 ms

  





  

    		2025-09-09 23:13:42.447919

    		4.0 ms

  





  

    		2025-09-10 00:13:44.396042

    		2.7 ms

  





  

    		2025-09-10 01:13:46.111521

    		0.5 ms

  





  

    		2025-09-10 02:13:48.129481

    		1.2 ms

  





  

    		2025-09-10 03:13:50.140839

    		-1.6 ms

  





  

    		2025-09-10 04:13:51.908641

    		-0.5 ms

  





  

    		2025-09-10 05:13:53.618206

    		0.3 ms

  





  

    		2025-09-10 06:13:55.798143

    		1.6 ms

  





  

    		2025-09-10 07:13:57.255326

    		0.2 ms

  





  

    		2025-09-10 08:13:59.001805

    		1.2 ms

  





  

    		2025-09-10 09:14:00.86205

    		-1.0 ms

  





  

    		2025-09-10 10:14:02.882885

    		-1.7 ms

  





  

    		2025-09-10 11:14:05.001652

    		-0.1 ms

  





  

    		2025-09-10 12:14:08.293605

    		0.6 ms

  





  

    		2025-09-10 13:14:10.259749

    		0.0 ms

  





  

    		2025-09-10 14:14:12.092339

    		0.4 ms

  





  

    		2025-09-10 15:14:13.495489

    		-0.9 ms

  





  

    		2025-09-10 16:14:16.00909

    		0.2 ms

  





  

    		2025-09-10 17:14:17.478614

    		0.8 ms

  





  

    		2025-09-10 18:14:19.567149

    		0.6 ms

  





  

    		2025-09-10 19:14:21.328495

    		-2.2 ms

  





  

    		2025-09-10 20:14:23.965005

    		-0.8 ms

  





  

    		2025-09-10 21:14:26.227188

    		-1.9 ms

  





  

    		2025-09-10 22:14:28.951877

    		-1.7 ms

  





  

    		2025-09-10 23:14:31.141691

    		-2.0 ms

  





  

    		2025-09-11 00:14:33.027924

    		-4.0 ms

  





  

    		2025-09-11 01:14:34.636396

    		-2.4 ms

  





  

    		2025-09-11 02:14:36.233055

    		3.0 ms

  





  

    		2025-09-11 03:14:38.415394

    		1.2 ms

  





  

    		2025-09-11 04:14:40.008862

    		-0.3 ms

  





  

    		2025-09-11 05:14:41.953849

    		0.8 ms

  





  

    		2025-09-11 06:14:44.950131

    		1.1 ms

  





  

    		2025-09-11 07:14:46.381241

    		-0.2 ms

  





  

    		2025-09-11 08:14:47.934808

    		0.1 ms

  





  

    		2025-09-11 09:14:49.390744

    		16.4 ms

  





  

    		2025-09-11 10:14:51.015625

    		0.3 ms

  





  

    		2025-09-11 11:14:52.467712

    		1.2 ms

  





  

    		2025-09-11 12:14:53.969991

    		0.4 ms

  





  

    		2025-09-11 13:14:56.484886

    		0.0 ms

  





  

    		2025-09-11 14:14:58.281492

    		0.0 ms

  





  

    		2025-09-11 15:14:59.86373

    		-1.6 ms

  





  

    		2025-09-11 16:15:02.674031

    		3.3 ms

  





  

    		2025-09-11 17:15:04.165215

    		5.3 ms

  





  

    		2025-09-11 18:15:05.829802

    		-1.1 ms

  





  

    		2025-09-11 19:15:08.459958

    		-27.4 ms

  





  

    		2025-09-11 20:15:11.030802

    		0.0 ms

  





  

    		2025-09-11 21:15:12.930608

    		-0.4 ms

  





  

    		2025-09-11 22:15:14.496965

    		1.5 ms

  





  

    		2025-09-11 23:15:16.207691

    		-0.6 ms

  





  

    		2025-09-12 00:15:18.204441

    		-0.1 ms

  





  

    		2025-09-12 01:15:19.685042

    		-0.1 ms

  





  

    		2025-09-12 02:15:21.609087

    		-1.4 ms

  





  

    		2025-09-12 03:15:23.059518

    		-0.3 ms

  





  

    		2025-09-12 04:15:24.888927

    		-0.6 ms

  





  

    		2025-09-12 05:15:26.550115

    		0.4 ms

  





  

    		2025-09-12 06:15:28.079044

    		0.1 ms

  





  

    		2025-09-12 07:15:30.182751

    		0.8 ms

  





  

    		2025-09-12 08:15:31.75419

    		6.1 ms

  





  

    		2025-09-12 09:15:33.273288

    		0.3 ms

  





  

    		2025-09-12 10:15:35.364921

    		0.6 ms

  





  

    		2025-09-12 11:15:37.637535

    		1.4 ms

  





  

    		2025-09-12 12:15:40.612889

    		1.7 ms

  





  

    		2025-09-12 13:15:42.131195

    		0.5 ms

  





  

    		2025-09-12 14:15:43.833974

    		-0.9 ms

  





  

    		2025-09-12 15:15:45.696883

    		0.7 ms

  





  

    		2025-09-12 16:15:48.172935

    		-0.3 ms

  





  

    		2025-09-12 17:15:49.981828

    		0.8 ms

  





  

    		2025-09-12 18:15:52.828699

    		-0.7 ms

  





  

    		2025-09-12 19:15:55.777588

    		-1.4 ms

  





  

    		2025-09-12 20:15:57.673954

    		-0.5 ms

  





  

    		2025-09-12 21:15:59.627934

    		-0.1 ms

  





  

    		2025-09-12 22:16:02.024264

    		-0.2 ms

  





  

    		2025-09-12 23:16:04.125845

    		-0.5 ms

  





  

    		2025-09-13 00:16:05.914006

    		-2.0 ms

  





  

    		2025-09-13 01:16:07.846495

    		0.2 ms

  





  

    		2025-09-13 02:16:09.502161

    		0.6 ms

  





  

    		2025-09-13 03:16:11.296838

    		1.0 ms

  





  

    		2025-09-13 04:16:13.191921

    		-0.3 ms

  





  

    		2025-09-13 05:16:14.720841

    		-0.7 ms

  





  

    		2025-09-13 06:16:17.068711

    		-0.3 ms

  





  

    		2025-09-13 07:16:18.719768

    		0.0 ms

  





  

    		2025-09-13 08:16:20.45393

    		-1.6 ms

  





  

    		2025-09-13 09:16:21.923228

    		0.3 ms

  





  

    		2025-09-13 10:16:23.643653

    		1.6 ms

  





  

    		2025-09-13 11:16:25.699887

    		2.4 ms

  





  

    		2025-09-13 12:16:28.162854

    		1.6 ms

  





  

    		2025-09-13 13:16:30.056087

    		-0.5 ms

  





  

    		2025-09-13 14:16:32.084731

    		0.3 ms

  





  

    		2025-09-13 15:16:34.240545

    		1.0 ms

  





  

    		2025-09-13 16:16:36.893581

    		-1.3 ms

  





  

    		2025-09-13 17:16:38.57718

    		-0.5 ms

  





  

    		2025-09-13 18:16:40.617361

    		-0.2 ms

  





  

    		2025-09-13 19:16:42.943034

    		1.2 ms

  





  

    		2025-09-13 20:16:44.488712

    		0.7 ms

  





  

    		2025-09-13 21:16:46.544141

    		1.2 ms

  





  

    		2025-09-13 22:16:48.594945

    		-0.3 ms

  





  

    		2025-09-13 23:16:50.230618

    		-0.2 ms

  





  

    		2025-09-14 00:16:52.058607

    		-1.9 ms

  





  

    		2025-09-14 01:16:53.492019

    		-1.2 ms

  





  

    		2025-09-14 02:16:55.087323

    		0.9 ms

  





  

    		2025-09-14 03:16:57.52997

    		-1.2 ms

  





  

    		2025-09-14 04:16:59.217272

    		-0.6 ms

  





  

    		2025-09-14 05:17:00.917664

    		0.9 ms

  





  

    		2025-09-14 06:17:03.77116

    		0.4 ms

  





  

    		2025-09-14 07:17:06.708994

    		-1.0 ms

  





  

    		2025-09-14 08:17:09.402045

    		-0.6 ms

  





  

    		2025-09-14 09:17:11.270741

    		-0.3 ms

  





  

    		2025-09-14 10:17:13.749475

    		1.2 ms

  





  

    		2025-09-14 11:17:16.492022

    		1.2 ms

  





  

    		2025-09-14 12:17:17.959156

    		1.8 ms

  





  

    		2025-09-14 13:17:19.861949

    		5.1 ms

  





  

    		2025-09-14 14:17:21.395593

    		1.4 ms

  





  

    		2025-09-14 15:17:24.085441

    		1.3 ms

  





  

    		2025-09-14 16:17:25.691467

    		2.0 ms

  





  

    		2025-09-14 17:17:27.471966

    		-1.2 ms

  





  

    		2025-09-14 18:17:29.753836

    		-1.5 ms

  





  

    		2025-09-14 19:17:32.753245

    		-0.1 ms

  





  

    		2025-09-14 20:17:35.862012

    		0.5 ms

  





  

    		2025-09-14 21:17:37.956865

    		-0.3 ms

  





  

    		2025-09-14 22:17:39.758688

    		-0.8 ms

  





  

    		2025-09-14 23:17:41.461134

    		0.0 ms

  





  

    		2025-09-15 00:17:43.378042

    		-2.6 ms

  





  

    		2025-09-15 01:17:44.832489

    		3.7 ms

  





  

    		2025-09-15 02:17:46.654073

    		0.5 ms

  





  

    		2025-09-15 03:17:51.083673

    		0.3 ms

  





  

    		2025-09-15 04:17:52.839051

    		-0.1 ms

  





  

    		2025-09-15 05:17:54.98417

    		1.6 ms

  





  

    		2025-09-15 06:17:56.462241

    		-0.1 ms

  





  

    		2025-09-15 07:17:58.651508

    		0.0 ms

  





  

    		2025-09-15 08:18:00.476393

    		-0.2 ms

  





  

    		2025-09-15 09:18:01.881602

    		0.5 ms

  





  

    		2025-09-15 10:18:03.565821

    		0.5 ms

  





  

    		2025-09-15 11:18:05.023334

    		-0.4 ms

  





  

    		2025-09-15 12:18:06.678813

    		0.9 ms

  





  

    		2025-09-15 13:18:08.535008

    		-0.4 ms

  





  

    		2025-09-15 14:18:10.726489

    		-0.8 ms

  





  

    		2025-09-15 15:18:12.367658

    		-3.9 ms

  





  

    		2025-09-15 16:18:14.233482

    		1.3 ms

  





  

    		2025-09-15 17:18:16.584291

    		0.1 ms

  





  

    		2025-09-15 18:18:19.582627

    		1.0 ms

  





  

    		2025-09-15 19:18:22.33164

    		-1.1 ms

  





  

    		2025-09-15 20:18:24.334316

    		-1.0 ms

  





  

    		2025-09-15 21:18:26.030931

    		-1.5 ms

  





  

    		2025-09-15 22:18:28.106686

    		-0.6 ms

  





  

    		2025-09-15 23:18:30.116624

    		-2.9 ms

  





  

    		2025-09-16 00:18:31.737556

    		-4.1 ms

  





  

    		2025-09-16 01:18:33.223041

    		-2.1 ms

  





  

    		2025-09-16 02:18:34.778321

    		-0.2 ms

  





  

    		2025-09-16 03:18:36.800658

    		-0.2 ms

  





  

    		2025-09-16 04:18:38.50601

    		0.3 ms

  





  

    		2025-09-16 05:18:40.214152

    		0.0 ms

  





  

    		2025-09-16 06:18:43.417715

    		0.7 ms

  





  

    		2025-09-16 07:18:44.975573

    		0.2 ms

  





  

    		2025-09-16 08:18:46.69396

    		1.5 ms

  





  

    		2025-09-16 09:18:48.425428

    		0.0 ms

  





  

    		2025-09-16 10:18:50.347339

    		-0.6 ms

  





  

    		2025-09-16 11:18:51.968462

    		0.4 ms

  





  

    		2025-09-16 12:18:53.750248

    		16.2 ms

  





  

    		2025-09-16 13:18:55.553328

    		0.6 ms

  





  

    		2025-09-16 14:18:57.309936

    		1.8 ms

  





  

    		2025-09-16 15:18:59.347412

    		-1.1 ms

  





  

    		2025-09-16 16:19:00.845618

    		-1.4 ms

  





  

    		2025-09-16 17:19:02.995779

    		0.8 ms

  





  

    		2025-09-16 18:19:04.89771

    		-1.4 ms

  





  

    		2025-09-16 19:19:08.364704

    		0.4 ms

  





  

    		2025-09-16 20:19:10.573502

    		0.9 ms

  





  

    		2025-09-16 21:19:12.661163

    		0.1 ms

  





  

    		2025-09-16 22:19:14.162264

    		0.4 ms

  





  

    		2025-09-16 23:19:18.062023

    		-0.3 ms

  





  

    		2025-09-17 00:19:19.815553

    		-0.2 ms

  





  

    		2025-09-17 01:19:21.535462

    		-0.2 ms

  





  

    		2025-09-17 02:19:23.816236

    		0.1 ms

  





  

    		2025-09-17 03:19:25.508978

    		1.2 ms

  





  

    		2025-09-17 04:19:27.433511

    		1.4 ms

  





  

    		2025-09-17 05:19:29.060914

    		1.7 ms

  





  

    		2025-09-17 06:19:31.720601

    		1.2 ms

  





  

    		2025-09-17 07:19:33.567339

    		-1.2 ms

  





  

    		2025-09-17 08:19:35.22774

    		0.7 ms

  





  

    		2025-09-17 09:19:36.655995

    		2.5 ms

  





  

    		2025-09-17 10:19:38.451002

    		-1.1 ms

  





  

    		2025-09-17 11:19:39.948548

    		-1.6 ms

  





  

    		2025-09-17 12:19:41.878795

    		3.0 ms

  





  

    		2025-09-17 13:19:43.868065

    		-0.5 ms

  





  

    		2025-09-17 14:19:45.438073

    		-0.3 ms

  





  

    		2025-09-17 15:19:47.150349

    		-0.9 ms

  





  

    		2025-09-17 16:19:49.123548

    		0.6 ms

  





  

    		2025-09-17 17:19:52.705055

    		-1.1 ms

  





  

    		2025-09-17 18:19:55.04114

    		-0.4 ms

  





  

    		2025-09-17 19:19:57.685335

    		-3.6 ms

  





  

    		2025-09-17 20:20:00.215023

    		-1.1 ms

  





  

    		2025-09-17 21:20:02.774379

    		0.2 ms

  





  

    		2025-09-17 22:20:04.915517

    		-0.3 ms

  





  

    		2025-09-17 23:20:06.773431

    		-0.8 ms

  





  

    		2025-09-18 00:20:08.311801

    		-0.6 ms

  





  

    		2025-09-18 01:20:09.949582

    		-1.9 ms

  





  

    		2025-09-18 02:20:12.738703

    		0.3 ms

  





  

    		2025-09-18 03:20:14.383648

    		0.1 ms

  





  

    		2025-09-18 04:20:16.607165

    		-0.3 ms

  





  

    		2025-09-18 05:20:18.755422

    		0.0 ms

  





  

    		2025-09-18 06:20:21.285538

    		-1.5 ms

  





  

    		2025-09-18 07:20:23.76496

    		-1.4 ms

  





  

    		2025-09-18 08:20:25.398846

    		0.8 ms

  





  

    		2025-09-18 09:20:28.263909

    		1.4 ms

  





  

    		2025-09-18 10:20:30.409153

    		1.0 ms

  





  

    		2025-09-18 11:20:32.504807

    		1.2 ms

  





  

    		2025-09-18 12:20:34.363921

    		-0.3 ms

  





  

    		2025-09-18 13:20:36.206791

    		0.2 ms

  





  

    		2025-09-18 14:20:37.80955

    		1.1 ms

  





  

    		2025-09-18 15:20:39.586453

    		-0.7 ms

  





  

    		2025-09-18 16:20:42.249358

    		0.7 ms

  





  

    		2025-09-18 17:20:43.750137

    		0.6 ms

  





  

    		2025-09-18 18:20:46.860287

    		1.2 ms

  





  

    		2025-09-18 19:20:49.310633

    		0.4 ms

  





  

    		2025-09-18 20:20:51.420482

    		-0.1 ms

  





  

    		2025-09-18 21:20:53.635126

    		-2.2 ms

  





  

    		2025-09-18 22:20:55.460101

    		-3.0 ms

  





  

    		2025-09-18 23:20:57.122981

    		-3.7 ms

  





  

    		2025-09-19 00:20:58.883919

    		-0.3 ms

  





  

    		2025-09-19 01:21:00.918387

    		0.6 ms

  





  

    		2025-09-19 02:21:02.747656

    		-0.2 ms

  





  

    		2025-09-19 03:21:04.768762

    		-0.2 ms

  





  

    		2025-09-19 04:21:06.732011

    		-0.2 ms

  





  

    		2025-09-19 05:21:08.601011

    		0.8 ms

  





  

    		2025-09-19 06:21:10.684084

    		2.3 ms

  





  

    		2025-09-19 07:21:12.110743

    		1.9 ms

  





  

    		2025-09-19 08:21:14.595151

    		-0.8 ms

  





  

    		2025-09-19 09:21:16.911309

    		-0.3 ms

  





  

    		2025-09-19 10:21:18.808933

    		-0.2 ms

  





  

    		2025-09-19 11:21:20.491544

    		-0.9 ms

  





  

    		2025-09-19 12:21:22.5525

    		0.5 ms

  





  

    		2025-09-19 13:21:25.711407

    		-0.7 ms

  





  

    		2025-09-19 14:21:27.835605

    		-0.7 ms

  





  

    		2025-09-19 15:21:29.415606

    		-0.7 ms

  





  

    		2025-09-19 16:21:31.544194

    		-1.2 ms

  





  

    		2025-09-19 17:21:33.168122

    		-0.2 ms

  





  

    		2025-09-19 18:21:36.282119

    		0.9 ms

  





  

    		2025-09-19 19:21:39.699457

    		-0.3 ms

  





  

    		2025-09-19 20:21:42.278966

    		2.5 ms

  





  

    		2025-09-19 21:21:44.280363

    		-0.2 ms

  





  

    		2025-09-19 22:21:46.10234

    		-0.4 ms

  





  

    		2025-09-19 23:21:47.749176

    		-1.9 ms

  





  

    		2025-09-20 00:21:49.665823

    		-1.8 ms

  





  

    		2025-09-20 01:21:51.301541

    		1.2 ms

  





  

    		2025-09-20 02:21:52.816827

    		1.9 ms

  





  

    		2025-09-20 03:21:54.994825

    		3.2 ms

  





  

    		2025-09-20 04:21:56.917646

    		1.8 ms

  





  

    		2025-09-20 05:21:58.831216

    		0.3 ms

  





  

    		2025-09-20 06:22:01.27281

    		-0.8 ms

  





  

    		2025-09-20 07:22:03.462307

    		0.2 ms

  





  

    		2025-09-20 08:22:05.258447

    		0.5 ms

  





  

    		2025-09-20 09:22:07.571308

    		-0.3 ms

  





  

    		2025-09-20 10:22:09.180702

    		-0.2 ms

  





  

    		2025-09-20 11:22:11.271592

    		1.6 ms

  





  

    		2025-09-20 12:22:13.0222

    		-0.2 ms

  





  

    		2025-09-20 13:22:14.780627

    		-0.8 ms

  





  

    		2025-09-20 14:22:17.786838

    		-0.1 ms

  





  

    		2025-09-20 15:22:19.563428

    		0.5 ms

  





  

    		2025-09-20 16:22:21.949474

    		0.2 ms

  





  

    		2025-09-20 17:22:25.14914

    		-1.1 ms

  





  

    		2025-09-20 18:22:27.726876

    		-1.7 ms

  





  

    		2025-09-20 19:22:30.556385

    		-0.2 ms

  





  

    		2025-09-20 20:22:32.665222

    		-0.3 ms

  





  

    		2025-09-20 21:22:34.81078

    		-0.2 ms

  





  

    		2025-09-20 22:22:36.530138

    		-1.6 ms

  





  

    		2025-09-20 23:22:38.27986

    		-1.0 ms

  





  

    		2025-09-21 00:22:39.949611

    		-1.8 ms

  





  

    		2025-09-21 01:22:41.62292

    		-2.3 ms

  





  

    		2025-09-21 02:22:43.302653

    		-0.2 ms

  





  

    		2025-09-21 03:22:45.101088

    		1.0 ms

  





  

    		2025-09-21 04:22:46.948162

    		-0.5 ms

  





  

    		2025-09-21 05:22:48.428378

    		0.2 ms

  





  

    		2025-09-21 06:22:51.635638

    		2.0 ms

  





  

    		2025-09-21 07:22:53.990341

    		0.3 ms

  





  

    		2025-09-21 08:22:55.656912

    		-11.2 ms

  





  

    		2025-09-21 09:22:57.368916

    		1.4 ms

  





  

    		2025-09-21 10:22:58.897767

    		1.6 ms

  





  

    		2025-09-21 11:23:00.637527

    		0.6 ms

  





  

    		2025-09-21 12:23:02.375341

    		0.8 ms

  





  

    		2025-09-21 13:23:04.004107

    		0.4 ms

  





  

    		2025-09-21 14:23:06.195084

    		-0.3 ms

  





  

    		2025-09-21 15:23:08.605564

    		-0.3 ms

  





  

    		2025-09-21 16:23:10.213561

    		0.4 ms

  





  

    		2025-09-21 17:23:12.541557

    		0.6 ms

  





  

    		2025-09-21 18:23:16.758171

    		-14.8 ms

  





  

    		2025-09-21 19:23:19.494216

    		-0.5 ms

  





  

    		2025-09-21 20:23:22.434346

    		-0.9 ms

  





  

    		2025-09-21 21:23:25.018928

    		-0.9 ms

  





  

    		2025-09-21 22:23:26.983595

    		-1.0 ms

  





  

    		2025-09-21 23:23:28.603684

    		-1.3 ms

  





  

    		2025-09-22 00:23:30.204704

    		-1.7 ms

  





  

    		2025-09-22 01:23:31.725628

    		-0.6 ms

  





  

    		2025-09-22 02:23:33.238966

    		0.0 ms

  





  

    		2025-09-22 03:23:35.061534

    		4.2 ms

  





  

    		2025-09-22 04:23:36.66162

    		1.1 ms

  





  

    		2025-09-22 05:23:39.043082

    		-14.3 ms

  





  

    		2025-09-22 06:23:40.977282

    		0.3 ms

  





  

    		2025-09-22 07:23:42.814828

    		0.5 ms

  










Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person's screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2025-09-22 07:41:15.006 UTC

    		213.172.203.148

    		Christoffer Hoff (CH2) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-09-22 07:41:23.174 UTC

    		213.172.203.148

    		Christoffer Hoff (CH2) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-09-10 15:17:45 UTC.

  

  

    		2025-09-22 07:40:52.102 UTC

    		84.210.54.189

    		Jørgen Fjeld (JF) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-09-22 07:41:29.013 UTC

    		84.210.54.189

    		Jørgen Fjeld (JF) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-09-10 15:17:45 UTC.

  









